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A B S T R AC T

In an era where misinformation proliferates rapidly, ensuring the authen-
ticity of digital content can be paramount. This dissertation explores two
cryptographic solutions, which can be used to strengthen authenticity
and thereby mitigate misinformation: slightly homomorphic digital signa-
tures and privacy preserving folding schemes.

The first part of this dissertation focuses on slightly homomorphic digi-
tal signatures. Specifically, we construct quotable signatures for text, and
digital signatures for images allowing JPEG compression. Quotable sig-
natures allow extraction of a signature for a quote from a text, from a
signature for the text, ensuring that quotes can be authenticated, even
when detached from their original context. The digital signature scheme
for JPEG images supporting compression is similar. It allows extracting a
signature for a compressed JPEG image, from a signature for the original
image, despite the utilized JPEG compression being lossy. Our construc-
tion requires the used quantization tables to contain only powers of two.
For both constructions, the extracted signature is signed with the same
private key as the original signature and, crucially, extraction does not
require knowledge of the key, nor interaction with the signer.

In the second part, we introduce privacy preserving folding schemes, a
natural extension of folding schemes with selective verification. Folding
schemes transform the task of creating multiple zero-knowledge proofs
that statements are in a language into creating one zero-knowledge proof
for a (new) statement from the same language, at the cost of verification
also requiring one to check a (cheap) inclusion proof. With known con-
structions of folding schemes, the inclusion proofs for a statement leak
other statements. Privacy preserving folding schemes ensures that verifi-
cation of one statement does not leak information about other statements,
at a minimal increase in inclusion proof size. This is achieved through the
introduction of NP-statement hiders, which allow an instance of a relation
to be hidden as a new instance in the same relation, in a verifiable way.

We define and prove the security and the efficiency of these cryp-
tographic constructions through rigorous theoretical analysis and per-
formance evaluation. The proposed constructions offer mechanisms for
maintaining the integrity and authenticity of digital content, providing
a step forward in the fight against misinformation.
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R E S U M É

I en tid, hvor misinformation florerer som aldrig før, er det afgørende
at sikre ægtheden af digitalt indhold. Denne afhandling undersøger to
kryptografiske løsninger, der kan bruges til at styrke ægthed og mod-
virke misinformation: slightly homomorphic digital signatures og privacy
preserving folding schemes.

Den første del af afhandlingen fokuserer på slightly homomorphic dig-
ital signatures. Specifikt konstruerer vi citerbare signaturer for tekst- og
billedesignaturer, der tillader JPEG-komprimering. Med citerbare signa-
turer kan man udlede en signatur for et citat fra en tekst, fra en sig-
natur for teksten, således at citater kan verificeres uden den tekst, de
oprindeligt stammer fra. Vores billedesignatur, der understøtter JPEG-
komprimering, gør, at man kan udlede en signatur for et komprimeret
JPEG-billede fra en signatur for det originale billede. Dette på trods af
at den anvendte JPEG-komprimering er destruktiv. Vores konstruktion
kræver, at de anvendte kvantiseringstabeller kun indeholder toerpoten-
ser. For begge konstruktioner er den udledte signatur underskrevet med
den samme private nøgle som den oprindelige signatur, og udledningen
kræver ikke kendskab til den private nøgle eller interaktion med under-
skriveren.

I den anden del af afhandlingen introduceres privacy preserving fold-
ing schemes, som er en naturlig tilføjelse til folding schemes med selektiv
verifikation. Med et folding scheme kan man i stedet for at generere flere
zero-knowledge-beviser for, at en række udsagn er i et sprog, generere ét
zero-knowledge-bevis for, at et udsagn er i det samme sprog. Dette dog
med den omkostning at verifikation så også kræver, at man tjekker et in-
klusionsbevis. Når det, at udsagnene er i sproget, skal bevises over for
forskellige verifikatorer, kan inklusionsbeviserne lække andre verifikato-
rers udsagn. Privacy preserving folding schemes sikrer med en minimal
forøgelse af inklusionsbevisets størrelse, at verifikation af et udsagn ik-
ke lækker information om andre udsagn. Dette opnås gennem introduk-
tionen af NP-statement hiders, med hvilke en instans af en relation kan
skjules som en ny instans af den samme relation på en verificerbar måde.

Vi definerer og beviser sikkerheden og effektiviteten af disse krypto-
grafiske konstruktioner gennem grundig teoretisk analyse og ydelsese-
valuering. De foreslåede konstruktioner kan bruges som værktøjer til at
opretholde integriteten og ægtheden af digitalt indhold og kan være et
skridt fremad i kampen mod misinformation.
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1
I N T R O D U C T I O N

A natural way to get an idea about both the societal issues motivating
undertaking this PhD project, and the technical contributions made as
part of this PhD project, is to dissect the title of my thesis:

“Strengthening Authenticity and Mitigating Misinformation – Slightly
Homomorphic Digital Signatures and Privacy Preserving Folding Schemes”

The first part – Strengthening Authenticity and Mitigating Misinforma-
tion – relates to the motivation for carrying out my PhD project in the
first place. While mis- and disinformation cannot be considered new phe-
nomena by any means, the last decade has seen a change to how news is
consumed, where it is more and more consumed via a social network,
rather than directly from various news media (in a survey of over 95,000
people in 47 countries, only 22% of people have direct access to news
media as their main gateway to online news [NFR+24]). Parallel with this
change, it has become increasingly hard to discern the fake from the real,
and over half of people are now concerned about what is real and what
is fake when it comes to news online [NFR+24]. The Digital Democracy
Centre at SDU initiated the Trust and News Authenticity project to inves-
tigate an alternative to the traditional “fact checking”-approach. Rather,
the project idea was to instead mark content originating from quality
news media as such, thereby strengthening the authenticity of quality
content and, hopefully, contribute to mitigating the effects of misinfor-
mation online. This lead to two project tracks, where one track aims to
investigate how to visually label quality content as such and the effects
of such labeling, and another track works to find technical solutions for
how such labeling could be done. My PhD has been part of the second
track, which leads to the next part of the thesis title.

Our initial idea for labeling content shared on social media was to
use Slightly Homomorphic Digital Signatures. For our use case, slightly
homomorphic signatures, or P -homomorphic signatures [ABC+15], can
be thought of as digital signatures with the additional property that if
P (m,m′) = 1 for some predicate P , then anyone can derive a signature for
m′ from a signature for m.1 Crucially, the signature for m′ is signed with
the same key as the signature for m, despite the derivation procedure not
requiring knowledge of this key. As part of this project, we have worked
with two different concrete instantiations of slightly homomorphic signa-
tures. The first slightly homomorphic signature scheme is quotable signa-
tures, and the predicate is 1 if m′ is contained as a quote in m. The second

1 In [ABC+15], they more generally let the predicate relate a set of messages M to a sin-
gle message m′ , and additionally require that the derived signature for m′ reveals no
information about m that cannot already be derived from m′ . Thus, our variants can be
considered a form of weak slightly homomorphic signatures.
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2 introduction

slightly homomorphic signature scheme is a signature scheme for JPEG
images allowing JPEG compression. Here, the predicate is 1 if m′ can
be obtained by compressing m with parameters from a specific family.
We focused on compression, since images are almost always compressed
when they are uploaded to social media, which makes compression a
very common image transformation. For both instantiations, we define
explicit unforgeability notions, and constructe concrete schemes, which
we prove are secure with respect to the relevant unforgeability notions,
and which we analyze the efficiency of. Our quotable signature scheme
builds on a folklore idea [ABC+15], involving creating a Merkle tree over
the text, concretely suggested as a potential way to mitigate misinforma-
tion in [KNSS19]. The image signature scheme is inspired by the ideas
in [JWL11], but suppors only compression, rather than a larger selection
of transformations, resulting in a scheme that is significantly more usable
in practice.

Finally, Privacy Preserving Folding Schemes is an extension of folding
schemes with selective verification [RZ23], which is again an extension
of folding schemes [KST22]. Suppose that a prover wishes to prove that
for several statements x1, . . . ,xn it knows witnesses w1, . . . ,wn, without
revealing the witnesses. One way to do this would be to generate n
zero-knowledge succinct non-interactive arguments of knowledge (zk-
SNARKs), or some other flavor of zero-knowledge proofs. However, gen-
erating n zk-SNARKs is relatively costly. As an alternative, a folding
scheme allows the prover to fold together the n statements/witness pairs
into one pair (x,w), such that w is a witness for x, if and only if the
prover knows witnesses for each of the n statements. The prover can
then use a zk-SNARK to prove knowledge of w, and additionally prove
that x was formed by folding together the claimed statements, using
a folding proof π, which the folding scheme also generates. Originally,
folding schemes were used as a part of incrementally verifiable comput-
ing [KST22], where the verifier wishes to verify the validity of all initial
statements. For different applications, such as distributed computation,
there may be many provers, each only interested in verifying the valid-
ity of one statement, and hence not required to verify each of the n − 1
other statements used when forming x [RZ23]. For these applications,
folding schemes with selective verification are more efficient, since they
generate n selective proofs of folding, each only verifying that one spe-
cific statement xi is included in x. One issue remains: a selective proof
of folding might still leak information about statements, other than the
one it corresponds to.2 We define and construct privacy preserving fold-
ing schemes,3 which extends folding schemes with selective verification
by guaranteeing the privacy of all statements, other than the one being
verified. Circling back to the societal motivation for the project, privacy

2 Specifically, in the original construction of folding schemes with selective verifica-
tion [KST22], a selective proof of folding for xi leaks either xi−1 or xi+1.

3 In [BE24] we name these schemes folding schemes with privacy preserving selective verifica-
tion, but since it does not make sense to consider folding schemes with privacy preserving
but non-selective verification, we have since stopped specifying “selective verification”.
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preserving folding schemes have potential applications in verifying how
images have been transformed, which, similar to our slightly homomor-
phic signatures for JPEG images, can be part of an approach to strength-
ening authentic content online [DEH25].

In this introductory chapter, we will return to the technical contribu-
tions of the project in Sections 1.1 and 1.2, and the second part of this
thesis (from Chapter 2 and onward) contains the original manuscripts,
describing the technical contributions in greater detail. For now, we will
circle back to the societal motivation for the project, and attempt to both
further motivate the contributions of this project, and place them into a
broader context.

The Rise of Mis- and Disinformation

As we mentioned earlier, mis- and disinformation are not new phenom-
ena. An early example of a successful disinformation campaign is the 44
B.C. smear campaign by Octavius against Marcus Antonius, which in-
cluded writing statements on coins, painting Antonius as a drunk and a
womanizer under the influence of Cleopatra [PM18]. Octavius of course
became Augustus, the first Roman emperor. While this shows that dis-
information has been possible for thousands of years, it also serves as
an illustration of the effort once required to mass spread disinformation.
Every coin would have to be engraved by hand, making disinformation
campaign at a large scale a massive effort.

The invention of the printing press in 1498 greatly lowered the bar
for creating and distributing mis- and disinformation, by enabling cheap
and rapid duplication of texts. A classic example of this can be found
in the “Great Moon Hoax” of 1835, wherein the New York newspaper
“The Sun” published a series of articles, claiming that life had been found
on the moon, including fabricated pictures of bat-like winged humans
and unicorns, see Figure 1 [Tho00]. The development of one-to-many
communication forms, such as radio and TV, only further lowered the bar
for spreading mis- and disinformation. Here the classic misinformation
example is the 1938 transmission of a radio drama adaptation of Herbert
Wells’ novel “The War of the Worlds”, which some listeners mistook as
a real thing, leading to numerous calls to police, newspaper offices, and
radio stations [Sch15].

While the aforementioned developments all lowered the bar for creat-
ing and distributing mis- and disinformation, it is probably fair to say
that their impact vanishes in comparison with the many-to-many com-
munication enabled first by the introduction of the internet, and then by
the development of social media [PM18]. Not only did this lower the bar
for what was required to create and distribute (mis-/dis-) information,
even before the rise of generative AI, but it also enabled friction-free cre-
ation of more or less ad-hoc groups of people with similar views, increas-
ing the size and reach of echo chambers where mis- and disinformation
agreeing with the groups’ prevalent opinions can flow effortlessly, and
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Figure 1: Illustration from the “Great Moon Hoax” series of articles pub-
lished by The Sun (New York) in 1835 [Tho00].

where more nuanced content might be unable to gain meaningful trac-
tion [IP18; RN23]. As the final ingredient for a perfect storm, OpenAI
introduced the world at large to generative AI, when they released Chat-
GPT in 2022 [Nys24], which has since been followed by numerous other
image and text generating AIs. Generative AI allows almost anyone to
create convincing looking misleading content in volumes that just a few
years ago would have been almost unimaginable, outside a government
funded propaganda project.

Given these conditions, it is no surprise that many are concerned about
fake news, and what it might mean for them. The already mentioned
Reuters Digital News Report surveyed over 95,000 people in 47 coun-
tries, representing half of the world’s population, and found that 59%
of people are concerned about what is real and what is fake when it
comes to news online, up from 54% in 2022 and 55% in 2019 [NFR+24;
NFR+22; NFKN19]. Part of the reason for this increasing concern might
be attributed to news consumption increasingly moving away from for-
mats directly belonging to various news media, such as physical newspa-
pers and websites, and instead moving to third party distributors, such
as social media and search engines, which is known to make it harder
to recall from what news brand a given story originates [KFN18], and
news brands’ reputation serve as an important heuristic when evaluating
the quality of a story [US14]. As mentioned, only 22% of people directly
access news media as their main gateway to online news, and this pro-
portion has been on a steady decline down from 32% in 2018 [NFR+24].
Instead, news is increasingly both found through and consumed on so-
cial media platforms, with most social media4 having a steady increase
in how large a proportion of people use them for news over the last 10
years [NFR+24].

4 With the main exception being Facebook, which have made algorithmic changes deprior-
itizing news [NFR+24].



introduction 5

Two very common and relatively concrete approaches to mitigating
the consequences of mis- and disinformation are fact checking individ-
ual stories and reliability ratings of news outlets. Fact checking requires
detecting an individual story or trend, checking it and, usually, labeling
the story where it appears. Each step can either be done automatically
or manually. Two different examples of this is the Community Notes sys-
tem on X (formerly known as Twitter), where users can suggest commu-
nity notes for a post (detecting), and if other users find them helpful
(checking) they appear on that specific post (labeling), and Facebook’s
approach, where they work with third party fact checking organizations
to identify misinformation trends (detecting and checking), and then, us-
ing automated systems, mark every post related to the trend as poten-
tially misleading (labeling).5 One issue with the fact checking approach
is that, by its nature, it is always playing catch up, since trends have to be
detected and checked before they can be marked as problematic [VRA18].
With reliability ratings, the approach is to instead rate if a news outlet is
trustworthy or not, rather than focusing on a specific story or trend. One
example of using reliability ratings to combat the consequences of fake
news is NewsGuard Ratings.6 NewsGuard has rated over 35,000 news
sources. Reliability ratings avoid having to play catch up with each story,
by having rated many outlets, and then applying an outlet’s rating to
all stories from the outlet. While this could lead to replacing trying to
catch up with individual stories with trying to catch up with new outlets,
NewsGuard Ratings attempts to avoid this by not just rating unreliable
outlets, but also rating reliable outlets, so that the absence of a rating is
itself a warning. One large issue with reliability ratings is that it requires
content to be linked to a publisher in order to rate it. Another issue, that
affects both the fact checking and reliability rating approach, is that it
has been shown that just flagging potential “fake” content as such (neg-
ative labeling) tends to increase the negative effects of fake news, rather
than mitigate them [DSÁ20; LES+12; SK20].

Cryptography Against Fake-News

This leads us to the fundamental idea behind the Trust and News Au-
thenticity project. The project aims to explore an approach where indi-
vidual pieces of news content are labeled with their source, and where
cryptographic tools are used to guarantee the authenticity of the content,
relative to the signing source. Thus, our approach can be thought of as ap-
plying positive labeling to authentic content from quality sources, rather
than the fact checking approach which applies negative labeling, and the
reliability rating which applies both positive and negative labeling, but
only in selective cases (for NewsGuard Ratings, only when there is a di-
rect link to the outlet, the outlet has been rated, and currently without

5 See https://communitynotes.x.com/guide/en/about/introduction and https://

www.facebook.com/help/1952307158131536.
6 https://www.newsguardtech.com/solutions/news-reliability-ratings/

https://communitynotes.x.com/guide/en/about/introduction
https://www.facebook.com/help/1952307158131536
https://www.facebook.com/help/1952307158131536
https://www.newsguardtech.com/solutions/news-reliability-ratings/
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any solution to verifying the integrity of the content). One part of the
project worked on the effects labeling had on user behavior and what
users interpret labeling to mean, see for example [GEdVH24]. The part
I have been most involved in, instead focused on creating technical solu-
tions, allowing positive labels to follow content as it is transformed and
shared, in particular on social media, while still verifying the authentic-
ity of the content.

For a cryptographer, the project focus on the authenticity and integrity
of content immediately lead one’s thoughts to signature schemes. A triv-
ial “solution” would be to have news outlets create signatures for their
content, and then (somehow) share these signatures together with the
content. While not the only challenge with the trivial approach, one fun-
damental issue is that standard digital signatures require the message be-
ing verified to be bit-for-bit identical to the signed message, and hence do
not allow verifying just parts of a signed article, or compressed versions
of a signed image. At the very core, this issue has been a common thread
connecting my research throughout this project. Slightly homomorphic
digital signatures is a special version of digital signatures, which can be
constructed to allow exactly the sort of modifications that we wish to
allow. Folding schemes, on the other hand, have already found applica-
tions in solutions for proving that an image has only been modified in
specific ways [DEH25]. If one allows, for example, only color corrections
and compression, this can be used as the authenticity checking part of
our positive labeling solution.

Naturally, a number of different approaches for cryptographic tools to
be used to mitigate the negative effects of mis- and disinformation has
been considered over the years. Our work on slightly homomorphic sig-
natures for text builds on ideas from [KNSS19], wherein they propose
using digital signatures allowing quotations as a tool for mitigating fake
news. Another work, focusing on adding digital signatures to multimedia
content on social media in order to defend against fake news, and hence
more related to our slightly homomorphic signatures allowing JPEG com-
pression, is [AJAZ22]. Their work focuses more on the technical aspects
of how to include digital signatures on social media platforms, and in par-
ticular only suggests using “standard” digital signatures (and hence dis-
allowing compression). A different direction of research goes into which
properties a cryptographic system should have, in order to most effi-
ciently mitigate mis- and disinformation. As an example of this, [SIM+22]
investigates cryptographic provenance systems for mitigating misinforma-
tion, drawing on both literature from journalism, human-computer inter-
action, and cryptography. They specifically use the term cryptographic
provenance system to mean a system combining a cryptographic system
with some further specified properties with a usable interface. A very
different direction is taken in [WCM24], where they draw on methods
from formal verification to propose a different system for determining
and tracking the provenance of the news and social media.
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One notable project, also advocating for the use of positive labeling
in addressing misinformation, is the Coalition for Content Provenance
and Authenticity (C2PA) project.7 This project involves many companies,
including Adobe, Amazon, BBC, Google, Meta, Microsoft, and OpenAI,
to name some of the major ones. The C2PA project is a unification of
the Adobe lead Content Authenticity Initiative and the joint Microsoft
and BBC lead Project Origin. The goal of this project is to develop and
promote adaptation of an open standard, which supports tracing the
provenance of content, which the C2PA defines as “basic, trustworthy
facts about the origins of a piece of digital content.” Examples of prove-
nance could be who created it and when (here it is worth mentioning
that Leica recently released a camera, in collaboration with the C2PA,
which is supports signing pictures with C2PA credentials, as they are
captured [Lyo23]), how/by whom/when it was edited, and even the com-
bined provenance of two merged prices of content. Roughly, the idea is
then to have content signed by C2PA compatible programs and devices,
when it is captured and later edited, and then having the credentials ver-
ified when the content is displayed, and even allowing the user to dive
deeper into the credentials, if they so desire.

We now move on to presenting the technical contributions of this
project, as well as placing them in the context of the relevant literature
surrounding them. Section 1.1 contains our work on slightly homomor-
phic digital signatures for both text and images, corresponding to Chap-
ters 2 and 3, and Section 1.2 gives an overview of privacy preserving
folding schemes, corresponding to Chapter 4.

1.1 slightly homomorphic digital signatures for quoting

text and compressing images (Chapters 2 and 3)

In general, a traditional signature scheme is triple of algorithms, (KeyGen,
Sign, Verify). The canonical digital signature reference is the seminal 1976
work by Diffie and Hellman, “New Directions in Cryptography” [DH76],
but recent standards can be found in [Nat24a; Nat24b]. The first algo-
rithm is a key generation algorithm, often denoted KeyGen, which gener-
ates pairs of related keys (pk,sk), where pk is called the public key and sk
is called the secret key. The second algorithm is a signing algorithm Sign,
which, given a message m and a secret key sk, generates a signature σ . We
say that σ is a signature for m under secret key sk. The third algorithm
Verify is a verification algorithm, and takes as input a public key pk, a
message m, and a signature σ . The verification algorithm verifies if σ is a
valid signature for m under the secret key sk corresponding to pk.

Typically, signature schemes are required to (1) be complete, meaning
that if a key pair (pk,sk) is generated by KeyGen, and a message m is
signed using sk, then Verify will (with overwhelming probability) accept
the signature as valid for m with respect to pk. (2) The scheme is also
required to be unforgeable, essentially meaning that without knowing

7 https://c2pa.org

https://c2pa.org
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the secret key from a key pair, it is impossible to forge a signature for
a message that Verify will accept under the public key, except with neg-
ligible probability. Note that for unforgeability, there are both different
notions as to “how” unforgeable a scheme should be (for example uni-
versal forgery and existential forgery), and different attack models (for
example key only attack and chosen message attack). It is common to re-
quire that a signature scheme is at least existentially unforgeable under
chosen message attacks (EUF-CMA) [Nat24a; Nat24b].

For the Trust and News Authenticity project, the first idea we worked
on was signature schemes for text, allowing quoting parts of the text,
such that the signature could follow the quote as it was shared on so-
cial media or in news outlets, acting as an authenticity indicator. Already
here there are two potential issues with traditional signature schemes.
First, traditional digital signatures require the message being verified
to be bit-for-bit identical to the message that was signed, meaning that
when quoting text, one would still need to provide the remainder of the
text that was signed, but not quoted. Similar issues would often apply to
other forms of media. The second issue, is that in the common version
of the EUF-CMA security definition for signature schemes, a signature
scheme is insecure if an adversary can output a message it has not ob-
tained from the environment (usually modeled using a signing oracle),
and a valid signature for the message. If we create a signature scheme
where a signature for a message is also valid for a quote from the mes-
sage (or where a valid signature for the quote can be derived from the
original signature), an adversary could just choose a message, obtain a
signature for the message from the environment, quote part of the mes-
sage, and output the quote and signature for the quote, thereby breaking
EUF-CMA security. Again, this issue would also apply to other forms of
media.

To remedy these issues, our approach uses signature schemes that al-
low some transformation of the content, and defines alternative security
notions, that additionally require the message the adversary outputs to
not be derivable (by quoting/compression) from any message queried
to the oracle. Both our signature schemes fit into the slightly homomor-
phic signature framework, proposed by Ahn et al. [ABC+15] in 2011,
which unifies several different concepts, such as quotable, redactable,
arithmetic, and transitive signatures. Slightly a homomorphic signature
scheme extends a traditional signature scheme as follows. LetM be the
message space of the signature scheme, and

P : P (M)×M→ {0,1} (1)

a predicate mapping a set of messages and a message to a bit. For a
message m′ ∈ M, and a set M ⊆ M, a slightly homomorphic signature
scheme allows anyone to derive Alice’s signature for m′ from Alice’s sig-
natures for M, if P (M,m′) = 1, in which case m′ is also said to be deriv-
able from M. For this reason, slightly homomorphic signatures are also
called P -homomorphic signatures. Slightly homomorphic signatures’ se-
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curity definition includes two properties: unforgeability and context hid-
ing. The unforgeability notion is a natural extension of the traditional
notion, where the message the adversary outputs should neither be ob-
tained from the environment, nor derivable from any subset of the set
of messages it has obtained from the environment. The other property,
context hiding, is a privacy property. It guarantees that a signature does
not reveal anything the message does not already reveal. In particular,
if the signature is for m′ and derived from a signature for m, the signa-
ture should not reveal anything about m. We note that we do not require
our constructed signatures to be context hiding, which allows our con-
structions to be more efficient than constructions that have to be context
hiding.

In Section 1.1.1, we dive into our contribution to quotable signatures,
i.e., Chapter 2/[BELN23]. Our work on quotable signatures build on
what Ahn et al. refers to as a “folklore solution” [ABC+15, p. 8], and
which [KNSS19] proposes using to mitigate misinformation. We con-
tribute with a new, more precise performance analysis of folklore solu-
tion, concrete algorithms, as well as proving the security of this construc-
tion with respect to our (new) notion of unforgeability, which matches
the general unforgeability notion for slightly homomorphic signatures
from [ABC+15].

While working on quotable signatures for text, we observed that the
use of images (and other forms of multimedia content) to spread mis-
information, were perhaps more concerning than the use of text. Partly,
this is due to images being particularly good vectors for spreading mis-
information, due to provoking emotional responses [BPBT06; PBN+23]
and – as the idiom goes – one picture being worth a thousand words. The
issue with images being used to spread misinformation, was made even
pressing with the public release of generative AI models capable of cre-
ating pictures that at first glance appear convincing [Bor22]. Thus, we
started focusing on approaches to verifying the authenticity of images.
Naturally, slightly homomorphic signatures were from the start part of
our consideration, but we also considered other methods, for example
SNARK based approaches and perceptual hashing [DHC20], which we
describe in more detail in Section 1.1.3. With images, one also has to
consider which transformations should be supported, for example crop-
ping, resampling, color corrections, gray scale conversion, or compres-
sion. While approaches supporting multiple of these transformations ex-
ist [JWL11; NT16; DEH25; DHC20], they all have other drawbacks, ei-
ther by only supporting very limited versions of the transformations dis-
cussed ([JWL11]), by being very inefficient to compute ([NT16; DEH25]),
or by having a non-negligible overlap between their false positive rate
and their false negative rate ([DHC20]). For our project, compression
seemed to be the fundamental transformation we needed to support,
since images are usually compressed when they are uploaded to social
media, to save both storage and bandwidth. Compression is also a se-
mantically natural operation for a signature scheme to support: when



10 introduction

an image is (moderately) compressed, it does not fundamentally change
what the picture shows.

While some image formats supports lossless compression, meaning
that it is possible to restore the image to a bit-for-bit identical one af-
ter compression, most image formats are usually compressed with lossy
compression. Of the most widely used image formats, only PNG is usu-
ally compressed with a lossless compression algorithm (PNG only sup-
ports lossless compression). Both JPEG and WebP images are usually
compressed in a lossy way, despite both supporting lossless compression.
Presumably, this is due to lossless compression not being able to reduce
file size sufficiently to meet the needs of modern internet uses. Thus, we
need a method for deriving a value from an image, in a way where, if
the image is compressed, it is still possible to derive the same value, but
where it is hard to find an image resulting in the same value, without
that image also being a possible compression of the original image. With
such a method, one could create a signature scheme allowing image com-
pression by signing the derived value using a traditional digital signature
scheme. This is the core of our contribution, which we describe in more
detail in Section 1.1.2. Our work here builds on the work by Johnson,
Walsh, and Lamb [JWL11], who first worked on digital signatures for im-
ages allowing cropping, by (essentially) splitting the image into chunks,
building a hash tree over the chunks, and then signing the root of the tree.
When cropping the image, the signature should then be updated to also
include some internal nodes from the hash tree, allowing one to still ob-
tain the same root. Johnson, Walsh, and Lamb made the observation that
when JPEG compression is performed with a parameter set, where every
entry is the same power of two, one could consider this to be cropping
away the least significant bits, and then it fitted nicely into their frame-
work, and their scheme could easily be extended to support this very lim-
ited form of JPEG compression. Inspired by their work, we developed a
more efficient signature scheme, supporting a much wider range of JPEG
compression, at the cost of only supporting JPEG compression.

1.1.1 Contribution: Quotable Signatures for Authenticating Shared Quotes

As we already mentioned, this article builds on [KNSS19], where the au-
thors suggested using the construction we also use to mitigate the effects
of fake news, but they did not go into details. Our main contributions
are a formal definition of security for quotable signatures, a detailed de-
scription of the construction of quotable signatures including concrete
algorithms, a proof that the construction is secure, and a thorough per-
formance analysis. Additionally, we also provide an extended discussion
on why quotable signatures is a good approach to mitigate misinforma-
tion.

In general, we define a quotable signature scheme to be a quadru-
ple QSS= (KeyGen,Sign,Quote,Verify), of four algorithms, where
KeyGen,Sign, and Verify are generally as in regular signature schemes,
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(pk,sk)← KeyGen()

Adv
pk

m∗,s∗

si ← Signsk(mi)

OSignsk(·)

m1, . . . ,mQ

s1, . . . ,sQ

if (Verifypk(m
∗,s∗) = ⊤) and (∀k ∈ {1,2, . . . ,Q} : m∗ ⪯̸mk) :

AdvOSignsk(·)(pk) wins

QSS Unforgeability Game

Figure 2: A quotable signature scheme QSS is said to be existentially un-
forgeable if no adversary wins this game.

but where Quote allows updating a signature σ for m to a signature σ ′

for m′, when m′ is a quote from m. We write m′ ⪯m to indicate that m′ is a
quote from m, and hence m′ ⪯̸m to indicate that m′ cannot be found as a
quote in m. Taking inspiration from the relevant literature, we define an
unforgeability notion for quotable signatures, by adding a requirement
that the message returned from the adversary cannot be contained as a
quote in any of the messages it has queried to the signing oracle. We
say that a quotable signature scheme QSS is existentially unforgeable if
no (PPT) adversary AdvOSignsk(·)(pk), wins the QSS unforgeability game in
Figure 2 with non-negligible probability.

For our construction of a quotable signature scheme, we build a Merkle
tree over a message by first split the message into tokens, which will be
the smallest part a quote can either include or exclude, and could for
example be words or sentences. If the number of tokens is not a power of
two, we additionally require the Merkle tree to be heap shaped. To sign
a message, one now uses a traditional signature scheme to sign the root
hash of the Merkle tree, instead of a traditional digest of the message. To
update a signature σ for a message m to a signature for m′ ⪯m, one finds
the smallest set of internal nodes in the Merkle tree, which together with
m′ allows finding the root hash of the Merkle tree, while verifying that
the tokens of m′ are at the claimed positions. This set of tokens is called
the verification path for m′, despite not being on the path between the
tokens corresponding to m′ and the root. The updated signature σ ′ for m′

consists of σ and the verification path for m′. Note that this procedure can
be repeated to find a signature σ ′′ for m′′ ⪯ m′ from σ ′. Verification of a
signature is done by first finding the root hash, using the verification path
if the message has been quoted from a longer one, and then verifying that
the included traditional signature is a valid signature for the root hash.
We now state under what conditions this construction is secure and give
a short sketch of the proof.
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Table 1: Theoretical bounds on the performance of our quotable signa-
ture scheme, when quoting t tokens from a text of n tokens.

Computation Time Signature Size

The Signer 2n− 1 hashes and 1 classical signature

1 classical signature

The Quoter

Arbitrary 2n− 1 hashes 1 classical signature, at most

t(⌈logn⌉ − ⌈log t⌉ − 1)

+2⌈log t⌉ hashes

Consecutive 2n− 1 hashes 1 classical signature, at most

2⌈logn⌉ − 2 hashes

The Verifier 1 classical verification —

and up to 2n− 1 hashes

Theorem 1.1

If the Merkle tree is constructed using a cryptographicly secure hash
function, and the underlying traditional signature scheme is existen-
tially unforgeable, then QSS= (KeyGen,Sign,Quo,Ver), constructed
as outlined above, is an existentially unforgeable quotable signature
scheme.

Proof sketch. To prove Theorem 1.1, we argue that any adversary winning
the game in Figure 2, implies an adversary against either the underlying
traditional signature scheme, or against the hash function used to con-
struct the Merkle tree.

Assume the messages and signatures are labeled as in Figure 2. We first
compare the root hash derived from m∗ and s∗ to the root hashes from
m1, . . . ,mQ. If no root hashes are the same, the adversary has produced a
forgery against the underlying traditional signature scheme. If the root
hash of mi is the same, we iteratively go over the nodes in the Merkle
trees, starting from the roots, and argue that since m∗ ⪯̸mi , we eventually
find two nodes with the same value, but with different children. This
gives a collision for the hash function.

After proving that our construction is secure, we analyze the perfor-
mance of our quotable signature scheme, both the computations required
and the signature size. The exact worst case signature size is calculated as
a function of the number of tokens quoted and the length of the original
message. We pay special attention to the case where the tokens quoted
are consecutive, since one could assume this to usually be the case for
text quotes – or even enforce that only this form of quoting is allowed.
Our results are summarized in Table 1.
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(pk,sk)← KeyGen()

Adv
pk

I ∗,σ ∗

σi ← Signsk(Ii)
OSignsk(·)

I1, . . . , IQ

σ1, . . . ,σQ

if (Verifypk(I
∗,σ ∗) = ⊤) and (∀k ∈ {1,2, . . . ,Q} : I ∗ < CSpan(Ik ,σk)) :

AdvOSignsk(·)(pk) wins

CSS Unforgeability Game

Figure 3: A signature scheme allowing compression CSS is said to be ex-
istentially unforgeable if no adversary wins this game.

1.1.2 Contribution: Digital Signatures for Authenticating Compressed
JPEG Images

The signatures schemes allowing JPEG compression, shares similari-
ties with our work on quotable signatures. We define a signature
scheme allowing JPEG compression to be a quadruple of algorithms
CSS= (KeyGen,Sign,Compress,Verify), where all but Compress are sim-
ilar to a traditional signature scheme. For simplicity, we define the com-
pression algorithm to take as input an image I , a signature σ for I , and
parameters P , specifying how compression should be done. Compress
should then output I ′ and σ ′, where I ′ is I after compressing it accord-
ing to P , and σ ′ is a valid signature for I ′ signed with the same key as
σ . The notion of existentially unforgeability is defined similarly to the
CSS definition. First, we defined the compression span of an image I with
signature σ to be

CSpan(I ,σ ) := {I ′ | ∃P : (I ′,σ ′)← Compress(I ,σ ,P )}. (2)

Then, we say that CSS is an existentially unforgeable image signature
scheme allowing compression, if no (PPT) adversary AdvOSignsk(·)(pk), wins
the CSS unforgeability game in Figure 3 with non-negligible probability.

Before we describe our construction of a signature scheme allowing
JPEG compression, we introduce a key step of the JPEG compression al-
gorithm. The algorithm contains more steps (we describe these in Chap-
ter 3), but the other steps are either optional or lossless, and essentially
just converts the image between different representations. The main lossy
step of JPEG compression is step 3b, where each 8×8 block of the image,
having been converted to a DCT basis in step 3a, is quantizised with a
quantization table. In this step, each value in the 8 × 8 block is divided
by a value from a quantization table, which is an 8 × 8 table. Why this
step is done is not essential for our research, but intuitively, each entry
is the coefficient of a DCT wave on the entire 8× 8 block, some of which
the human vision system is more sensitive to than others, and more in-
formation is therefore preserved for the ones we are more sensitive to, by
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dividing them with a smaller value before rounding. Two key observa-
tions now form the basis for our compression scheme. (1) When a value
is divided by a power of two, one can consider it to be truncation of the
least significant bits of the value (which is represented as either a byte or
10 bits), and (2) the (i, j)’th entry in all 8 × 8 blocks is quantizised with
the same value.8 Thus, our idea is to create a hash tree structure, where,
when coefficients are truncated, one can instead provide internal nodes
from the tree, which allows anyone to still verify the remaining part of
the coefficients. We use that many coefficients will be truncated by the
same amount (observation (2)) to make our construction efficient. Our
construction will therefore restrict JPEG compression to only being done
with quantization tables with powers of two, but we argue that this still
allows a sufficiently high degree of flexibility.

In broad strokes, our construction is as follows: For the (i, j)’th entry,
first hash together the least significant bits of all (i, j)’th entries, creating
a first (i, j)-digest. Then hash the first digest together with the second
least significant bits of all (i, j)’th entries, creating the second (i, j)-digest.
Repeat this a total of eight times, obtaining an eighth (i, j)-digest, which
is created from the seventh (i, j)-digest and the most significant bits. This
process is illustrated for the (1,1)’th entries in Figure 4. Finally, hash
together the eighth (i, j)-digests for i, j ∈ {1, . . . ,8}, and sign this digest
(called the root hash) with a traditional digital signature scheme. When
an image is then compressed with a quantization table where the (i, j)’th
entry is 2ℓ, the ℓ’th (i, j)-digest is added to the signature, allowing anyone
to calculate the ℓ+1’th digest, and so on. This allows the integrity of the
bits not truncated to still be verified.

We now state under what conditions this gives an existentially unforge-
able signature scheme supporting JPEG compression. We do not provide
a sketch of the proof here, but observe that it follows exactly the same
approach as the proof sketch for Theorem 1.1.

Theorem 1.2

If the hash tree is constructed using a cryptographicly secure hash
function, and the underlying traditional signature scheme is exis-
tentially unforgeable, then CS= (KeyGen,Sign,Compress,Verify), con-
structed as outlined above, is an existentially unforgeable signature
scheme supporting JPEG compression with quantization tables con-
taining only powers of two.

Computationally, our scheme is very efficient, requiring at most 1025
hash function evaluations, and one operation from the underlying tradi-
tional signature scheme. The size of the signature is also relatively small;
just one traditional signature and 128 hash values. As an example, if
one were to instantiate the scheme with SHA3-256 and EdDSA using the
Ed25519 curve [Dwo15; CMRR23], compressing an image with an initial

8 Technically only the same value as all 8×8 blocks in the same type of channel (luminance
or color), but for simplicity we don’t go into this here.
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Table 2: Average results of compressing the test images from [PLZ+09]
with different parameters, compared to the uncompressed im-
ages.

Size MS-SSIM FSIMc MSE PSNR

Q
F2

5

Our tables 16.0 kB 0.960 0.978 77.526 29.749

Unmodified 15.1 kB 0.959 0.978 78.900 29.655

[JWL11] (64) 10.4 kB 0.914 0.936 109.016 28.021

[JWL11] (32) 20.5 kB 0.961 0.976 46.071 31.706
Q

F5
0

Our tables 25.4 kB 0.979 0.991 45.831 32.008

Unmodified 24.4 kB 0.979 0.991 45.910 31.988

[JWL11] (32) 20.5 kB 0.961 0.976 46.071 31.706

[JWL11] (16) 36.5 kB 0.983 0.992 18.451 35.605

Q
F8

0

Our tables 43.9 kB 0.990 0.997 20.256 35.402

Unmodified 43.4 kB 0.991 0.997 20.432 35.364

[JWL11] (16) 36.5 kB 0.983 0.992 18.451 35.605

[JWL11] (8) 60.4 kB 0.993 0.997 7.532 39.439

size of 2 megabytes down to just 5% of that size, results in an overhead
of just 4% (100 kB compressed image and 32.5 kb signature).

Finally, since we restrict the quantization tables to only contain powers
of two, we investigate how this affects the visual fidelity of compressed
images, compared to images compressed with standard quantization ta-
bles. Specifically, we choose the standard quantization tables for quality
factor 25, 50, and 80, and then we found quantization tables containing
only powers of two, resulting in compressed images of approximately the
same size as the standard quantization tables. We compared the resulting
images to the uncompressed image using the MultiScale Structural SIM-
ilarity (MS-SSIM) [WSB03] and Feature SIMilarity (FSIM) [ZZMZ11b]
image similarity measures, and found averages over the TID2008 image
dataset [PLZ+09]. Both of these similarity measures are supposed to in-
dicate how similar the human vision system finds the images. Therefore,
we place more weight on them, rather than on traditional distance mea-
sures, such as Mean Squared Error (MSE) and Peak Signal Noise Ratio
(PSNR), which we do include for comparison. The results are shown in
Table 2, where we also compare our approach to [JWL11], which inspired
our work. Since their approach requires the quantization table to consist
of only one power of two, we have included both the one resulting in the
largest smaller image and the smallest larger image. As the table show,
our approach results in images that are on average less than 1 kilobyte
larger than the unmodified tables, and with almost identical similarity
scores.
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1.1.3 Related Work: Verifying Content After Transformations

Recalling again that the goal of our work was to develop tools for ver-
ifying content after transformations, we will now present literature re-
lated directly to this aspect of our work. First, in Section 1.1.3.1 we
present literature that also has a signature scheme as its core. Then, in
Section 1.1.3.2, we present a newer, promising method for verifying im-
age transformations using zk-SNARKs.

1.1.3.1 Approaches Using Signature Schemes

Generally, both signature schemes presented in this section are special-
ized examples of homomorphic signature schemes, which falls into a
larger body of literature on this topic [TDB16; ABC+15]. We already de-
scribed the general definition of slightly homomorphic signatures, or
P -homomorphic signatures [ABC+15] at the beginning of Section 1.1,
and mentioned that they unify several different frameworks for sig-
natures supporting some type of transformation, for example arith-
metic, quotable, redactable, and transitive signatures [KFM04; ZKMH07;
BELN23; SBZ01; JMSW02; MR02; BN02]. However, as is often the case,
generic P -homomorphic signatures are generally inefficient, compared to
more specialized signature constructions.

Redactable Signature Schemes (RSSs) are closely related to our quotable
signature scheme, and were simultaneously introduced in [SBZ01]
and [JMSW02]. Where the goal of quotable signature schemes is to be
able to verify quotes, when they are removed from the text that was
signed, the goal of RSSs is to be able to redact parts of a text, and still
be able to authenticate the remaining bit – as the name suggest. RSSs
therefore require an additional security property: that a redacted sig-
nature does not leak any information about the parts that have been
redacted. This is typically done by modifying the signature and, simi-
larly to quotable signatures, this modification does not require knowl-
edge of the key used to generate the signature. It is clear that RSSs
are stronger than quotable signatures, since RSSs imply quotable signa-
tures, simply by consider quoting as redacting all the text that is not
part of the quote, but quotable signatures do not imply RSSs. For exam-
ple, our quotable signature scheme leaks both the location and length
of the removed text, and an adversary trying to guess the redacted text
could check their guesses by verifying if hashing it gives the correct in-
ternal nodes. Some RSSs require even stronger privacy notions, for ex-
ample being unable to tell apart fresh and redacted signatures [BPS17].
The advantage of quotable signature schemes’ weaker security definition
is that it allows more efficient constructions. For example, RSSs with
O(n) performance (asymptotically the same as our quotable signature
scheme), usually require O(n) expensive public key cryptography opera-
tions [BBD+10; SPB+12], where our quotable signature scheme requires
only one expensive operation, and O(n) cheap hash function evaluations.
Constructions using just one expensive operation either use many more
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cheap operations, or result in larger signatures [HK13]. Finally, early RSS
definitions in [JMSW02; SBZ01] have a weaker notion of privacy, but still
with a hiding element. These constructions end up only slightly more ex-
pensive than ours, but we note the performance of these constructions
is not as thoroughly analyzed as our construction. In particular, they do
not consider the consecutive case, nor how many tokens are quoted.

Aside from the literature on RSSs for text, there is also a large literature
on RSSs for other types of data structure, for example different tree struc-
tures [BBD+10; SPB+12; HHZ16]. These relate to our signature scheme
allowing JPEG compression, which can be viewed as a digital signature
on a tree structure, where subtrees are removed when compressing the
image. However, RSSs again require the privacy of the removed subtrees,
a property we do not require, resulting in our construction being simpler
and more efficient.

Sanitizable Signature Schemes (SSSs) are similar to RSSs, but rather
than just allowing text (or subtrees) to be redacted, SSSs allow text to
be modified. SSSs usually only allow select parts of the text to be mod-
ified (which parts should be decided when the original text is signed),
and operates with the modification being done by a semi-trusted cen-
sor [ACdMT05; BFF+09; dMPPS14; BPS17; BL17]. While one could plau-
sibly construct quotable signatures from SSSs, they suffer from the same
efficiency drawbacks due to being capable of more than what is strictly
necessary for a quotable signature scheme.

We already discussed the work by Johnson, Walsh, and Lamb [JWL11],
who construct signatures for JPEG images, which are homomorphic with
respect to cropping, scaling, and (very limited) compression. There have
been other works constructing homomorphic signatures specifically for
images, but much of this work focused on the JPEG2000 image standard,
which was never widely adopted. As of writing, the only web browser
supporting the JPEG2000 image standard is Safari [Ado]. An overview of
homomorphic signatures for JPEG2000 images can be found in [ZSL04].

An ideal version of our approach to authenticating images would use
a “magic” hash function, which for images “looking the same” resulted
in the same value, which could then be signed using a traditional signa-
ture scheme [Kor17]. This property is exactly the property that perceptual
hash functions or robust hash functions attempt to have [MH80; DHC20].
The issue is that our “magic” hash function also needs to behave like a
cryptographic hash function, in the sense that even a minor change in
what a picture shows should result in a different pseudo random hash
value. All perceptual hash functions known to the author have a non-
negligible overlap of having false positives and false negatives [DHC20;
LVG12; LC01], and generally appear easy to find collisions for, if the de-
sign is known [LP24]. It should be noted that perceptual hash functions
are typically used for copyright protection, and sharing of banned im-
ages, both use cases where a non-negligible error rate might be accept-
able. As a concrete example of perceptual hash functions’ shortcomings,
Lin and Chang [LC01] design a scheme specifically targeting JPEG im-
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ages. Despite this, their scheme accepts images that are manipulated in
random, non-targeted ways, with a probability between 0.04 and 0.00001
when the image is not compressed, between 0.09 and 0.0002 with a qual-
ity factor of 50, and between 0.2 and 0.02 with a quality factor of 20.

1.1.3.2 The zk-SNARK approach for Images

In 2016 Naveh and Tromer created “PhotoProof” [NT16], which is a
framework for verifying that images and their associated metadata have
only been modified in some claimed ways, using zk-SNARKs. While the
construction from [NT16] takes around 5 minutes to generate a proof
for a 128 × 128 pixel image, the idea has been improved upon in [DB23;
DCB25; DEH25; MVVZ25], and is getting to a point where it is efficient
enough that proof generation take tens of seconds rather than minutes,
even for high resolution images. In all the works, the proofs are suc-
cinct and verification is efficient. The ideal workflow these approaches
suggest is as follows. First, when an image is taken, the image and re-
lated metadata is signed by the camera (a camera with this feature was
recently released in collaboration between C2PA and Leica [Lyo23]). Al-
ternatively, and depending on the specific application, a party could sign
the image and metadata considered to be the original. Then, when the
image is transformed in some way, a zk-SNARK essentially proving the
following statement is also generated: “The prover (i) knows an unedited
photo that is properly signed by a C2PA camera, (ii) the metadata on
the unedited signed photo is the same as the one attached to the public
photo, and (iii) the public photo is the result of applying the claimed ed-
its to the unedited photo.”9 The application displaying the image should
then check the proof of this statement, before displaying the image to
the user. Compared to our signature scheme allowing compression, even
the recent much more efficient constructions are relatively slow, with the
fastest construction [DEH25] taking 15 seconds to generate proofs for an
8K image on a laptop, compared to the 1025 hash function evaluations
our signature scheme requires.

1.1.4 Related Work: Mitigating Misinformation

In Section 1.1.3, we presented work that relates directly to the crypto-
graphic constructions we have developed. We now focus on work relating
to the project goal, of mitigating the negative effects of mis- and disinfor-
mation.

At the start of Chapter 1, we already presented some of the alterna-
tives to our suggested approach of verifying the authenticity of content.
We focused on the negative labeling approaches used by X/Twitter and
Facebook, and on the source-reliability rating approach used by News-
Guard Ratings. For both of these approaches, we also argued that they
cannot be sufficient on their own [VRA18; DSÁ20; LES+12; SK20]. Re-

9 This is the example given in [DB23].
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calling the C2PA project [C2P] that focuses on tracing the provenance of
content, we note that in general their approach require trusting the pro-
grams used to edit the images to correctly update the provenance creden-
tials. To support use cases where one or more party might not trust all
the programs used for handling the content, supporting some versions
of slightly homomorphic digital signatures could be an advantage. For
example, one could imagine a situation where one is willing to trust the
software used by a journalist to edit an image that will accompany a news
story, but where this image is then shared across other platforms that one
is not willing to trust, yet still need to compress the image for practical
reasons. In this example, the issue could be solved by having the editing
software used by the journalist sign the image with a signature scheme
supporting JPEG compression.

Another approach to labeling is taken by the “Traceable Original Jour-
nalistic Content” project from the Swiss Initiative for Media Innova-
tion.10 In [LDG+22], they design and develop a certification system, for
adding trust indicators to journalistic content, helping readers decide if
the news they read is trustworthy. Examples of these labels is if the media
is independent, which ethical rules they follow, information about the au-
thor, perspectives taken into account, if they have used for example local
or expert sources, and more. We note that this work is more focused on
certifying the qualities of a news story on the media website, and is thus
an orthogonal approach to ours. An analog can be that their approach is
more akin to certifying a product (for example as fair-trade), where our
approach is more akin to making it clear who produced the product.

Considering work that focuses directly on using tools from cryptogra-
phy to mitigate fake news, a very simple approach is taken by Amoruso et
al. in [AJAZ22], where they propose using standard digital signatures on
images. Thus, their approach suffers from the drawbacks that motivated
us to investigate slightly homomorphic signatures for images. However,
their work goes into details on the technical aspects of how a digital sig-
nature could be shared together with the image on a social network, both
from the client and server side. Thus, their work could naturally be com-
bined with slightly homomorphic signature schemes for text and images.
Work by Sidnam-Mauch et al. [SIM+22] surrounds both our work and
other works such as [KNSS19; AJAZ22], by taking a holistic approach
to which features a cryptographic provenance system should have in or-
der to most efficiently mitigate misinformation. They intentionally use
the term cryptographic provenance system to mean the full system, in-
cluding both what users interact with, and the cryptography running the
system. They evaluate the advantages and challenges faced by such a sys-
tem, drawing on literature human-centered computing, usable security,
journalism, and cryptography.

10 https://www.media-initiative.ch

https://www.media-initiative.ch
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1.2 folding schemes with privacy preserving selective veri-

fication (Chapter 4)

The third and final article making up this thesis diverges somewhat from
the first two, which both focus on very concrete constructions of slightly
homomorphic signature schemes. This article instead takes an existing
primitive (a folding scheme), and extends it with a new property (pri-
vacy preserving selective verification). In essence, a folding scheme al-
lows combining multiple statements from the same NP-language into one
statement, which intuitively is in the language if and only of all the initial
statements are [KST22]. While folding schemes were initially used for
Incrementally Verifiable Computation (IVC), where the verifier wishes
to verify all statements, folding schemes have recently found new ap-
plications, where the initial statements belong to different verifiers, and
where each (honest) verifier is only interested in checking that their re-
spective statement is in the language, leading to the development of fold-
ing schemes with selective verification [RZ23]. We observed that previous
constructions did not provide any notion of “privacy”, and, as defined,
the process used to convince a verifier that their statement is in the lan-
guage, leaks a statement belonging to a different verifier. Towards resolv-
ing this issue, we define what a folding scheme should satisfy in order
to be privacy preserving, and we show that some existing folding schemes
are amenable to be made privacy preserving.

Before describing our definition and constructions in Section 1.2.1, we
describe folding schemes [KST22] and folding schemes with selective ver-
ification [RZ23] in greater detail. Let L be an NP-language with relation

R= {(x,w) | w is proof that x ∈ L}. (3)

A folding scheme FS= (Fold,FoldVerify) for L consists of two algorithms.
The first algorithm, Fold, allows folding two, or more, instances (x1,w1)

and (x2,w2) together into one instance (x,w), which should be inR if and
only if (x1,w1) and (x2,w2) are in R. Importantly, the folded instance is
the same size as each of the instances being folded together. Additionally,
Fold produces a folding proof π, which the second algorithm, FoldVerify,
can use to verify that x is the result of folding x1 and x2 (we say that
xi was folded into x). FoldVerify does not require knowledge of any wit-
nesses, w1,w2 or w. A folding scheme capable of folding two instances
together can be bootstrapped to create a folding scheme for any number
of instances, since the folded instance is in the same relation and of the
same size as the instances being folded, by composing it recursively with
itself and letting the folding proof be all the intermediate statements and
folding proofs from the underlying folding scheme.

In [RZ23], Ràfols and Zacharakis observed that while the version of
folding schemes just described was well suited for IVC, the use of a sin-
gle folding proof for verifying all included statements was a potential
drawback for other applications. More specifically, an application might
involve multiple verifiers, each only interested in checking that one state-
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(x1,w1)(x2,w2)(x3,w3)(x4,w4) (xn−1,wn−1) (xn,wn)· · ·

Fold Fold Fold

Fold

Fold (x,w,π)

Figure 5: The Merkle tree approach to folding n instances (xi ,wi) into
one instance (x,w), by bootstrapping a 2-folding scheme FS =

(Fold,FoldVerify).

ment was folded into x. For such applications, it is a drawback that veri-
fying a folding proof requires knowledge of all the statements that were
folded together and that the size of the folding proof itself is usually
linear in the number of statements folded together. Thus, using the orig-
inal version of folding schemes might result in unnecessary communi-
cation overhead (and some privacy issues, more on those later). Ràfols
and Zacharakis resolves this by introducing folding schemes with selec-
tive verification, which extends regular folding schemes with two algo-
rithms SlctProve and SlctVerify. These algorithms allow generating and
verifying, respectively, individual selective proofs of folding, πi , one for
each statement folded together. Each proof of folding only guarantees
that the statement it corresponds to was folded into the final statement,
and verifying a selective proof of folding only requires knowledge of the
corresponding statement. Finally, the size of the selective proofs of fold-
ing should be sublinear in the number of statements folded together.

In practice, a folding scheme can be equipped with selective verifica-
tion in a very straightforward way. When creating a folding scheme capa-
ble of folding many instances together by bootstrapping a folding scheme
capable of folding two instances together, organize the instances as a bi-
nary tree, with the initial instances as the leaves. The intermediate in-
stances are then the internal nodes, and the final instance is the root, see
Figure 5. This is similar to a Merkle tree with folding instead of hashing.
With this construction, each selective proof of folding πi consists of the
proofs of folding between xi and the root, together with the statements
needed to verify these proofs (in Merkle tree terminology, this would be
the verification path of xi).

The security notions for folding schemes and folding schemes with se-
lective verification are similar, and essentially require two properties: (se-
lective) completeness and (selective) knowledge soundness. (Selective) com-
pleteness guarantees that on valid input, the instance obtained by folding
is in R and FoldVerify is going to accept the (selective) proof of folding.
(Selective) knowledge soundness guarantees that if an adversary can pro-
duce an instance (x,w) in R and a valid (selective) proof of folding π
which proves that xi was folded into x, then an extractor can extract a
witness wi for xi being in L.
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1.2.1 Contribution

Ràfols presented their work on folding schemes with selective verifica-
tion at Latincrypt 2023 [RZ23], where I had the pleasure of being in the
audience. As a concrete application, Ràfols and Zacharakis suggest dele-
gation of computation, where a folding scheme is used to fold together
the proofs that each computation is done correctly. For this use case, se-
lective verification is a natural addition, since each verifier should only
want to verify that their specific computation was done correctly. How-
ever, for this application, a potential issue with using folding schemes is
apparent: to verify a proof of folding, knowledge of the statements folded
together is necessary. Using their construction of folding schemes with se-
lective verification does not resolve this issue, since the selective proof of
folding includes either the statement before or the statement after the
statement the selective proof of folding corresponds to. We resolved this
issue by defining and constructing folding schemes with privacy preserving
selective verification, which we will refer to as privacy preserving folding
schemes.

Our work first defines what it means for a folding scheme to be privacy
preserving. We use an “indistinguishable under chosen message attack”-
type definition, where an adversary chooses two different indices i and
ℓ, and valid input to the folding scheme, including two different valid
inputs for the i’th spot. Then, one of the potential inputs for the i’th
spot is chosen at random, and folding is performed. Finally, the adversary
is given the result of folding and the ℓ’th selective proof of folding, πℓ,
and has to figure out which input was used for the i’th spot. This notion
of privacy preserving can be thought of as no party being able to learn
anything about other parties statements, besides that they are valid (or
in other words, that they are in the language).

Towards constructing privacy preserving folding schemes, we con-
struct a new primitive, capable of hiding an instance (x,w) from R as
another instance (x′,w′) ∈ R, in a way that (x′,w′) is in R if and only
if (x,w) ∈ R, and with the feature that hiding an instance also gives a
certificate c, which allows checking that x′ hides x. We refer to this prim-
itive as an NP-statement hider, and it consists of a hiding algorithm Hide
and a checking algorithm Check. The security notion for NP-statement
hiders is (almost suspiciously) similar to that of privacy preserving fold-
ing schemes. Completeness requires that if (x,w) ∈ R, then so is (x′,w′)
and the certificate c is accepted by Check. Knowledge soundness requires
that if an adversary produces x,c, and (x′,w′) such that (x′,w′) ∈ R and
c is a certificate that x′ hides x, then there is an extractor that can extract
w from the adversary, such that (x,w) ∈ R. Finally, the hiding property
is also an indistinguishability under chosen message attack notion. An
adversary is allowed to choose two instances of R, one of them is hid-
den, and the adversary is given the hiding instances (x′,w′) (but not the
certificate c) and has to guess which of the instances (x′,w′) is hiding.
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With both an NP-statement hider and a folding scheme with selec-
tive verification for a language, constructing a privacy preserving fold-
ing scheme is straightforward. First, all instances (xi ,wi) are hidden as
(x′i ,w

′
i) using the statement hider. Then, the hidden instances (x′i ,w

′
i) are

folded together into (x,w), using a regular folding scheme, and selective
proofs of folding πi are generated. Finally, each selective proof of folding
πi is updated to also include the certificate ci and x′i , i.e., the statement
hiding xi . Selective verification is now both verifying that ci is a certifi-
cate that x′i is hiding xi , and verifying that πi is a proof of folding showing
that x′i was folded into x.

Thus, what remains is to construct an NP-statement hider. As hinted at
when pointing out the similarities in the security notions, we made the
very convenient observation that an instance can be hidden using a reg-
ular folding scheme with an additional property, which we will describe
in a moment. To see how a folding scheme can be used to construct an
NP-statement hider, consider that we want to hide (x1,w1) ∈ R. We then
sample a random instance (x$,w$) ∈ R, and fold the two instances to-
gether to obtain (x,w) ∈ R and proof of folding π. The instance hiding
(x1,w1) is (x,w) and the certificate is c = (x$,π). That this is a secure NP-
statement hider will follow from the additional property we will require
of the folding scheme. Recall that for the hiding property, an adversary
chooses two instances (x1,w1), (x2,w2) ∈ R, and receives back (x,w), hid-
ing one of them, and has to figure out which one. Suppose (without loss
of generality) that (x,w) hides (x1,w1), hidden using random instance
(x$,w$). Then, the additional property that we will require the folding
scheme to have is that there is an instance (x′$,w′$) such that folding
(x2,w2) and (x′$,w′$) also gives (x,w), and in fact that there are equally
many instances that could be used for hiding (x1,w1) and (x2,w2) which
would result in (x,w). Since the adversary does not learn c, and (x$,w$)

was sampled at random (and hence equally likely to have been (x′$,w′$)),
the adversary can do no better than guessing at random.

With the constructions from the last two paragraphs in mind, we state
an informal version of the main result of our paper as Theorem 1.3. The
proof of the theorem is essentially consists of reducing the security of the
privacy preserving folding scheme to the security of the NP-statement
hider, and then arguing along the lines of the previous paragraph for
security of the NP-statement hider.

Theorem 1.3

Let L be an NP-language with relation R. If there is a folding scheme
for L, R supports efficient sampling of instances, and for any three
instances (x1,v1), (x2,v2), (x,v) ∈ R there are as many instances that
fold (x1,v1) into (x,v) as there are instances folding (x2,v2) into (x,v),
then there is a privacy preserving folding scheme for L.

The final contribution of our paper is to show that some languages
satisfy the conditions of Theorem 1.3. We do so for both Inner Product
Relation of Committed Values and Committed Relaxed C1RS.
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1.2.2 Related Work

The main works our construction builds on are the papers mentioned at
the start of Section 1.2, namely the paper by Kothapalli, Setty, and Tzialla
from CRYPTO’22 which introduced folding schemes [KST22], and the
paper by Ràfols and Zacharakis from Latincrypt’23 which introduced
folding schemes with selective verification [RZ23]. There are numerous
other papers relating to folding schemes, in particular for IVC. IVC is, as
the name Incrementally Verifiable Computing suggests, a method for do-
ing verifiable computing, where the computation is done in increments
that can each be verified separately [Val08; WAA+24]. Historically, IVC
uses succinct non-interactive arguments of knowledge (SNARKs) for verify-
ing that each step was computed correctly. However, over the last few
years, SNARKs have been replaced with accumulators [BGH19; BCMS20;
BDFG21; BCL+21], and, most recently, folding schemes, which can be
seen as a special, more efficient version of accumulators [NDC+24]. For
the traditional SNARK based construction of IVC, the prover constructs
a recursive SNARK for each step, each of which prove both that the step
was applied correctly to the output of the previous step, and that the
SNARK verifier represented as a circuit accepts the SNARK from the pre-
vious step [Val08; GGPR13; GW11; BCTV17; BCCT13]. However, this
construction is impractical [BCTV17; CCDW20]. One approach to solv-
ing this problem is to use a trusted setup for the SNARKs, but even aside
from requiring the trusted setup, this has its own efficiency drawbacks,
in the form of inefficient verifiers [BFS20; Set20].

A more practical solution is to use accumulators [BGH19; BCMS20;
BDFG21; BCL+21]. Where the traditional approach requires verifying a
SNARK at each step, accumulators allow deferring the expensive steps
of verification, by accumulating these steps together into one instance.
At a later time, the accumulated instance can be checked efficiently, and
a proof that it is well-formed can also be verified. The drawback of us-
ing accumulators is that a SNARK still has to be formed and partially
checked at each step. This is where folding schemes come in. Intuitively,
folding schemes avoid the multiple SNARKs all together, by folding the
instances rather than accumulating the verification. Folding schemes were
first introduced as part of the IVC construction NOVA [KST22], but
have since received much interest, and been further researched in Su-
perNova/HyperNova/NeutronNova [KS22; KS24a; KS24b] (generaliza-
tions of NOVA to support non-uniform IVC and the CCS constraint sys-
tem or the zero-check relation instead of just R1CS), Protostar [BC23a]
(targeting special-sound protocols), LatticeFold/Lova [BC24; FKNP24]
(post-quantum secure folding scheme), Mangrove [NDC+24] (numer-
ous optimizations to statement generation and IVC construction), Base-
Fold [ZCF24] (constructing polynomial commitment schemes from fold-
ing techniques), and FLI [GM24] (folding scheme for lookup arguments,
i.e., convincing a verifier that a set of values appear in a lookup table).
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Recent work by Kothapalli (one of the authors who introduced folding
schemes [KST22]) and Parno introduces Reductions of Knowledge [KP23;
Kot24], a framework which generalizes many flavors of arguments of
knowledge, including folding schemes. At a high level, reductions of
knowledge generalizes schemes that can be thought of as reducing check-
ing knowledge of a witness w1 for one statement x1 to checking knowl-
edge of a witness w2 for a different statement x2, potentially from a differ-
ent (usually simpler) relation. Both folding schemes and our new primi-
tive NP-statements hiders can be thought of as reductions of knowledge.
NP-statement hiders are reductions from a relation to itself, with an ad-
ditional hiding property guaranteeing that x1 cannot be deduced from
(x2,w2). A folding scheme for a relation R is a reduction from R × R
to R, in the sense that knowing witness (w1,w2) for (x1,x2) ∈ L × L is
reduced to knowing witness w for x ∈ L. Unlike folding schemes and NP-
statement hiders, reductions of knowledge do not have proofs of folding
or certificates for hiding. Rather, they have a property called publicly re-
ducible, which requires that given the initial statement and the transcript
of the reduction, any party can derive the final statement. This encap-
sulates the proofs of folding and certificates of hiding for the folding
schemes and NP-statement hiders we present, where the proof/certificate
is the first message from the prover and potentially part of the input, and
verification/checking is exactly reconstructing the final statement.

We already described folding schemes with selective verifica-
tion [RZ23], and how our work extends the selective verification to be
privacy preserving. Related to folding schemes with selective verifica-
tion, the polynomial commitment scheme hbPolyCommit from [YLF+22]
amortizes the cost of batch processing multiple inner-product arguments,
corresponding to multiple verifiers, using a Merkle tree structure, simi-
lar to how folding is done to support selective verification. This scheme
combines multiple protocol transcripts in the Merkle tree structure, al-
lowing each verifier to verify that their transcript was considered at a
cost that is logarithmic in the number of transcripts. A similar concept is
proposed in [ZXH+22], where they also propose a scheme that can batch
prove polynomial commitments. Note that both of these works are dif-
ferent from folding schemes with selective verification, where it is the
statements that are aggregated into one statement which is then proven,
rather than the proofs being aggregated – in thise sense they are closer to
accumulators.

Related to the multi-verifier setting that we operate in are multi-
verifier zero-knowledge proofs [ACF02; YW22], where they study how to
efficiently prove knowledge of the same witness to many verifiers, by
allowing the verifiers to communicate. In particular, [YW22] develops
proof systems that performance-wise fall between non-interactive zero-
knowledge proofs (that can be sent to any number of verifiers, but
are comparatively more expensive to generate in the first place, requir-
ing both more memory and computation) and designated-verifier zero-
knowledge proofs (which are interactive protocols, but can obtain a
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much higher throughput than non-interactive zero-knowledge proofs).
The difference between [YW22] and our work is that their goal is to
convince all verifiers of the same statement, whereas our goal is to con-
vince each verifier of a different statement. Similarly, a duality in the
form of proving many (different) statements to one verifier is batch zero-
knowledge proofs [BGR98b; BGR98a; HG13]. Finally, one can also con-
sider a duality where there are many different witnesses for the same
statement, and the verifier should not be able to tell which one was
used [FS90].

Finally, folding schemes have also found another use, tying folding
schemes back into the overall theme of this thesis. As we discussed in
Section 1.1.3.2, SNARKs can be used to prove that an image has only
been transformed in some particular ways, e.g., compressed, resized, had
its contrast adjusted, or been converted to gray-scale. The idea of using
SNARKs to prove this was suggested in [NT16], but their construction
was not practical, with proving times of around five minutes real time for
128 × 128 pixel images. Since then, improvements were made in [DB23;
DCB25; MVVZ25], and recently a new framework VIMz [DEH25] has
been proposed. By utilizing folding schemes, VIMz is able to generate
proofs for many common transformations of 8K images in fewer than 15
seconds on a regular laptop, demonstrating a real-world application of
folding schemes. It is possible that privacy preserving folding schemes
could be applied here, enabling further speed-ups by batch-processing
multiple images. In comparison to VIMz, our slightly homomorphic sig-
nature scheme allowing JPEG compression, discussed in Section 1.1.2,
would still be significantly faster, since it needs at most 1025 hash func-
tion evaluations and one traditional digital signature operation. On the
other hand, our signature approach only supports compression, and is
therefore much more limited. Very recently, similar folding based ideas
for authenticating video edits have been proposed [ZYO+24]. While cur-
rently very inefficient, one could be hopeful that speed-ups similar to
those achieved for images will appear.

1.3 other contributions (Appendices A and B)

As part of my PhD project, I have also been involved in producing two
interdisciplinary manuscripts, placing the cryptographic research pre-
sented in my first two manuscripts into a wider societal context, and at-
tempting to disseminate my research to a wider audience, ranging from
researchers in the social sciences to data journalists and policymakers.

The first manuscript [GE23], produced in collaboration with Marília
Gehrke, who was also a member of the Trust and News Authenticity
project at the time, was accepted for the Joint Computation+Journalism
Symposium and European Data & Computational Journalism Confer-
ence 2023. In this work, we give an overview of our quotable signature
scheme, presented here in Section 1.1.1, and argue that quotable signa-
tures are a natural fit for the data journalism tool repertoire. Data journal-



28 introduction

ism’s theoretical roots trace back to Precision Journalism [Mey02]. From
this, data journalism inherited the key features of the scientific method,
often starting with setting up a hypothesis to be tested, followed by col-
lecting data, analyzing and visualizing the data, and finally discussing
and drawing a conclusion. From this root, data journalism also inher-
ited a need to be transparent about the data it draws on [Geh22; GM17;
Mey02]. Considering that this data often comes from information re-
leased under Freedom of Information access legislation [Cod15; Rog13],
it could be natural to apply quotable signatures to the data sources the
journalists draw on, making it easy to verify that (part of) a data set
agrees with what the data journalists used.

The second manuscript [EEG25], produced in collaboration with Jo-
hanna Eggers and Marília Gehrke, respectively a current project member
and former project member, was submitted to the 2025 Cambridge Disin-
formation Summit, which aims to “convene global thought leaders to dis-
cuss research regarding the efficacy of potential interventions to mitigate
the harms from disinformation.”11 In this manuscript, we argue that the
use of images as journalistic evidence in the age of generative AI is haz-
ardous [EH23; PBN+23; Hau24]. In particular, generative AI’s use in cre-
ating “deepfakes” is proving to be of particular concern [PD19; WL22],
and approaches for mitigating the threat of AI generated images used in
visual misinformation with automatic negative labeling [KFL23] are fac-
ing both computational challenges [MSLL21] and potential backfire ef-
fects [vdMHO23]. We argue that digital signatures for images could serve
as a powerful tool for positive labeling [GDB04] in the defense against vi-
sual disinformation. However, for digital signatures to be used for this,
they need to be able to follow the images, even when they are shared on-
line. Therefore, using a signature scheme like our slightly homomorphic
signatures supporting JPEG compression would be necessary.

11 https://www.jbs.cam.ac.uk/events/cambridge-disinformation-summit-2025/

https://www.jbs.cam.ac.uk/events/cambridge-disinformation-summit-2025/
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abstract Quotable signature schemes are digital signature schemes
with the additional property that from the signature for a message, any
party can extract signatures for (allowable) quotes from the message,
without knowing the secret key or interacting with the signer of the
original message. Crucially, the extracted signatures are still signed with
the original secret key. We define a notion of security for quotable signa-
ture schemes and construct a concrete example of a quotable signature
scheme, using Merkle trees and classical digital signature schemes. The
scheme is shown to be secure, with respect to the aforementioned no-
tion of security. Additionally, we prove bounds on the complexity of the
constructed scheme and provide algorithms for signing, quoting, and ver-
ifying. Finally, concrete use cases of quotable signatures are considered,
using them to combat misinformation by bolstering authentic content on
social media. We consider both how quotable signatures can be used, and
why using them could help mitigate the effects of fake news.

2.1 introduction

Digital signature schemes are a classical and widely used tool in mod-
ern cryptography (the canonical reference is [DH76], and [CMRR23] con-
tains some current standards). A somewhat newer concept is quotable sig-
nature schemes [KNSS19], which are digital signature schemes with the
additional property that signatures are quotable in the following sense.
The Signer of a message m generates a quotable signature s for m using a
private key sk. Given a message m and the quotable signature s, a Quoter
(any third party) can extract a second quotable signature s′ for a quote
q from m without knowing sk or interacting with the original Signer. A
quote can be any “allowable subsequence” of m. We write q ⪯ m to indi-
cate that q is a quote from m. This quotable signature s′ is still signed
with the private key sk of the Signer and hence authenticates the original
Signer as the author of the quote. These signatures for quotes have the
same required properties with respect to verification and security as a
standard digital signature, in addition to allowing one to derive where
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content has been removed, relative to the quote. A signature for a quote
is again a quotable signature with respect to sub-quotes of the quote, and
neither authenticating a quote nor sub-quoting require access to the orig-
inal message.

Quotable signatures can be used to mitigate the effects of fake news
and disinformation. These are not new problems, and it is becoming in-
creasingly apparent that they are posing a threat for democracy and for
society. There is not one single reason for this, but one reason among
many is a fundamental change in how news is consumed: a transition is
happening, where explicit news products such as printed newspapers
and evening news programs are still consumed, but are increasingly
giving way for shorter formats and snippets of news on social media
platforms [NFKN19]. However, people tend to be unable to recall from
which news brand a story originated when they were exposed to it on
social media [KFN18]. This is problematic since the news media’s im-
age is an important heuristic when people evaluate the quality of a news
story [US14]. In addition, according to the Reuters Institute Digital News
Report 2022 [NFR+22], across markets, 54% of those surveyed say they
worry about identifying the difference between what is real and fake on
the Internet when it comes to news, but people who say they mainly use
social media as a source of news are more worried (61%).

In recent years, a common approach to fighting back against fake news
has been flagging (potentially) fake news, using either manual or au-
tomatic detection systems. While this might be a natural approach, re-
search has shown repeatedly that flagging problematic content tends
to have the opposite result, i.e., it increases the negative effects of fake
news [DSÁ20; LES+12; SK20]. This indicates that flagging problematic
content is not sufficient and alternative approaches need to be developed.

We present a method that complements flagging problematic content
with the goal of mitigating the effect of fake news. Our idea builds on
the observation that which news media published a news article is an im-
portant heuristic people use to evaluate the quality of the article [US14].
However, since people get their news increasingly via social media, it is
becoming more likely that they are not aware of who published the news
they are consuming. To address this, we propose using quotable signa-
tures to allow people on social media to find out and be certain of where
the text they are reading originates from, and to verify that any modifi-
cations to the text were all allowed. Specifically for news, the proposed
idea is that a news media publishing an article also publishes a quotable
signature for the article signed with their private key. When someone
shares a quote from the article, they then also include the signature for
the quote that is derived from the initial signature (without access to the
private key), which we emphasize is signed with the same key. Finally,
when one reads the quote, the signature can be checked, and it can be
verified from where the quote originates.

The idea of mitigating the effects of fake news and misinformation,
by using digital signatures to verify the source of media content, is one
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that has been addressed by others. One example is C2PA [C2P], which in-
volves many companies, including Adobe, the BBC, Microsoft, and Twit-
ter. C2PA focuses on providing a history of a published item, i.e., which
device was used to capture it, how it has been edited and by whom, etc.
Thus, quotable signatures could be of interest to their approach.

Another issue involving fake news is that news articles are perceived as
more credible if they contain attributed quotes [Sun98]. This is misused
by fake news to appear more credible by providing attributions for their
content [CKA; Sch; Kri; Reu; Dom; HF], but can in turn be used to au-
tomatically detect fake news by considering the existence and quality of
attributions [AAE+21; TSGS19; MSLL21] (among other things). Quotable
signatures, in contrast, could be used to sign quotes to make a strong and
verifiable connection between the original source and the quote. On the
other hand, fake news would generally not be able to link their quotes to
reputable sources, thereby providing another heuristic helping users to
distinguish between authentic and fake content.

Without major changes to the system, it could be extended to further
use cases such as signing Facebook and Twitter posts, official governmen-
tal rules and regulations, scientific publications, etc. For all of these in-
stances, an important feature of our system that we have not used explic-
itly so far is that signing also binds the Signer, meaning that the signing
party cannot later deny having signed the signed document.

We provide an overview over related work in Section 2.2. In Section 2.3,
we give a more thorough introduction to and definition of quotable signa-
tures, and we show how we can realize quotable signatures using Merkle
trees [Mer80; Mer89]. We define a notion of security for quotable signa-
ture schemes, and prove that the notion is satisfied by our construction.
Additionally, we prove a number of bounds on the size and computa-
tional costs of quotable signatures obtained using Merkle trees. Finish-
ing off the construction of quotable signatures from Merkle trees, we de-
scribe algorithms for signing, quoting, and verifying in Section 2.4. We re-
visit the application of quotable signatures to counter fake news in more
detail in Section 2.5 and we conclude the paper with an outlook to future
work in Section 2.6.

2.2 related work

Quotable signatures have been introduced in [KNSS19], which suggests
constructing quotable signatures using Merkle trees and provides a rudi-
mentary complexity analysis. The authors also suggest using quotable
signatures to mitigate the effects of fake news. Compared to [KNSS19],
we define a security model, and prove that our construction is secure in
this security model. Additionally, we also provide proofs of our claims
about the cost of using Merkle trees for quotable signatures, provide con-
crete algorithms for quotable signatures from Merkle trees, and provide
more in-depth considerations for why one could expect this to be a good
approach.
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A concept closely related to quotable signature schemes is redactable
signature schemes (RSSs). Simultaneously introduced in [SBZ01] (as Con-
tent Extraction Signatures) and [JMSW02], RSSs essentially allow an un-
trusted redactor to remove (“redact”) parts of a signed message, without
invalidating the signature. Often this requires modifying the signature,
but crucially, it is still signed with the original key, despite the redac-
tor not having access to the private key. Thus, quotable signatures share
many similarities with RSSs; if one considers a quotation as a redaction
of all parts of a text except for the quote, they are conceptually iden-
tical. Where quotable signatures and RSSs differ is in the security they
must provide. Both signature schemes require a similar notion of un-
forgeability, but an RSS must also guarantee that the redacted parts re-
main private. A standard formulation is that an outsider not holding
any private keys should “not be able to derive any information about
redacted parts of a message”, and even stronger requirements, such as
transparency or unlinkability, are not uncommon [BPS17]. Quotable sig-
natures have no such privacy requirements, allowing quotable signatures
to be faster. In fact, it is worth noting that there are scenarios where
RSSs’ notion of privacy would be directly harmful to a quotable signa-
ture. For instance, RSS would specifically make it impossible to tell if
a quote is contiguous or not, something that we consider essential for a
quotable signature scheme. To see the value of dropping the privacy re-
quirement, we observe that some RSSs with O(n) performance may have
O(n) expensive public key cryptography operations [BBD+10; SPB+12],
whereas quotable signatures can be obtained with O(n) (cheap) symmet-
ric cryptographic operations (hashing), and only one expensive public
key operation. There are approaches obtaining RSSs using only one ex-
pensive operation, but they either require many more cheap operations
than quotable signatures do, or they result in considerably larger signa-
tures, for example [HK13]. Early examples of RSSs had a weaker notion
of privacy, but still stronger than what we require. They require only hid-
ing of the redacted elements, not their location and number. Examples
can be found in [JMSW02; SBZ01]. Their approaches are similar to ours,
also using Merkle trees, but we provide rigorous proofs of the claimed
performance, and our lack of privacy requirements allows our scheme
to be both more efficient and conceptually simpler. One consideration
that is very relevant for quotable signatures, but seldom considered else-
where, is how a quote (redaction) being contiguous will affect the com-
plexity results. In a different setting [DGMS00] considers this question
for Merkle trees, but provides no rigorous proof.

Considering the motivating example again, approaches to mitigate the
impact of fake news, using either digital signatures or directly rating
the source of the content, have been proposed and tried before. One ap-
proach, serving as inspiration for our approach, is [AJAZ22]. They use
digital signatures to verify the authenticity of images and other forms of
multimedia. One drawback of their implementation is that it requires the
media to be bit-for-bit identical to the version that was signed. Hence, the
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image can for instance not be compressed or resized, and thus their so-
lution is not compatible with many platforms, e.g., Facebook compresses
uploaded images, and many news websites resize images for different
screen sizes. An example of directly rating the source of content, and flag-
ging trustworthy sources, can be found in “NewsGuard Ratings” (NG),
which provides a rating of trustworthiness for news sources. NG adds a
flag that indicates if a news source is generally trustworthy (green) or not
(red) to websites and outgoing links on websites. This approach has not
been widely successful. For example, the study in [AGB+22] shows that
NG’s labels have “limited average effects on news diet quality and fail to
reduce misperceptions”. While this is somewhat related to our approach,
there are two major differences. (1) NG only flags content that directly
links to the source of the content with a URL. In contrast, our digital
signature can be attached to any text quote. Hence, NG only adds addi-
tional information when it is already straightforward to figure out from
where the content originates. Our approach also provides this informa-
tion where there might otherwise be no clear context. (2) NG focuses on
providing a rating for how trustworthy a news source is. This approach is
similar to the typical approach of telling people when something might
be problematic, which tends to have the opposite result. In contrast, we
focus solely on providing and authenticating the source of a quote.

Summing up, the contributions of this paper is as follows. (1) We rigor-
ously define the notion of security that quotable signature schemes must
satisfy. (2) We rigorously prove the security of and analyze the complex-
ity of, a quotable signature scheme constructed using Merkle trees. (3)
This provides a scheme for quotable signatures that is more efficient than
using an RSS for the same purpose. (4) We provide concrete algorithms
for quotable signatures using Merkle trees.

2.3 quotable signatures

To construct a quotable signature scheme, we follow the approach sug-
gested in [KNSS19] and use a combination of a classical digital signature
scheme [DH76] and Merkle trees [Mer80; Mer89].

Before getting into the construction, we summarize the setting of
quotable signatures. In Section 2.3.1, we define the security notion that
quotable signature schemes should satisfy. Then, in Section 2.3.2, we in-
troduce Merkle trees, in Section 2.3.3 we construct a quotable signature
scheme and show it is secure, and finally we analyze the complexity of
the scheme in Section 2.3.4.

general setting for quotable signatures. A quotable signa-
ture scheme consists of four efficient algorithms, QS = (KeyGen, Sign,
Quo, Ver). These four algorithms are essentially the standard three algo-
rithms from a classical digital signature scheme for key generation, sign-
ing, and verification, with the added quoting algorithm Quo. To quote
from a message, Quo allows extracting a valid signature for the quote
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m q

Signer
s← Sigsk(m)

Quoter
s′←Quo(m,q,s)

Verifier
Verpk(q,s′)

Accept/Reject

m,s q,s′

m←q

s← s′

Figure 6: The general setting for a quotable signature.

from the signature of the message in such a way that it is still signed
with the public key used to sign the original message. Additionally, it
should be possible to derive from the signature of a quote where tokens
from the original message have been removed relative to the quote.

We refer to the involved parties as the Signer, the Quoter, and the Veri-
fier. We use λ to denote the security parameter. To summarize:

• (sk,pk)← KeyGen(1λ) takes as input the security parameter 1λ. It
outputs a public key pair. This is typically done by the Signer once,
offline as part of the initial setup.

• s ← Sigsk(m) takes as input a secret key sk and a message m. It
outputs a quotable signature for m. This is done by the Signer.

• s′←Quo(m,q,s) takes as input a message m, a quote q from m, and
a quotable signature s for m. It outputs a quotable signature s′ for q,
that is still signed with the secret key used to generate s. Verifying
s′ does not require knowing m. Note that m and s could have been
obtained via an earlier quote operation. This is done by the Quoter.

• ⊤/⊥← Verpk(q,s′) takes as input a public key pk, a quote (message)
q, and a signature s′ for q. It outputs ⊤ if s′ is a valid signature for
q with respect to pk, and ⊥ otherwise. This is done by the Verifier.

Figure 6 illustrates the typical interactions between the parties.

2.3.1 Security Model

Taking inspiration from the RSS notion of unforgeability, we define the
security notion of quotable signatures schemes in Definition 2.1. At its
core, this is the standard notion of unforgeability for digital signature
schemes, with the additional requirement that the adversary’s chosen
message cannot be a quote from any of the messages that the adversary
sent to the signing oracle.

Definition 2.1 Unforgeability.
Let QS= (KeyGen,Sign,Quo,Ver) be a quotable signature scheme. We
say that QS is existentially unforgeable, if for every probabilistic poly-
nomial time adversary A, the probability of the following experiment
returning 1 is negligible:
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(pk,sk)← KeyGen(1λ)

(m∗,s∗)←ASignsk(·)(pk)
// denote the queries that Amake to the signing oracle by m1,m2, . . . ,mQ .

if (Verpk(m∗,s∗) = ⊤)∧ (∀k ∈ {1,2, . . . ,Q} : m∗ ⪯̸mk)

return 1

2.3.2 Merkle Trees

A Merkle tree (also known as a hash tree) allows one to efficiently and
securely verify that one or more tokens are contained in a longer sequence
of tokens, without having to store the entire sequence [Mer80; Mer89].
Examples of this could be words forming a sentence, sentences forming
an article, or data blocks making up a file.

Since our scheme will rely on hash functions, we assume that the to-
kens are binary strings. Equivalently, one could assume an implicitly
used, well defined injective mapping from the token space to the space
of binary strings. For data blocks, the identity mapping suffices and for
words one such mapping could be the mapping of words to their UTF-8
representations.

The structure of a Merkle tree for a sequence of tokens is a binary tree,
where each leaf corresponds to a token from the sequence, with the left-
most leaf corresponding to the first token, its sibling corresponding to
the second token, and so on. Each leaf is labeled with the hash of its to-
ken and each internal node is labeled with the hash of the concatenation
of the labels of its children. Hence, the i’th internal node on the j’th level
will be labeled as

uj,i = H(uj+1,2i ∥uj+1,2i+1). (4)

This way, one can show that any specific token is in the sequence by
providing the “missing” hashes needed to calculate the hashes on the
path from the leaf corresponding to the token to the root of the tree. Fol-
lowing established terminology, we call this the verification path for the
token.1

Figure 7 shows the Merkle tree for a sequence of words forming the
sentence “The quick brown fox jumps over the dog”. The verification
path for the word “jumps” consisting of nodes u3,5, u2,3, and u1,0 is high-
lighted in red. Similarly, one can obtain the verification path for a subse-
quence of more than just one token. In Figure 7, we also indicate the ver-
ification path for the contiguous subsequence “the quick” in blue. Note
that the size of the verification path depends not only on how many to-
kens are chosen, but also on where in the sequence they are placed. In
Section 2.3.4, we analyze how large the verification path can become, i.e.,
how many nodes need to be provided in the signature in the worst case.

1 This use of “path” is slightly counter intuitive, since it refers to the hashes needed to
calculate the hashes on the path from the leaf to the root, and hence not the nodes on
this path but their siblings.
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u0,0

u1,0

u2,0

u3,0

The

u3,1

quick

u2,1

u3,2

brown

u3,3

fox

u1,1

u2,2

u3,4

jumps

u3,5

over

u2,3

u3,6

the

u3,7

dog

Figure 7: An example of a Merkle tree where the tokens are words and
the sequence is a sentence. The verification path for the token
“jumps” is highlighted in red (u1,0,u2,3,u3,5), and the verifica-
tion path for the subsequence “The quick” is highlighted in
blue (u1,1,u2,1).

In these examples, we have chosen a sequence of tokens where the
length of the sequence, i.e., the number of tokens, is a power of two. If
the sequence length is not a power of two, we require that the tree is
heap-shaped, i.e., all levels are filled, except for possibly the lowest level,
which is filled from the left up to some point, after which the lowest level
is empty.

Remark 2.2

Observe that from the structure of the Merkle tree, one can see where
in the sequence the quoted tokens are placed, and if they are sequential
or discontinuous.

2.3.3 A Quotable Signature Scheme

Using a Merkle tree, we can now devise a scheme by which the Quoter
can convince the Verifier that some quote is contained in a larger text, if
the Verifier is already in possession of the root hash. The Quoter simply
shares the verification path together with the quote, and the Verifier ver-
ifies that this indeed leads to the original root hash. In order to turn this
into a quotable signature scheme, we include a classical digital signature
for the root hash, signed by the Signer, with the verification path. Thus,
letting DS = (KeyGenDS, SignDS, VerDS) be a classical digital signature
scheme, our quotable signature scheme can be described as follows:

• KeyGen: Identical to KeyGenDS.

• Sign: Find the root hash of the Merkle tree and sign it with SignDS.

• Quo: Find the verification path of the quote. Together with the sig-
nature of the root hash, this forms the signature for the quote.

• Find the root hash of the Merkle tree using the quote and its verifi-
cation path. Use VerDS to verify the authenticity of the root hash.
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Figure 8: A Merkle tree for the sequence “The quick brown fox jumps
over H(the) ∥ H(dog)”, which is a second preimage to the
Merkle tree for the sequence “The quick brown fox jumps over
the dog”.

2.3.3.1 Proof of Security

We will show that the construction of the previous section is secure with
respect to the notion of security introduced in Definition 2.1, when in-
stantiated with a secure hash function and a secure classical signature
scheme. Before doing so, we observe that currently, our scheme is triv-
ially vulnerable to a forgery attack, as follows. An adversary obtains a
quotable signature for a message from a signing oracle and then simply
replaces the last two tokens on the lowest level with a single token, which
is the concatenation of the tokens’ hashes. We illustrate this in Figure 8,
where we have created a second preimage of the message used in Fig-
ure 7. However, there is an easy fix to this vulnerability. Noting that the
problem is that an adversary can claim that an internal node is a leaf, we
can prevent this by applying domain separation in the form of adding
one value to the leaves before hashing, and another value to the internal
nodes before hashing. Taking inspiration from RFC 6962 [LLK13], the
Merkle trees are modified by prepending 00 to the leaves before hashing
and 01 to the internal nodes before hashing. From now on, we implicitly
assume that this is done.

We can now argue that the construction is secure.

Theorem 2.3

Under the assumption that

• H comes from a family of cryptographic hash function,

• DS = (KeyGenDS, SignDS, VerDS) is an existentially unforgeable
classical signature scheme,

QS = (KeyGen,Sign,Quo,Ver) constructed as described above, is an
existentially unforgeable quotable signature scheme.

We have to show that no probabilistic polynomial time adversary can
win the unforgeability experiment in Definition 2.1 with non-negligible
probability.
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Proof. Assume that A is a probabilistic polynomial time adversary
against the unforgeability of QS. We show that the probability of A
being successful is negligible. Let (m∗,s∗) be the output of A, where
s∗ = (SigDSsk (u

∗
0,0), {u

∗
i,j}), i.e., the classical digital signature of the root

hash and a (possibly empty) verification path.
Consider first the case where the root hash u∗0,0 of m∗ (found using
{u∗i,j}) is different from the root hashes of the queries Amade to the sign-

ing oracle. In this case, (u∗0,0,SigDSsk (u
∗
0,0)) is a forgery against DS, and

since DS is assumed to be existentially unforgeable, this can only happen
with negligible probability. Denote this probability as ϵDS.

If this is not the case, there must be an mk , such that the root hash of
mk is u0,0 = u∗0,0, but m∗ ⪯̸mk . Denote by T ∗ the tree for m∗ (constructed
using the verification path, if one is included) and by T the tree for mk .

Consider first the case where all leaves, corresponding to tokens, in T ∗

are at a location in the tree, where there is also a leaf, corresponding to
a token, in T . Since m∗ ⪯̸ mk there must be tokens a∗,a such that a∗ ∈ m∗
and a ∈ mk are at the same positions in their respective trees, and a∗ , a.
Observe that if H(00 ∥ a∗) = H(00 ∥ a), we have found a collision to H . If
H(00 ∥ a∗) , H(00 ∥ a), let the nodes on the path between the leaf corre-
sponding to a∗ and the root of T ∗ be denoted by u∗i,ji ,u

∗
i−1,ji−1

, . . . ,u∗1,j1
,u∗o,o

and the nodes on the path between the leaf corresponding to a and the
root of T by ui,ji ,ui−1,ji−1

, . . . ,u1,j1 ,uo,o. Since u∗i,ji , ui,ji and u∗o,o = uo,o,
there exists a 0 ≤ ℓ < j such that u∗ℓ,jℓ

= uℓ,jℓ and u∗ℓ+1,jℓ+1
, uℓ,jℓ+1

. Thus,
u∗ℓ+1,jℓ+1

and uℓ,jℓ+1
(together with their siblings and 01) form a collision.

Consider now the case where there is a leaf, corresponding to a token,
in T ∗ that is not at a location in the tree, where there is a leaf, corre-
sponding to a token, in T . In this case there must be nodes u∗i,j ∈ T

∗ and

ui,j ∈T at the same position in their respective trees such that one of them
is internal and the other corresponds to a token. If u∗i,j and ui,j do not
have the same label, we can apply the method from the precious para-
graph to find a collision. If they have the same label, we must have two
nodes ui+1,2j ,ui+1,2j+1 in T or T ∗, and a token a in m∗ or mi such that
H(01 ∥ui,j ∥ui,j+1) = H(00 ∥ a), and we have found a collision.

We observe that in all cases, we have found a collision for H . Since H is
assumed to be secure, and hence collision resistant, this can happen only
negligible probability. Denote this probability as ϵH .

Hence, A’s advantage of at most ϵDS+ ϵH is negligible.

2.3.4 Performance

Table 3 shows the cost of our quotable signature scheme for each of the
three parties. This is measured in terms of computation due to the num-
ber of required hash operations and classical signature operations as well
as in terms of the size of the generated signature due to the required hash
values and classical signatures, presumably the dominant operations. In
all cases, we assume that the message m has length n, i.e., m consists of n
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Table 3: Theoretical bounds on the performance of our version of a
quotable signature. For the Quoter, we consider both if we al-
low quoting arbitrary tokens from the sequence, and when we
require that the quoted tokens must be consecutive.

Computation Time Signature Size

The Signer 2n− 1 hashes and 1 classical signature

1 classical signature

The Quoter

Arbitrary 2n− 1 hashes 1 classical signature, at most

t(⌈logn⌉ − ⌈log t⌉ − 1)

+2⌈log t⌉ hashes

Consecutive 2n− 1 hashes 1 classical signature, at most

2⌈logn⌉ − 2 hashes

The Verifier 1 classical verification —

and up to 2n− 1 hashes

tokens. For the Quoter and the Verifier, we additionally assume that the
quote has length t ≤ n.

To put the results into context, running the command openssl speed

on a modern laptop shows that it is capable of computing hundreds of
thousands or even millions of hashes every second (depending on the
size of the data being hashed and the hash algorithm being used). Ad-
ditionally, a classical digital signature only takes a fraction of a second
create or verify. Thus, it is nearly instantaneous to generate/quote/verify
a quotable signature, even for sequences and quotes that are thousands
of tokens long.

The cost for the Signer, the Quoter, and the Verifier is derived as fol-
lows.

2.3.4.1 The Signer

Computing the cost for the Signer is straightforward. To generate the
Merkle tree, the Signer needs to compute 2n − 1 hashes. To create the
quotable digital signature for m, she creates a classical digital signature
for the root hash. This classical digital signature is the Signer’s signature
for her message m.

2.3.4.2 The Quoter

The Quoter also has to generate the entire Merkle tree, from which he can
extract the verification path for the quote he wishes to make. However,
the size of the verification path (and hence the signature for the quote) de-
pends on the size of the quote, and where in the text the quote is located.
The most simple case is when just one token is quoted, in which case the
size of the verification path is at most ⌈logn⌉, which, together with the
classical signature for the root hash, forms the signature for the quote.
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u0,0

u1,0

u2,0

u3,0 u3,1

u2,1

u3,2 u3,3

u1,1

u2,2

u3,4 u3,5

u2,3

u3,6 u3,7

Figure 9: A Merkle tree for a sequence of size n = 8 and a quote of size
t = 3.

Similarly, as shown in the following, the worst case can be obtained by
quoting every second token, in which case the Quoter would need

⌈
n
2

⌉
hashes on the verification path.2

In Proposition 2.4 we quantify the worst-case size of the verification
path (and hence the signature) for the quote in terms of message and
quote lengths. In Proposition 2.10, we consider the special case where
we require that the quote be contiguous.

Proposition 2.4

For a message m of size n tokens and a quote of size t tokens, the worst-
case size of the verification path of the quote is at most

t(⌈logn⌉ − ⌈log t⌉ − 1) + 2⌈log t⌉. (5)

Proof. In Lemma 2.6, we consider the case where n is a power of two. In
this case, we identify a worst-case set of t leaves of the Merkle tree on
n tokens. In Lemma 2.7, we establish that it is sufficient to consider n a
power of two.

To argue about the size of the signature, we consider what we call the
forest of independent trees for a quote. To find the forest of independent
trees for a quote, we do the following. For each token in the quote, con-
sider the path between the node corresponding to that quote and the root
(the root-token path). Define the independent tree corresponding to that to-
ken to be the subtree rooted in the highest node on the root-token path,
which is not on the root-token path for any other token in the quote. The
forest of independent trees for the quote is now the collection of the in-
dependent trees of all the tokens in the quote. In Figure 9, we consider a
message of size n = 8 and a quote of size t = 3, quoting the first, third,
and fifth token. The red line indicates a separation between the indepen-
dent trees and the nodes that are on multiple root-token paths. The forest
of independent trees consists of the trees rooted in u2,0,u2,1, and u1,1.

2 Of course, algorithms can be adapted to include the entire text instead in such (rare)
cases where that might require less space.
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Figure 10: Note that there might be trees rooted at A,B,D1,D2,D3, and
D4, which we have omitted drawing, but by our assumption,
the trees rooted at D1,D2,D3, and D4 must be at least as high
as the ones rooted at A and B.

Lemma 2.5

If n is a power of two, the heights of the trees in the independent forest
for a quote that maximizes the size of the signature can differ by at
most 1.

Proof. Assume towards a contradiction that Q is a quote that maximizes
the size of the signature for Q such that the difference between the
heights of the smallest and largest trees in the forest of independent trees
for Q is at least 2. Let A be the root of a tree of minimal height in the for-
est of independent trees, and let B be its sibling. Note that B is also the
root of a tree in the forest of independent trees (otherwise the tree rooted
at A would not be of minimal height). Additionally, let C be the root of
a tree of maximal height in the forest of independent trees. We illustrate
this in Figure 10.

Observe that we can now create a quote Q′ requiring more hashes than
Q, by changing Q in the following ways:

• Instead of quoting one token from the tree rooted at A and one
token from the tree rooted at B, Q′ quotes only one token from the
tree rooted at P .

• Instead of quoting just one token from the tree rooted at C, Q′

quotes one token from the tree rooted at L and one token from the
tree rooted at R.

It is clear that Q and Q′ quote equally many tokens and that the forest of
independent trees for Q′ is only changed from the forest for Q in the trees
that involves A,B, and C. The new situation is illustrated in Figure 11.

If each of the trees rooted at A and B contributed with k hashes to Q,
then the tree rooted at C contributed with k′ + 2 hashes, where k′ ≥ k. In
total, A,B, and C contributed 2k + k′ + 2 hashes. However, in Q′ we see
that the tree rooted at P contributes k + 1 hashes, and each of the trees
rooted at L and R contributes k′+1 hashes, for a total of k+2k′+3 hashes.
But since k′ ≥ k, we have that

k+ 2k′ + 3 ≥ 2k+ k′ + 3 > 2k+ k′ + 2, (6)

contradicting that Q maximizes the size of the signature.
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Figure 11: Note that there might be trees rooted at A,B,D1,D2,D3, and
D4, which we have omitted drawing, but by our assumption,
the trees rooted at D1,D2,D3, and D4 must be at least as high
as the ones rooted at A and B.

Lemma 2.6

When n is a power of two, we can assume that the quote generating the
largest signature has the properties that

1. the heights of the trees in the independent forest for the quote
differ by at most 1,

2. for each tree in the forest of independent trees, the left-most leaf
corresponds to the token that is quoted, and

3. the trees in the forest of independent trees are arranged with the
smallest trees first.

Proof. Claim 2.6.1 follows immediately from Lemma 2.5. Further,
Claim 2.6.2 follows from observing that we can bring any tree to this
form simply by swapping the children of some of the nodes on the path
to the leaf corresponding to a quoted token (hereby changing which to-
ken is quoted, but not how many are quoted), and that these swaps do
not affect the size of the signature. Finally, Claim 2.6.3 follows from ob-
serving that if two nodes are on the same level of the Merkle tree, and
the labels of both are known, then we can “swap” the subtrees that they
are roots of without affecting the size of the signature. By “swapping”,
we mean that if the i′th leaf in the first node’s subtree corresponds to a
quote before the swap, then the i’th leaf in the second node’s subtree cor-
responds to a quote after the swap, and so on. To see that this does not
affect the size of the quote, note that outside of the two subtrees, nothing
has changed; the hash of both nodes is still known. Additionally, from
the first subtree we now get as many hashes as we got from the second
subtree before the swap, and vice versa.

Lemma 2.6 implies that for any n a power of two and t ≤ n, we need
only consider one choice of which tokens are quoted. For example, Fig-
ure 9 shows the only quote of size t = 3 in a tree of size n = 8 that we
need to consider.
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Lemma 2.7

For any message m of length n and quote Q of length t, there is a quote
Q′ of length t from a message m′ of length 2⌈logn⌉ such that the signa-
ture for Q′ is no smaller than the signature for Q.

Proof. For fixed m and Q, we create m′ by adding tokens to m until |m′ |=
2⌈logn⌉. We now create Q′ from Q by going over each quote q in Q.

1. If the leaf corresponding to q in the Merkle tree for m is on the
deepest level, we quote the same token in m′.

2. If the leaf corresponding to q in the Merkle tree for m is not on the
deepest level, there is an internal node in the Merkle tree for m′ at
the location of the leaf in m. We quote the token corresponding to
its left child, which is a leaf.

Clearly, the tokens in Q′ from case 1 contribute with the same number
of hashes to the signature for Q′ as the corresponding ones did to the
signature for Q, and the tokens from case 2 contribute with exactly one
more hash. Hence, the signature for Q′ is at least as large as the signature
for Q.

We are now ready to derive the claim in Proposition 2.4. For any mes-
sage m and quote Q we can assume that |m| = n is a power of two, i.e.,
n= 2⌈logn⌉ (otherwise Lemma 2.7 allows us to instead consider an m′ that
is a power of two), and that Q has size |Q| = t and exactly the structure
described in Lemma 2.6.

There are t trees in the forest of independent trees for the quote, and
all the way up to (but not including) their roots, each of these trees pro-
vides one hash per level. The roots of the trees in the forest are on the
deepest level with less than t nodes and the first level with more than t
nodes (if t is a power of two, all roots are instead on the level with exactly
t nodes). Hence, all levels that are at depth more than ⌈log t⌉ contributes
with 1 hash per tree, for a total of t(⌈logn⌉− ⌈log t⌉) hashes. Additionally,
we need to count how many hashes we get from the level at depth ⌈log t⌉.
On this level, every node is either a root of an independent tree or a child
of a root of an independent tree. In the first case, the hash of the node is
calculable from information from lower levels. In the second case, for ev-
ery pair of siblings, one of the nodes’ hash is calculable from information
from lower levels (the one on a root-token path for a token correspond-
ing to a quoted token) and the other nodes’ hash must be provided by the
signature. Since there are 2⌈log t⌉ nodes on this level, and t independent
trees, the signature must provide 2⌈log t⌉ − t hashes on this level.

In total, this shows that an upper bound on the number of hashes pro-
vided by the signature for a quote of t tokens from an n tokens sequence
is

t(⌈logn⌉ − ⌈log t⌉) + 2⌈log t⌉ − t (7)

=t(⌈logn⌉ − ⌈log t⌉ − 1) + 2⌈log t⌉, (8)

which finishes the proof of Proposition 2.4.
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Corollary 2.8

For a message of size n tokens and any quote, the worst-case size of the
verification path of the quote is

⌈
n
2

⌉
.

Another easy corollary to the proof of Proposition 2.4—and Lemma 2.7
in particular—we can bound the error when n is not a power of two (when
n is a power of two, the bound is, of course, exact).

Corollary 2.9

When n is not a power of two, the bound of Proposition 2.4 overcounts
by at most t hashes.

Proof. At each level of the Merkle tree, the signature needs to provide at
most one hash for each quoted token. In the construction used in the
proof of Proposition 2.4 when n is not a power of two, no levels are
added to the Merkle tree, and hence the signature becomes no more than
t hashes larger.

Proposition 2.10

For a message of size n > 2 tokens and a contiguous quote of t tokens,
the worst-case size of the verification path of the quote is 2⌈logn⌉ − 2
hashes.

Proof. We prove this proposition by induction on the height of the Merkle
tree.

As the base case, we consider trees of height 2. Either picking just one
token or picking one token among the first two tokens and one token
among the last one or two tokens, gives a verification path of worst-case
size 2 · 2− 2 = 2.

Assume now that in a tree of height k, the largest possible size of the
verification path for a contiguous quote is 2k − 2. As our inductive step,
we show that if the height of the Merkle tree of a message is k+1, then the
largest possible size of the verification path for a contiguous quote from
the message is 2(k+1)−2. For any contiguous quote Q, we consider two
cases: (1) Q is either contained in the first 2k tokens or contains none of
the first 2k tokens, and (2) Q contains both the 2k’th and the (2k + 1)’st
token.
Case 1: If Q corresponds to leaves that are completely contained in one

of the subtrees of the root, it follows from the induction hypothesis that
the verification path consists of at most 2k − 2 hashes from that subtree.
The verification path contains only one additional hash, that of the root of
the other subtree. Thus, the total number of hashes is at most 2k−2+1 <
2(k+ 1)− 2.
Case 2: We make a few observations. Considering a level of the Merkle

tree from left to right, the nodes with hashes that the Verifier calculates
are consecutive. In Figure 12, we have illustrated this by highlighting in
green all the nodes with labels that the Verifier calculates.

Additionally, observe that for any level of depth j ≥ 2, the only nodes
of depth j − 1 with a label that the Verifier has to calculate and that, at
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root

Quote

Figure 12: Merkle tree with a contiguous quote divided between the left-
and right subtree. The labels of all the nodes in the green area
are calculated from the labels of their children and do not
need to be part of the signature.

the same time, (potentially) has a child outside the consecutive sequence
of nodes that the Verifier calculated the labels for at depth j, are the par-
ents of the leftmost and rightmost nodes in that consecutive sequence at
depth j. All the nodes that might be characterized like this are on the two
paths of black arrows in Figure 12. Hence, it follows that on each level,
the verification path needs to provide at most 2 hashes. Clearly, the root’s
label will not need to be provided by the verification path, and the root’s
children will also not need to have their labels provided since the quote
contains a token from each child’s subtree. Finally, observing that there
are a total of k+2 levels in a tree of height k+1, allows us to conclude that
the verification path needs to provide at most 2 ·(k+2−2) = 2 ·(k+1)−2
hashes, completing the case and the proof.

2.3.4.3 The Verifier

The Verifier has to verify one classical digital signature and to reconstruct
the Merkle tree using the quote together with the verification path. Once
again, the cost of this depends on where in the message the quote is lo-
cated, with the number of hashes generally going towards 2n − 1 as the
quote gets closer to being the full message. For example, if all but one
token has been quoted, the Verifier needs to compute 2n− 2 hashes, and
if only one token has been quoted, the Verifier only needs to compute
⌈logn⌉+ 1 hashes.

2.4 design

This section considers some more practical aspects of quotable signa-
tures from Merkle trees. In Section 2.4.1, we give an overview of how
the parties’ algorithms work. Then, in Section 2.4.2, we discuss some
application-specific choices one would have to make when implement-
ing or using quotable signatures.
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2.4.1 Algorithms

Before going into the details of the algorithms, we consider the intuitive
approach one would take on the example shown in Figure 7:

• First, we need an algorithm (described in detail in Section 2.4.1.1)
for generating the Merkle tree shown in Figure 7. It takes the se-
quence of words (the tokens) as input and outputs the label of the
root node u0,0. The tokens are given to the algorithm by the signing
or quoting algorithms. The tree computation is somewhat trivial
but important since different algorithms might result in different
tree shapes, but the same shape is required for signing, quoting,
and verifying. In our case, we require the tree to be heap-shaped.

• The signing algorithm (described in Section 2.4.1.2) extracts the se-
quence of tokens from the message, applies the algorithm for gen-
erating a Merkle tree, and signs the label of the root node.

• The quoting algorithm (described in Section 2.4.1.3) computes the
nodes on the verification path of a quote along with their labels.
Referring back to Figure 7, this starts with identifying the nodes
highlighted in blue, if the quote was the subsequence “The quick”,
and in red, if the quote was “jumps”. This algorithm also generates
the Merkle tree and extracts the information needed to verify the
quote such as the location of the quote in the original message as
well as its length.

• The verifying algorithm (described in Section 2.4.1.4) is given the
quote and the quoted signature, which consists of the location of
its tokens within the original message, the length of the original
message (number of tokens), the labels of the nodes on the corre-
sponding verification path, and the digital signature for the label
of the root hash. From this it calculates the label of the root node in
the Merkle tree corresponding to the full sequence and verifies that
the given signature is indeed a valid signature for this value. If the
quote was “The quick”, this corresponds to calculating the labels of
u3,0,u3,1,u2,0,u1,0, and finally u0,0, which would then be verified.

The following sections describe these algorithms in detail, beginning
with the computation of the Merkle tree, since this operation is required
for both signing and quoting.

2.4.1.1 Generating Merkle Trees

To generate a Merkle tree for a sequence S of tokens, we define
CreateMerkleTree(S) as a recursive function. We use ℓ to indicate the
number of tokens in S.

• If S consists of just one token, then create a new node with the
token as its label. Let this be the sole child of a new node u, with
the hash of the token as its label. Return u.



2.4 design 47

• Otherwise, create a new node u.

– If ℓ is a power of two, then let u’s left child be the node re-
turned by recursively calling CreateMerkleTree() on the first
ℓ/2 tokens of S, and let u’s right child to be the node returned
by recursively calling the CreateMerkleTree() on the last ℓ/2
tokens of S.

– If ℓ is closer to 2⌈log2 ℓ⌉ than 2⌊log2 ℓ⌋, the tree rooted at u’s
left child will be full and contain 2⌊log2 ℓ⌋ tokens. Hence, let
u’s left child be the node returned by recursively calling Cre-

ateMerkleTree() on the first 2⌊log2 ℓ⌋ tokens of S, and u’s
right child be the node returned by recursively calling Cre-

ateMerkleTree() on the remaining ℓ − 2⌊log2 ℓ⌋ tokens of S.

– If ℓ is closer to 2⌊log2 ℓ⌋ than 2⌈log2 ℓ⌉, the tree rooted at u’s right
child will be complete, and contain 2⌊log2 ℓ⌋−1 tokens. Hence,
let u’s right child be the node returned by recursively calling
this function on the last 2⌊log2 ℓ⌋−1 tokens of S, and u’s left child
be the node returned by recursively calling this function on
the remaining ℓ − 2⌊log2 ℓ⌋−1 tokens of S.

• Set u’s label to be the hash of the concatenation of the labels of u’s
children, i.e., u.label = hash(u.left.label ∥u.right.label).3

• Return u.

This function returns the root of the Merkle tree corresponding to S. The
Signer signs the label of the root to create the digital signature for the
message corresponding to S.

2.4.1.2 Signing a Message

Using CreateMerkleTree(), signing a message is straightforward.

• Turn the message m into a token sequence S. The Quoters and Ver-
ifiers need to be able to obtain the same tokens for a given message
or quote. How this can be achieved depends on the specific appli-
cation and use-case; see Section 2.4.2 for a brief discussion.

• Generate the Merkle tree for S using CreateMerkleTree(). Denote
the label of the root of the Merkle tree by u.

• Sign u using a classical signature algorithm to obtain the quotable
signature for the message m.

2.4.1.3 Quoting a Message

To obtain a quote Q for a subsequence of the token sequence S, the
Quoter does the following:

3 Note that we are omitting that we have to mask the values of tokens and the labels of
internal nodes in different ways before hashing them, in order to avoid a trivial collision
attack, as discussed in Section 2.3.3.1.
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• Extract the token sequence from the message and generate the
Merkle tree using CreateMerkleTree().

• Add a flag to each internal node in the created Merkle tree that in-
dicates if the label of the node needs to be provided in the signature
for the quote. Initially, set each flag to delete, indicating that they
are not needed.

• For each token in the quote, process each node on its root-token path
as described below (start at the node corresponding to the token
and, after processing that node, continue to its parent, stopping
after finishing with a child of the root). Note that when processing
a later token, nodes on its root-token path may no longer have their
flag set to delete if they have already been processed on another
root-token path.

– If the node’s flag is delete, set its sibling’s flag to required,
indicating that its label is needed (unless this flag is later
changed to implicit). Note that this node and its sibling
could both correspond to tokens in the quote, in which case,
when the sibling is processed, both nodes will have their flags
set to implicit.

– If the node’s flag is required, set the flags of the node and its
sibling to implicit, indicating that their labels can be calcu-
lated from information that is already included. Then move
on to the next token; the rest of the verification path for this
token has already been considered, as part of the verification
path for a previously processed token.

• Extract the hashes that the signature needs to provide by perform-
ing an inorder traversal of the Merkle tree, adding the label of any
node with its flag set to required to a list of provided hashes.

• Create the signature for the quote as the signature for the root of
the Merkle tree, the list of hashes generated in the previous step,
the number of tokens in the original message, and the indices of
the quoted tokens.

Remark 2.11

Note that we have made the assumption that the Quoter is quoting di-
rectly from a message and not quoting from a quote. However, one can
straightforwardly combine the latter parts of this algorithm with parts
of the algorithm described in Section 2.4.1.4 to obtain this functional-
ity.

2.4.1.4 Verifying a Quote

Given a quote and a signature for the quote, consisting of the signature
for the root of the Merkle tree, a list of required hashes, the length of the
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original sequence, and the indices of the quoted tokens, the Verifier can
verify the quote as follows:

• Create a heap-shaped tree with as many leaves as there were tokens
in the original sequence. Let all the nodes be unlabeled.

• Add a flag to each node in the tree, initially setting each flag to
delete.

• For each token in the quote, work upwards on the root-token path
corresponding to the token. For each node (except the root), do the
following:

– If the node’s flag is delete, set its sibling’s flag to required.

– If the node’s flag is required, set the flags of the node and its
sibling to implicit and move on to the next token.

• Perform an inorder traversal of the tree. When encountering a node
with its flag set to required, label it with the next hash in the list
of required hashes.

• For each of the leaves corresponding to tokens in the quote, label
them with the hash of that token.

• The remaining labels, including the root’s, can now be calculated
using a straightforward recursive function: Starting from the root,
calculate its label from the labels of its children, calling recursively
on any unlabeled children.

• Verify the calculated root hash, with respect to the signature for
the root hash, included in the signature for the quote. If this verifi-
cation is successful, the quote has been verified.

This only covers verifying the authenticity of the quote, and additional
information could be made clearly available. This information could, for
example, include if the quote is contiguous or where tokens from the
original message are missing, where they were located in the message,
and application-specific information.

2.4.2 Application-Specific Choices

When instantiating quotable signatures for a concrete use-case or appli-
cation, one of the choices to make is what to use as tokens. In our exam-
ples, we have used words as tokens, which could be a natural choice for
some applications, but there are many other ways to tokenize a message.
This is considered further in Section 2.5.

For the Signer’s algorithm in Section 2.4.1.2, there is a choice to be
made as to what classical digital signature scheme is used to sign the
root’s label. Here, suggestions could be to follow either one of schemes
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from the Digital Signature Standard (DSS) [CMRR23], or, in the in-
terest of long-term security, a post-quantum signature scheme such
as [DKL+18; FHK+20; ABB+22].

A natural optimization would be to change the Merkle trees to use
tokens as leaves instead of hashes of tokens. This would reduce the num-
ber of hash calculations needed to construct a Merkle tree by about a half.
One can in some situations take this slightly further. If the combined size
of the tokens of two leaf children of a node is no longer than a hash value,
then we could use the concatenation of the two tokens instead of a hash
value for their parent. Naturally, this could be continued recursively.

2.5 quotable signatures and fake news

In the introduction, we argued that the current approach to mitigating
the effects of fake news, focusing on flagging problematic content, is not
sufficient. As mentioned, one supplementary approach could be to bol-
ster authentic content by authenticating the source of quotes, for exam-
ple on social media, and the literature gives reason to believe this could
have an impact. This approach could be implemented using a quotable
signature scheme. Here, the message that is the original source of a quote
would be an article and the creator or distributor of the article (a news
agency, for instance) would act as the Signer, the one sharing the quote
as the Quoter, and the one verifying the quote as the Verifier. For this ap-
proach to be effective, it would need to be widely adopted, both by news
media and by users sharing and reading quotes from articles. We make
the following observations on these problems.

Regarding the news media, there is wide interest in supporting initia-
tives to combat fake news, see for example [C2P]. Additionally, from our
discussions with a news media company,4 it is apparent that the current
workflow employed by modern media companies is already highly auto-
mated, and it appears that it should be quite simple to integrate a process
by which, when an article is published (or updated), it is automatically
signed with the media company’s public key. Regarding user adoption,
there is the challenge of getting a sufficiently large proportion of users
using the tool, but one would also have to teach users what a quote be-
ing authenticated means, i.e., that the source and integrity of the quote
has been assessed, but not its truthfulness or the quality of its source, for
example.

If news media and social media integrate this approach into their web-
sites, our algorithms can be employed without any explicit user aware-
ness. With such an integration, when a user copies a quote from a signed
article, a signature for the quote is automatically generated, and an ele-
ment including both quote and text is put into the clipboard, together
with the plain text quote (in practise, this would be a text/html element

4 Specifically, we talked with the editor in charge of the platforms and the editor in charge
of the digital editorial office at a large media company that produces multiple newspa-
pers for different regional areas, in both paper and digital versions.



2.5 quotable signatures and fake news 51

and a text/plain element). When the user then pastes the quote, a web-
site supporting signatures will use the clipboard element with a signa-
ture [W3C21]. One challenge with this approach is that the verification
is now performed by the websites, rather than a browser extension, for
example. Thus, the user has to trust the website to perform the authenti-
cation correctly.

An essential choice is how to divide text into tokens, since any subse-
quence of the tokens is an allowable quote. Natural choices could be by
word, sentence, or paragraph. As a more involved choice, one could also
define the tokens at a per-token basis, and simply mark the tokens in the
HTML code. A variation of this would be to have a default setting, but
to allow the Signer to decide how to split the article into tokens when
signing. As a variant, one could also consider using content extraction
policies, as in [SBZ01], so the Signer can specify which subsequences of
tokens are allowable quotes. A media company might want to disallow
quotes of noncontiguous segments, for example, or disallow including
only parts of a sentence containing a negative, such as “not”, “neither”,
or “never”. Such restrictions could be handled efficiently using regular
expressions.

We are implementing a prototype,5 separated into two parts: a library
that can be used by media companies to sign their articles and a browser
extension that allows users to quote with signatures and to verify signa-
tures for quotes. The library contains implementations of the relevant
algorithms from Section 2.4.1 that each media companies can integrate
into their publishing workflow. The browser extension modifies websites
such that text (both full articles and quotes) with verified signatures is
shown to be signed, and allows the user to make quotes from the signed
text that include a signature for the quote. The browser extension also
allows the user to get more information from the signature for a quote,
e.g., who signed it, when it was signed, an indication of where text was
removed, and a link to the original article.

One could further extend the system with different labels, depending
on the quality of the source of a quote. For example, many countries have
press councils enforcing press ethics, which includes providing correct
information, e.g., by researching sufficiently and publishing errata when
needed. Hence, it may make sense to mark quotes from articles written
by news media certified as following press ethics and rulings of a na-
tional press council. One could even go so far as to authenticate only
signatures signed by such sources.

To make a difference in the future, media companies and users on so-
cial media need to adopt these quotable signatures. To have the best ef-
fect, social media platforms should directly support quotable signatures
and the required extension should be natively integrated into browsers.

5 To be made available at https://serfurth.dk/research/archive/

https://serfurth.dk/research/archive/
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2.6 future work

With this paper, we have extended the theory on quotable signatures and
presented an application of quotable signatures as a supplementary ap-
proach to mitigating the effect of fake news.

Further work on quotable signatures could include using methods sim-
ilar to the ones employed in [HRS16] and [ABB+22] to remove the re-
quirement that the used hash function be collision-resistant, and thereby
remedy a vulnerability against multi-target attacks against hash func-
tions. Additionally, variants of quotable signatures optimized for differ-
ent types of media should be developed and compared. Our current vari-
ant is in some sense optimized for cases where one will often wish to
quote something contiguous in one dimension, such as text. If, instead,
the goal is to crop an image, one would end up with a “quote” that is
contiguous in two dimensions. We have not yet explored how to handle
this case effectively. Finally, as discussed in Section 2.5, different policies
for dividing text into tokens could be studied.

A natural next step towards using quotable signatures to combat mis-
information would be to verify the effectiveness of the proposed method
experimentally. In particular, the effects of using quotable signatures for
verifying news shared on social media and elsewhere need to be investi-
gated. A suggestion for a first study could be to investigate if the use of
quotable signatures improves participants’ ability to recall from which
news brand a story originated, which was an issue identified in [KFN18].
Additional studies along the lines of [AGB+22], investigating the effects
on the quality of the news diet of participants, would also be of interest.
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abstract We construct a digital signature scheme for images that
allows the image to be compressed without invalidating the signature.
More specifically, given a JPEG image signed with our signature scheme,
a third party can compress the image using JPEG compression, and, as
long as the quantization tables only include powers of two, derive a valid
signature for the compressed image, without access to the secret signing
key, and without interaction with the signer. Our scheme is constructed
using a standard digital signature scheme and a hash function as build-
ing blocks. This form of signatures that allow image compression could
be useful in mitigating some of the threats posed by generative AI and
fake news, without interfering with all uses of generative AI.

Taking inspiration from related signature schemes, we define a notion
of unforgeability and prove our construction to be secure. Additionally,
we show that our signatures have size 32.5 kb under standard parame-
ter choices. Using image quality assessment metrics, we show that JPEG
compression with parameters as specified by our scheme, does not result
in perceivably reduced visual fidelity, compared to standard JPEG com-
pression.

3.1 introduction

Digital signature schemes are a classical and widely used tool in mod-
ern cryptography (the canonical reference is [DH76], and [CMRR23] con-
tains some current standards). For standard digital signature schemes,
messages are required to be bit-wise identical to when they were signed,
in order to be authenticated. For many applications—for example text—
this makes perfect sense, but for others—for example images—it can be-
come a limitation. When an image is shared online, it is very often com-
pressed, typically to save both storage space and communication band-
width. In general, compression is required to not fundamentally change
the content of the image. After compression, it is (typically) not possi-
ble to restore the image to be bit-wise identical to the version that was
uploaded, so compression invalidates any standard digital signature that
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was associated with the image.1 In order to allow a signature to still be
valid after compression, we construct a special digital signature scheme
which allows signatures for a JPEG image to be updated during compres-
sion of the image, such that the updated signature is valid for the com-
pressed image. Crucially, updating a signature does not require knowl-
edge of the secret key used to generate the signature, yet the updated sig-
nature is still signed with the same secret key as the original signature.
The only requirement for our signature scheme is that JPEG compression
has to be performed using quantization tables containing only powers of
two.

Creating multiple signatures for the image is not sufficient, since the
signer does not know how the image might be compressed by others.
While the signer can control how the image is compressed on the ini-
tial website it is posted on, the image might be shared on social media
and other websites, where the signer does not control how the image is
going to be compressed.

Digital signature schemes for images allowing compression, in one way
or another, have been considered before. However, these all suffer from
one major drawback or another, such as resulting in compressed images
of much lower visual quality [JWL11], only working for the JPEG2000
standard which was never widely adopted [ZSL04], giving only very
weak and unclear notions of unforgeability [LC01], or being compu-
tationally expensive to compute [DB23]. In contrast, our construction
avoids all of these drawbacks, at the cost of being less flexible than some
of these schemes.

technical overview Our signature scheme is constructed to work
with JPEG compression, since this is a widely used compression stan-
dard, and is used to compress images uploaded to social media. JPEG
compression works by using that human vision is more sensitive to some
features than it is to others. Concretely, JPEG compression makes use
of two specific features: a) Humans are more sensitive to changes in lu-
minance than to changes in color, so JPEG compression preserves more
information about luminance than color, and b) the human vision sys-
tem is less likely to notice high frequency changes in intensity than low
frequency changes in intensity.2 Thus, if an image contains both an area
with high frequency changes in luminance and color shades (like grass or
a treetop), and an area with only low frequency changes (like a blue sky),
humans will be much more sensitive to small changes in the second area

1 The exemption to this is loss-less compression schemes which allow images to be re-
stored to be bit-wise identical to their uncompressed versions. For these compression
schemes standard digital signature schemes will work. However, for many use cases loss-
less compression schemes cannot achieve high enough compression ratios, and thus lossy
compression schemes are used.

2 Note that here frequency does not refer to the wavelength of light, but to the frequency
of the intensity of a color/luminance an area of a picture. For example, an area with no
change in color/intensity will have very low frequency and an area with where the pixels
alternate between being black and white will have very high frequency.
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than in the first. Hence, JPEG compression will generally preserve more
information about the latter area. This is done by splitting images into
into 8 × 8 pixel blocks, which are then transformed with the discrete co-
sine transformation (DCT) into a representation using a basis of discrete
cosine waves. Now, as the lossy step of JPEG compression, all coefficients
are divided by a value from a quantization table and rounded. Generally,
coefficients corresponding to high frequency changes and/or luminosity
are divided by larger values than coefficients corresponding to low fre-
quency changes and/or color. This results in less information being lost
due to rounding for features humans are sensitive to, compared to fea-
tures humans are less sensitive to.

This lossy step is exactly what prevents standard digital signatures
from being used for images that will be compressed using JPEG compres-
sion. For our signature scheme, this step is also crucial. A key observation
is that when the value in the quantization table is a power of two, divi-
sion and rounding down acts as truncation of the DCT coefficient. The
idea is therefore that when an image is compressed with a quantization
table containing only powers of two, our signature scheme should still be
able to authenticate the bits that have not been truncated. Thus, we cre-
ate a signature on what is essentially the root of a tree of hashes, where
each hash takes as input a combination of hashes from a deeper level of
the tree and bits from the DCT coefficients of the image. Now, if an im-
age is compressed with a quantization table containing only powers of
two, a signature for the image can be updated to one for the compressed
image, by including a subset of the hashes that were made using now
truncated bits from the image in the signature. Using that coefficients cor-
responding to the same DCT basis element in different blocks are always
cropped by the same amount, we can create an efficient signature that
requires O(1) more work than a regular digital signature, and also result
in a signature of constant size (depending only on the choices of param-
eters, and not on the size of the image). A bonus from the construction
of the scheme is that it is fully backwards compatible, in the sense that
any JPEG image viewer can display JPEG images compressed with our
scheme (even if they might not be able to authenticate the signature for
the image). Additionally, our scheme allows repeat compression and up-
dating of signatures, as long as all used quantization tables only contain
powers of two, and the signature is kept up to date in each compression.

application A use case of our scheme could be for mitigating to con-
sequences of fake news, and in particular to mitigate the threat posed
by generative AI for images. The consequences of fake news and mis-
information are many, and they pose an increasingly greater threat to
democracy and society. Apart from the immediate consequences in the
form of uncertainty about whether the content one is looking at is true
or not, fake news and misinformation also lead to an increasing level of
distrust in the media [OLRW20]. One reason that the threat is increasing
is a fundamental change in how news are consumed. Rather than being
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consumed directly from news media outlets (such as newspapers, TV,
and first-party websites), news is increasingly consumed on social media
platforms [NFKN19]. This is an issue, because people tend to be unable to
recall which news brand a story originates from when they are exposed
to it on social media [KFN18]. Since the news media’s image is used as
an important heuristic when people evaluate the quality of news [US14],
this change allows misinformation to spread. Thus, using digital signa-
tures seems like a natural suggestion; doing so could bind stories shared
on social media to the news media that published them, allowing use of
this important heuristic. For images specifically, the developments and
rise of generative AI over the last few years proves additional cause for
concern. With it, everyone can generate (mostly) realistic looking images
of anything and everything they can imagine. Considering images’ emo-
tional pull and highly persuasive influence [AO09], they are an effective
medium for spreading fake news, and hence the sheer volume of (po-
tentially misinforming) images that generative AI can create is highly
problematic.

A prevalent method for addressing misinformation on social media
involves flagging potential misinformation, employing either manual or
automated detection systems. However, studies have consistently demon-
strated that flagging problematic content may backfire, exacerbating its
adverse impacts [LES+12; SK20]. Attempting to detect and flag all AI gen-
erated images is also not an ideal solution. Not only would it hinder legit-
imate uses of AI generated images, but it could also lead to the generative
AI models being trained to not trigger the detection system, as a variation
of the widely used generative adversarial network method for training
generative AI [GPM+20]. This would result in essentially an arms race
between models for detecting and models generating images [Jen24].

Digital signatures can be used to complement the prevalent approach
of checking and flagging misinformation. Specifically, if news media sign
the images they post, images can be accompanied by signatures signed by
news media when they are shared on social media, whether by the news
media or by other users. This would provide a guarantee of the prove-
nance of the image (something that is currently missing), helping people
evaluate the quality of any news story associated with the image. If only
news media meeting a minimum standard of journalistic quality are al-
lowed to sign their pictures, it would also help tell apart quality journal-
istic content from potential misinformation [BELN23].Specifically, the
absence of a digital signature for a picture would be the first red flag,
indicating to users that they should be sceptical. For images produced by
generative AI, this approach has some clear advantages over a detection-
and-flagging approach. With this approach, it is not possible to “just”
train the generative AI models to not be detected. Additionally, this ap-
proach still allows news media to use AI generated content for their sto-
ries. Images shared on social media are compressed when uploaded, so
for this approach to work, the signature needs to allow compression of
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the image. Therefore, our signature scheme is perfectly suited for this use
case.

The idea of mitigating the effects of fake news and misinformation,
by using digital signatures to verify the source of images, has been con-
sidered by others. One example is the Coalition for Content Provenance
and Authenticity (C2PA) [C2P], which involves many companies, includ-
ing Adobe, the BBC, Google, Microsoft, and Twitter. C2PA focuses on
providing a history of an image, i.e., which device was used to capture
it, how it has been edited and by whom, etc. However, their approach
relies on trusting software used to edit an image to act honestly. Adding
support for compression, without needing to compute a new signature,
could perhaps increase the versatility of their approach.

structure We provide an overview of related work in Section 3.2,
and Section 3.3 covers JPEG compression in greater detail. In Section 3.4,
we give a generic definition of digital signature schemes for images al-
lowing compression, define an unforgeability notion for such schemes
(Section 3.4.2), construct our signature scheme (Section 3.4.3), and show
that our scheme is secure with respect to the notion of unforgeability
(Section 3.4.4). Finally, we analyze the complexity of our scheme (Sec-
tion 3.4.5). A visual evaluation of the JPEG compression used by our
scheme is done in Section 3.5, where we show that our scheme is al-
most as good as JPEG compression without any restrictions. To finish up,
in Section 3.6, we consider potential optimizations to our scheme, and
where further research could go.

our contribution We give a generic definition for how a digital sig-
nature scheme for images allowing JPEG compression should work, and
a natural definition for what it means for such a scheme to be unforge-
able. We then describe a specific construction, and prove that (when in-
stantiated using cryptographic secure primitives) it satisfies the notion of
unforgeability. Compared to other schemes that allows signed images to
be compressed, our scheme trades supporting multiple types of modifica-
tions and/or arbitrary JPEG compression for either being more efficient,
having a meaningful notion of security, or having higher visual fidelity.

3.2 related work

The observation that JPEG compression can act as truncation of the DCT
coefficients, and that this could be used to construct a homomorphic dig-
ital signature scheme for images, was first made in [JWL11]. The focus
of their work is on developing a signature scheme that allows cropping,
but as an auxiliary result the authors observe that if every DCT coeffi-
cient is truncated by the same amount (in their work cropped), their sig-
nature scheme also allows some JPEG compression. However, truncating
all DCT coefficients by the same amount results in their scheme not mak-
ing use of the key idea behind JPEG compression; namely that the hu-
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man eye is less likely to notice high frequency changes in intensity than
low frequency changes. This results in the visual fidelity of images com-
pressed according to their scheme being lower than the visual fidelity
of images compressed under standard JPEG compression parameters at
similar sizes. Additionally, for JPEG compression to act as truncation, the
quantization table need to consists only of powers of two, and hence their
approach only allows 8 different quantization tables, leading to their ap-
proach being very inflexible, on top of reducing the visual fidelity. We
demonstrate these problems in Section 3.5.

homomorphic digital signatures Homomorphic digital signa-
tures have been studied in a number of different contexts, both for dif-
ferent types of data (images, text, different data structures, etc.) and
for different operations that the signature is homomorphic with respect
to (cropping, redaction, various set operations, etc.). In the article dis-
cussed above [JWL11], their constructed signature can (depending on
specific choices) be homomorphic with respect to image cropping, scal-
ing, or (very restricted) JPEG compression. Other homomorphic signa-
ture schemes for images have been considered, in particular for the
JPEG2000 image standard. For example, [ZSL04] gives an overview of
signatures for JPEG2000 images that are homomorphic with respect to
extraction of various representations from single code streams. However,
the JPEG2000 image standard was never widely adopted, and the only
web browser supporting JPEG2000 is Safari [Ado].

Much more generally, [ABC+15] provides a generic definition and con-
struction of homomorphic signatures, which allows deriving a signature
on m′ from a signature on m, as long as P (m,m′) = 1 for a (univari-
ate and closed) predicate P . Their definition encompasses many exam-
ples of individual well-studied homomorphic signatures, including arith-
metic, quotable, redactable, and transitive signatures [KFM04; ZKMH07;
BELN23; SBZ01; JMSW02; MR02; BN02], but the generic scheme is gen-
erally less efficient than more specialized schemes.

perceptual hashing Another approach that in principle gives rise
to digital signatures allowing image compression, is the use of perceptual
hashing [MH80] in place of the cryptographic hash functions typically
used by digital signature schemes. Conceptually, a perceptual hash func-
tion is a hash function where the hash of an image only changes if the im-
ages is perceivably different enough. Thus, JPEG compression (to some ex-
tent) should not change the perceptual hash of an image. Combined with
a standard digital signature scheme, a perceptual hash function should
therefore create a digital signature scheme allowing JPEG compression.
The issue with this approach is that all perceptual hashes known to the
author have an overlap between having false positives and having false
negatives. That is, all schemes will either accept (randomly) manipulated
images as being authentic with a non-negligible probability, or they will
reject authentic images as being manipulated with a non-negligible prob-
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ability [DHC20]. Thus, perceptual hashing cannot reasonably be used in
place of a cryptographic hash in a digital signature scheme.

Considering JPEG compression specifically, Lin and Chang [LC01] cre-
ated a perceptual hash function with this in mind. They find relation-
ships between the 8×8 pixel blocks in an image that are somewhat invari-
ant under JPEG compression. However, even this approach allows a ma-
nipulated image to be accepted with non-negligible probability. Specif-
ically, the authors perform a practical experiment where they change a
random block, and, using various parameters, find that the probability of
a manipulated image being accepted is between 0.04 and 0.00001 when
the image is not compressed, between 0.09 and 0.0002 with a quality fac-
tor of 50, and between 0.2 and 0.02 with a quality factor of 20. That is
despite these attacks assuming that the manipulator had no knowledge
of which blocks were being compared, and made a non-targeted attack
by editing one chosen at random. An attacker with knowledge of which
blocks are being compared could potentially make a targeted attack with
even higher success chance. In contrast, it follows from the correctness
of our scheme, that we have no false negatives, and from unforgeability
that there is only a negligible probability of false positives.

cryptographic approaches to mitigating misinformation

through images Using digital signatures to prevent misinformation
through images has also been considered in [AJAZ22]. In this article, the
authors suggest using standard digital signatures directly on images, and
focus more on the technical considerations for how this could be imple-
mented. One obstacle to using their approach is that in practice, images
are almost always compressed when uploaded online (for example to so-
cial media) and all standard digital signature schemes require the image
to be bit-for-bit identical to the signed image. In order to fix this short-
coming, their work could be changed to instead use our digital signature
scheme, in which case it considers the technical details of implementing
digital signatures allowing compression.

In [SIM+22], the authors discuss on a more general level how crypto-
graphically proving provenance can be a proactive partial solution to mit-
igating misinformation. Based on literature from human-centered com-
puting and usable security, journalism, and cryptography, they consider
both advantages and challenges of such a system, and find properties a
system should have.

A different suggestion for using cryptography to prevent misinforma-
tion through images is made in [DB23]. They suggest using succinct non-
interactive zero-knowledge proofs to verify the metadata of an image,
and that the image has only been modified in some claimed ways. More
concretely, their suggested solution is to use a camera that adds meta-
data to an image when it is taken, and signs the image and metadata
(such a camera was recently released by Leica in collaboration with the
C2PA [Lyo23]). When an image is later edited, the editor also generates
a zero knowledge proof of the following statement: “The prover (i) knows
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an unedited photo that is properly signed by a C2PA camera, (ii) the meta-
data on the unedited signed photo is the same as the one attached to the public
photo, and (iii) the public photo in the news article is the result of apply-
ing the claimed edits to the unedited photo.” Before an image is displayed,
the zero-knowledge proof is verified, and the image is then displayed to-
gether with its accompanying metadata. While their construction allows
arbitrary compression, and many other operations, their solution does
not appear to be efficient enough to use for images shared on social me-
dia. Generating a proof takes minutes, even on a modern system, and
considering how many images are uploaded to social media, it would not
be feasible to generate proofs for all of them. Prior to [DB23], it was sug-
gested in [NT16] to use zero-knowledge proofs to authenticate that only
permissible transformations has been made to an image. However, the
proving time of their implementation is even longer (around 5 minutes to
generate proofs for 128×128 pixel images). In contrast, our construction
requires at most 1025 hash function evaluations and one key generation,
signing, or verification of a standard signature scheme.

3.3 jpeg compression

In order to construct our signature scheme, we need a general under-
standing of how JPEG compression works. For each step, more informa-
tion can be found in [Wal91], and in the official JPEG standard [Int92].

As we mentioned in the introduction, the key observation behind JPEG
compression is that humans are much better at noticing some types of de-
tails than others. In particular, humans are less likely to notice high fre-
quency changes in intensity of both color shades and luminance, than low
frequency changes. Similarly, humans are less likely to notice changes in
color compared to changes in luminance. JPEG compression uses this to
perform lossy compression without sacrificing too much perceived image
quality, by preserving more information about the coefficients for low fre-
quency changes and about luminance, and less information about high
frequency changes and about color.

The first step of JPEG compression is to convert the image to the YCbCr
color-space,3 which, later in the process, allows preserving more infor-
mation about luminance than about color. As an optional second step,
the color channels can be down-sampled either just along one axis, or
along both axes, meaning that the resolution of one or two dimensions
is halved: a mean value of two (or four) pixels is found, and used for
two (or four) pixels. Steps three and four are applied to each 8× 8 block
of the image separately (with appropriate padding when the image di-
mensions are not multiples of 8). As the third step, the discrete cosine

3 Meaning that instead of representing the image using red, green, and blue channels
(RGB), it is represented as one luminance channel (Y) and two color channels (Cb and
Cr). Mathematically, this is a lossless transformation, but in practice there will of course
be some losses due to rounding errors. For simplicity, we assume that before this step, all
images are 8 bit RGB images. However, all constructions are easily changed to work on
10-bit images.
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transformation is applied to the 64 values to transform them into 64 DCT
coefficients. Roughly, this can be thought of as changing each pixel from
representing the intensity of that specific pixel into representing the in-
tensity of a particular (discrete) cosine function over the entire 8×8 pixels
block; see Figure 14a. This step allows preserving more information for
the low frequency cosine waves that represents low frequency changes in
the image. The fourth step is referred to as quantization and is the only
lossy part of JPEG compression. In this step, each entry of the 8× 8 pixel
block is divided by an entry from the quantization table and rounded.
The quantization table is an 8× 8 table, consisting of values in the range
1 to 256. Generally, entries representing low frequency cosine waves in
the block are divided by smaller values from the quantization table, and
entries representing high frequency changes are divided by larger val-
ues. Hence, less information is lost for low frequency cosine waves due
to rounding, i.e., when the process is reversed by multiplying with the
entries from the quantization table, the coefficients for low frequency
cosine waves generally end up closer to their original value than coeffi-
cients for high frequency cosine waves. By choosing different values for
the quantization table, it is possible to control the trade-off between how
much the file size is reduced and how much the quality of the image is
reduced. Finally, the image is encoded using a lossless entropy encoding,
usually Huffman encoding. A number of tricks are applied as preprocess-
ing in this step, but for brevity (and since they are not directly relevant to
this work), we will not discuss them, but refer instead to [Int92, Section
4.3], and the related standards. To display an image, each of these steps
are reversed in the opposite order.

To summarize, JPEG compression consists of the following steps,
which we have also illustrated in Figures 13a, 13b, 14a and 14b.

1. Convert the image from RGB to the YCbCr color-space.

2. Optionally down-sample the color channels (Cb and Cr).

3. For each 8× 8 pixels block in each channel:

a. Apply the discrete cosine transformation to the block.

b. Quantizise the block, using the quantization table.

4. Encode the image using a lossless entropy encoder.

3.3.1 DCT Transformation

Step 3a, illustrated in Figure 14a, is a change of basis from using the
standard basis for 8 × 8 matrices to the DCT basis. That is, instead of
using the basis {ei,j}i,j∈{0,...,7}, where

(ei,j)p,q =

1 if i = p and j = q

0 otherwise,
(9)
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(b) Splitting into 8× 8 pixel blocks.

Figure 13: Select steps of JPEG compression.
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Step 3a

(a) Changing to DCT representation, e.g., instead of each pixel represent-
ing its own value, it now represents one of the DCT basis functions.
As illustrated in the figure, this can also be thought of as a change of
basis from the standard basis to the DCT basis.

815-15 -10 -2 -2 -3 3 3

-3 2 -9 -4 4 -2 -2 3

0 1 -2 -4 -2 -2 2 -1

-3 -1 -3 3 1 0 3 1

0 -1 2 3 -1 1 -1 1

-5 6 1 -1 4 -1 -1 -3

2 1 2 0 0 7 3 -1

0 1 3 -3 -2 3 1 -5

51 -1 -1 0 0 0 0 0

0 0 -1 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

Step 3b

(b) Quantizise each block using the quantization table. Observe how in-
formation is preserved for the values corresponding to low-frequency
DCT basis elements in the upper left corner. Values are the luminance
values of a random block from the Lenna test image, quantized us-
ing the quantization table generated with Q = 50, as discussed in Sec-
tion 3.3.2.

Figure 14: Select steps of JPEG compression.
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we now use the basis {Bi,j}i,j∈{0,...,7}, where

(Bi,j)p,q = cos
(
π(2p+ 1)i

2 · 8

)
· cos

(
π(2q+ 1)j

2 · 8

)
(10)

for p,q ∈ {0, . . . ,7}. The resulting discrete cosine functions are illustrated
on the right side of Figure 14a. We stress that what is stored in the 8× 8
matrices are the coefficients, ai,j and a′i,j , of the basis elements, i.e., ai,j ’s
and a′i,j ’s such that the 8× 8 block can be expressed as∑

i,j

ai,jei,j =
∑
i,j

a′i,jBi,j . (11)

Since both the standard basis and the DCT basis are spanning, this is a
lossless operation (up to rounding). As mentioned, the purpose of this
step is to allow the next step to preserve more information for low fre-
quency changes, which will generally be represented by the basis ele-
ments where i and j are small; see Equation (10) and the right side of
Figure 14a.

3.3.2 Quantization

In Step 3b of the JPEG compression, each value in the 8×8 block of DCT
coefficients is quantized by dividing it by a value from a quantization ta-
ble and rounding the result. Despite the standard [Int92] specifying that
the result should be rounded towards the nearest integer, this appears to
not be the case in practise. As an example, the widely used implementa-
tion from The Independent JPEG Group (IJG) [The22] rounds towards 0.
When displaying a compressed image, the value is multiplied with the
value from the quantization table again. Hence, information can be lost
in the step. For example, different values may end up being mapped to
the same, see the first row of Figure 14b.

As mentioned earlier, one of the tricks that JPEG compression uses is
that the human eye is much more sensitive to low frequency changes.
Hence, it will generally be the case that the values in the quantization
table grow as one goes from the upper left corner to the lower right. Ad-
ditionally, since the human eye is more sensitive to luminance than color,
different tables are used for the luminance channel, Y, and for the color
channels, Cb and Cr.

However, there are principally no requirements for quantization tables
(apart from them being 8× 8 tables with values between 1 and 256), and
indeed, this is one of the main points where various programs implement-
ing JPEG compression can differ.4 However, one standard approach is to
let the quality factor p be an integer with 1 ≤ p ≤ 100, fixing the table for
quality factor 50 to be Q50, and then deriving the other tables from Q50.
For example, in the IJG implementation [The22],

4 Section 3 of [TB14] gives an overview of quantization tables for different purposes.
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Q50 =



16 11 10 16 24 40 51 61

12 12 14 19 26 58 60 55

14 13 16 24 40 57 69 56

14 17 22 29 51 87 80 62

18 22 37 56 68 109 103 77

24 35 55 64 81 104 113 92

49 64 78 87 103 121 120 101

72 92 95 98 112 100 103 99



(12)

and for 1 ≤ p ≤ 100 we have

Qp =


50
p
Q50 if p < 50

200− 2p
100

Q50 otherwise.

(13)

Finally, the entries in Qp are rounded, and it is ensured that every entry is
at least 1 and at most 255. This definition means that quantization with
Q100 does not destroy information (Q100 is all 1’s), and as the quality
factor decreases, the values in Qp increase, so that more detail is lost, but
the compression also results in a smaller file.

3.4 signature construction

Sections 3.4.1 and 3.4.2 contains a generic definition of what a digital sig-
nature scheme for images allowing compression is, and what it means for
it to be unforgeable. From Section 3.4.3 and onward, we construct such
a signature scheme, show that it is unforgeable, and analyse its perfor-
mance.

3.4.1 Generic Definition

In general, a digital signature scheme for images allowing compression
consists of four efficient algorithms, KeyGen, Sign, Compress, and Verify.
These are essentially the three standard digital signature algorithms for
key generation, signing, and verification, with an added compression al-
gorithm. The compression algorithm allows a signature for an image to
be updated to a signature for a compressed version of the image, given
both the original image, the signature for the original image, and the
compressed image. For simplicity of further definitions, we make the ab-
straction that the compression algorithm also performs the compression.
We use λ to denote the security parameter. Summarizing, we require that
the four algorithms acts as follows.

• (sk,pk) ← KeyGen(1λ) takes as input the security parameter 1λ,
and outputs a key pair.
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• σ ← Signsk(i) takes as input a secret key sk and an image i. Outputs
a signature for i that allows compression.

• (i′,σ ′) ← Compress(i,σ ,P ) takes as input an image i, a signature
σ for i, and additional parameters P specifying how compression
should be done. In the case where the compression is JPEG com-
pression, P is the quantization tables. Outputs the compressed im-
age i′ and a signature σ ′ for i′, that is still signed with the private
key that σ was signed with. Note that i and σ could have been ob-
tained from an earlier compression.

• ⊤/⊥← Verifypk(i,σ ) takes as input a public key pk, an image i, and
a signature σ for i. Outputs ⊤ if σ ′ is a valid signature for i with
respect to pk, and ⊥ otherwise.

A standard notion of correctness should be satisfied, meaning that a
genuine signature should always be accepted.

3.4.2 Security Notion

Our notion of security takes inspiration from other digital signature
scheme variants allowing some form of modification, e.g., redactable
signatures [SBZ01; JMSW02], quotable signatures [BELN23], the im-
age signatures from [JWL11], and generic P -homomorphic signa-
tures [ABC+15]. Essentially, these notions of security say that the scheme
is unforgeable if no adversary can produce a signature for a message
that is not either a message the signing oracle has provided a signature
for, or the result of performing an “allowed” operation on a message the
signing oracle has provided a signature for. In our case, this means that
the image the adversary outputs cannot be obtained by performing al-
lowed compression on any of the images queried to the signing oracle. To
make the definition general, we define an “allowed compression” to be
any compression that can be done by Compress under valid input. For
our scheme specifically, the definition says that no adversary can output
a signature for an image that is not either an image the adversary has
queried the signing oracle for, or the result of compressing one of these
images using quantization tables that consists of only powers of two. We
formally define this in Definition 3.1.

Definition 3.1 Unforgeability.
For a signature scheme

CS= (KeyGen,Sign,Compress,Verify) (14)

allowing image compression, we define the compression span of
Compress on an image I with valid signature σ to be

CSpan(I ,σ ) := {I ′ : (I ′,σ ′)← Compress(I ,σ ,P )}, (15)
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(pk,sk)← KeyGen(1λ)

(i∗,s∗)←ASignsk(·)(pk)
// denote the queries that Amake to the signing oracle by i1, i2, . . . , iQ ,

// and the answers by σ1,σ2, . . . ,σQ .

if (Verifypk(i∗,s∗) = ⊤)∧ (∀k ∈ {1,2, . . . ,Q} : i∗ < CSpan(ik ,σk))

return 1

Figure 15: The Unforgeability experiment. We wqrite ASignsk(·) to indi-
cate that A is given access to an orcale that simply signs im-
ages under sk using Sign.

where P is valid extra parameters to Compress. That is, CSpan(I) is
the set of all images that I can be compressed to by Compress. The
signature scheme CS is said to be existentially unforgeable, if for every
probabilistic polynomial time adversary A, the probability of the ex-
periment in Figure 15 returning 1 is negligible.

3.4.3 Our construction

Conceptually, our idea builds on the observation that if all the entries in
the quantization table are powers of two, then we can consider the quan-
tization step as being truncation of the least important information. This
allows us to construct a signature where one can provide some (small)
piece of information that allows a signature for an image to be verified,
even if the image has been compressed.

To illustrate the idea, we consider an example where we have just one
8 bit value, b = b7b6b5b4b3b2b1b0, which we wish to sign in a way that
allows us to truncate a number of (least significant) bits. This can be done
by constructing a chain of hashes as follows. The first node in the chain is
the hash of the least significant bit, H(b0). Any other node is the hash of
the concatenation of the previous node and the next least significant bit,
i.e. the second node will be H(H(b0)∥b1). Finally, one signs the last node
in the chain (the end node) using a standard digital signature scheme. We
illustrate this in Figure 16.

Now it is possible to truncate out some of the least significant bits of b,
and, if one instead provides the node of the chain of hashes correspond-
ing to the most significant of the truncated bits, the signature for b can
still be authenticated, since h7 can still be computed. This is done by
calculating the chain of hashes, starting from the node of the least sig-
nificant bit that was not truncated, which can be calculated using the
provided value. In Section 3.4.4 we show that this still binds the non-
truncated bits, in the sense that these bits cannot be changed without
invalidating the signature. We also argue that for our use case, this signa-
ture provides a meaningful notion of security. Of course, for this exam-
ple, it would have been much more space efficient to send the truncated
bits instead of a hash value. However, as we see in Section 3.4.5, this is
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Figure 16: The chain of hashes and signature for one byte b =

b7b6b5b4b3b2b1b0.

not the case when we consider (larger) images, rather than just single
bytes.

Going back to full images, we recall that JPEG compression works on
8× 8 pixel blocks, where every block is handled the same way. In partic-
ular, the coefficient for a specific DCT basis element will be truncated by
the same number of bits in every block. Thus, we only need one chain
of hashes for each basis element, regardless of the size of the image. For
any basis element Bi,j , the first node in the chain of hashes is the hash of
the concatenation of the least significant bits of all bytes at location i, j
in each of the 8 × 8 blocks, in an arbitrary, but fixed, order. For all other
nodes in the chain of hashes, the node is the hash of the concatenation of
the previous node and the next least significant bits of all bytes at loca-
tion i, j. In Figure 17, we illustrate how the chain of hashes is calculated
for the entries corresponding to the first DCT basis element, B0,0.

For each of the two quantization tables (one for luminance and one for
color), we calculate the chain of hashes for each of the 8 · 8 = 64 DCT
basis elements, obtaining 128 end nodes, one for each basis element in
each channel. The end nodes are then hashed together, in order to get
one final hash, hroot, which is signed using a standard digital signature
scheme. This final process is illustrated on Figure 18.

Now any party can compresses the image while still allowing the signa-
ture to be verified, by performing the compression using a quantization
table with only powers of two in it, and providing the relevant nodes
from the 128 chains of hashes. To be specific, if entry (i, j) in the quanti-
zation table is 2k , the compressing party adds node hk−1 from the chain of
hashes corresponding to Bi,j to the signature (if k = 0 no compression is
done, and no node is added). We denote the added nodes as the truncated
hashes.

To summarize, our digital signature scheme allowing some JPEG com-
pression works as follows, where H is a cryptographic hash function and
DS= (KeyGenDS,SignDS,VerifyDS) is a standard digital signature scheme.

• KeyGen(1λ): Identical to KeyGenDS(1λ).

• Signsk(i): Compute the 128 chains of hashes, as described above,
compute the hash of the end nodes to obtain hroot, and sign this
using SignDS.
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• Compress(i,σ ,P ): Given an image, a signature for the image, and
quantization tables containing only powers of two, first perform
standard JPEG compression, always rounding down. Then com-
pute the chains of hashes from the original image, and extract the
128 truncated hashes. Together with the signature for the uncom-
pressed image, the truncated hashes form the signature for the com-
pressed image. Output the compressed image and the signature
for the compressed image. Observe that a compressed image can
be further compressed (using a quantization table with at least as
large powers of two) and the signature updated with new truncated
hashes to be valid for the further compressed image.

• Verifypk(i,σ ): Use the image, and if it is compressed the truncated
hashes, to find hroot, and verify with respect to the original signa-
ture using VerifyDS.

Note that this matches the description of digital signature schemes al-
lowing compression, outlined at the end of Section 3.4.1.

3.4.4 Security Analysis

Theorem 3.2 shows that if the primitives used in the scheme constructed
in Section 3.4.3 are secure, the scheme is secure in the sense of Defini-
tion 3.1. We show this by arguing that an adversary for our scheme can
be used to construct an adversary for at least one of the primitives.

Theorem 3.2

Under the assumption that

• H comes from a family of cryptographic secure hash functions,

• DS= (KeyGenDS,SignDS,VerifyDS) is an existentially unforgeable
standard signature scheme,

CS= (KeyGen,Sign,Compress,Verify) constructed as described above,
is an existentially unforgeable signature scheme allowing image com-
pression.

Proof. Assume that A is a probabilistic polynomial time adversary
against the unforgeability of CS, as defined in Definition 3.1. We show
that the probability of A being successful is negligible. Let (i∗,s∗) be the
outputA, with s∗ = (SignDSsk (hroot), {h

i,j,c
k }), i.e., s∗ consists of the standard

signature for hroot of i∗, and the (possibly empty) set of relevant nodes
from the chains of hashes, indexed by i, j,c, where i, j specifies a DCT
basis element, and c specifies if it is from the luminance or the color
quantization table.

Consider first the case where hroot of i∗ (which can be found using i∗

and {hi,j,ck }) is different from hroot of each of the Q images i1, . . . , iQ that
were A’s queries to the signing oracle. In this case, (hroot,s∗) is a forgery
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against DS, and since DS is assumed existentially unforgeable, this can
happen with at most negligible probability ϵDS.

For the other case, let î denote the image queried to the signing oracle
such that hroot of î is the same as hroot of i∗. In the following, we will
use ĥ to indicate that a hash is generated from î, and just h for values
generated from i∗. With this notation, we are considering the case where
ĥroot = hroot. We now compare each of the 128 hash values (end nodes)
that were used to generate ĥroot and hroot. That is, for i, j ∈ {0, . . . ,7} and
c ∈ {Y,Cb/Cr}, we compare ĥ

i,j,c
Bi,j

and h
i,j,c
Bi,j

. If ĥ
i,j,c
Bi,j

and h
i,j,c
Bi,j

differ in at
least one location i, j,c, we have found a collision for H .

If ĥ
i,j,c
Bi,j

and h
i,j,c
Bi,j

are the same at every location, we now go one step
further down, and look at each chain of hashes. That is, for each location
i, j,c, we consider now ĥk and hk for k ∈ {0, . . . ,7} (as illustrated on Fig-
ure 17). There must be at least one location i, j,c,k where the bits from
the image used to calculate ĥk are different from the bits from i∗ used to
generate hk . To see this, observe that if not, one could obtain i∗ from î by
compressing î with suitable values in the quantization tables (the values
being the ones that truncate the chains of hashes for î to the length of
the chains of hashes for i∗, possibly 1 if no compression was performed).
If ĥk = hk , this is clearly a collision for H . On the other hand, if ĥk , hk ,
consider instead ĥk+1 and hk+1. If ĥk+1 = hk+1, we have instead found a
collision here, since

H(ĥk ∥ · · · ) = ĥk+1 = hk+1 = H(hk ∥ · · · ), (16)

where · · · indicates that the relevant bits from the images are inserted.
Alternatively, we have ĥk+1 , hk+1, in which case and continue on to con-
sider the next nodes in the chain. Since the end nodes of the chains are
the same, i.e., ĥBi,j

= hBi,j
, we are guaranteed that the nodes will eventu-

ally be the same, and hence we are guaranteed that we find a collision
for H . In all cases where we did not find a signature forgery, we have in-
stead found a collision for H . Since H is assumed to come from a family
of cryptographic secure hash functions, this happens with at most negli-
gible probability ϵH .

It follows that the probability ofA being successful is at most ϵDS+ϵH ,
which is negligible.

3.4.5 Performance Analysis

From the construction of our signature scheme, it is immediate that the
signature size is bounded by a constant, depending only on the size of the
output of the hash function used and the size of the underlying standard
digital signature scheme, see Corollary 3.3. For a hash function with a
256 bit output (for example, the widely used SHA3-256), the scheme has
a signature size of at most 128 · 256 = 32,768 bits or 4 kB on top of the
standard digital signature. Section 3.6 includes suggestions for making
the signature smaller.
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Table 4: Upper bounds on the performance of our construction of a sig-
nature scheme allowing image compression, assuming it is con-
structed with a hash function with output size |H | and a standard
digital signature scheme DS with signature size |S |.

Computation Time Signature Size

Key generation Same as KeyGenDS —

Signing 1025 hashes and |S |
time of SignDS

Compression 1025 hashes 128|H |+ |S |
Verification 1025 hashes and —

time of VerifyDS

Corollary 3.3

If H is a hash function with output size |H | and DS is a standard digital
signature scheme with signature size |S |, the scheme CS constructed as
described above, has signature size |S | for uncompressed images and
signature size

128 · |H |+ |S | (17)

for compressed images.

Proof. For an uncompressed image, the signature for the image consists
of the standard digital signature for hroot. For a compressed image, the
signature consists of the standard digital signature for hroot and (at most)
one node from each of the 128 chains of hashes, see Figure 18.

In terms of computation requirements, it follows from the construction
of the signature scheme that key generation, signing, and verification re-
quire one key generation, signing, or verification from the standard dig-
ital signature scheme. Additionally, for signing, compression, and verifi-
cation, it is necessary to compute hroot. Doing so requires computing each
of the 128 chains of hashes, each of which requires computing (up to) 8
hashes, plus a final hash to obtain hroot. When the image is compressed,
verification requires computing fewer than 8 hashes per chain. In total,
computing hroot therefore requires up to

128 · 8+ 1 = 1025 (18)

hash function evaluations. Table 4 summarizes the performance of our
scheme, in terms of the size of the signature before and after compression,
and computation required by each of the four algorithms.

To provide some context, Figure 19 shows the ratio between the size of
an image signed with our signature and the size of an image that is not
signed, and also the ratio between the size of an image signed with our
signature and directly signing it with a standard digital signature (and
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hence having to provide the entire image, all the time). For this compari-
son we consider an image size of 2 megabytes, a hash function with 256
bit output and a standard digital signature scheme with signature size
512 bits. These parameters correspond to using our scheme with SHA3-
256 and EdDSA using the Ed25519 curve, both of which are currently
thought to be secure, and widely used [Dwo15; CMRR23]. Choosing
these parameters result in a signature size of 128·256+512 = 33,280 bits,
or 32.5 kb, for our scheme. Figure 19 illustrates that, for these parameters,
using our signature scheme adds just under 4% overhead when images
are compressed down to 5% of their original size. Replacing EdDSA with
a post-quantum signature scheme (and thus making our scheme post-
quantum secure), increases the overhead of our scheme, but does not
fundamentally change the figure. For example, using the post-quantum
signature scheme Dilithium in the form suggested by NIST [Nat24a],
changes the signature size to be between 2420 and 4595 bytes, rather
than 512 bits. Even in the 4595 bytes case, the overhead is only just over
8%, when images are compressed down to 5% of their original size. In
this case, our scheme has signature size 128 ·256+36,760 = 69,528 bits,
or just under 8.5 kB. Finally, Figure 19 also illustrates that, rather obvi-
ously, our scheme performs drastically better than just signing the hash
of the image directly, since in this case the entire image has to be pro-
vided to verify the signature, and thus no compression can be done.

3.5 visual evaluation

An essential question to ask about a construction that modifies how JPEG
compression is performed is how it impacts the image quality. In order
to evaluate this, we used the IJG implementation [The22] with both the
standard quantization tables and quantization tables that contained only
powers of two (as in our construction and [JWL11]). For any fixed im-
age, we chose the quantization tables with powers of two to be the tables
giving the size closest to the size obtained with standard quantization ta-
bles. For our construction, we found the tables in the following way. First,
a function r rounding a value v to either the closest smaller or the closest
larger power of two is defined. Rather than just rounding v to the closest
value, the function takes an additional parameter q ∈ [0,1], which de-
fines where the cutoff between rounding down and rounding up is. The
function is defined as:

r(v,q) =

2⌈log(v)⌉ if v > (1+ q) · 2⌊logv⌋

2⌊logv⌋ otherwise.
(19)

This allows us to tweak q in order to get the size of the image compressed
with the generated quantization table as close to the size of the image
compressed with the standard quantization tables as possible. For a given
quality factor p (and hence a pair of standard quantization tables), we
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Figure 19: Relative size of an image and signature from our scheme (im-
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For this comparison, we consider an image with an uncom-
pressed size of 2 megabytes, a hash function with output size
256 bits, a standard digital signature scheme with signature
size 512 bits, and a post-quantum digital signature scheme
with signature size 36760 bits.
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perform a binary search to find the value of q that gives the closest com-
pressed image size. As an example, using the image in Figure 20a and
quality factor p = 50, we obtain the following luminance quantization
table from the luminance quantization table in Equation (12):

Q =



16 8 8 16 16 32 64 64

8 8 16 16 32 64 64 64

16 16 16 16 32 64 64 64

16 16 16 32 64 64 64 64

16 16 32 64 64 128 128 64

16 32 64 64 64 128 128 64

64 64 64 64 128 128 128 128

64 64 64 128 128 128 128 128



. (20)

Having found the different quantization tables, we compress the image
with both the standard quantization tables, with our modified quantiza-
tion tables, and with quantization tables consisting of only one power of
two, i.e., giving images that visually match the ones obtained by the ap-
proach suggested in [JWL11]. For [JWL11], we manually found the power
of two resulting in a compressed image of size closest to the standard
quantization tables.

Purely ocular evaluation by the author and colleagues could not reli-
ably tell the compressed images apart, see Figure 20. In order to evalu-
ate the similarity of the produced images, we instead use the following
four similarity measures to compare compressions of all the images in
[PLZ+09] to the uncompressed reference images.

• MultiScale Structural SIMilarity (MS-SSIM): Image quality as-
sessment measure intended to match the human perception
by moving from a pixel comparison to a structure compari-
son [WSB03].

• Feature SIMilarity (FSIM): Image quality assessment measure in-
tended to match the human perception by using that humans un-
derstand pictures mainly by their low-level features. Newer and
claimed (by its authors) to be closer to human perception than MS-
SSIM [ZZMZ11b]. FSIMc is the color variant of FSIM.

• Mean Squared Error (MSE): Classical distance measure not match-
ing the human perception. Found by calculating the mean squared
distance between pixels in the images being compared, i.e., when
comparing images I1 and I2, both of size M ×N , we have

MSE(I1, I2) =
1

M ·N

∑
1≤m≤M
1≤n≤N

(I1(m,n)− I2(m,n))2 . (21)

• Peak Signal Noise Ratio (PSNR): Classical distance measure not
matching the human perception. Derived from the MSE, and taking
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(a) (b)

(c) (d)

Figure 20: An image from the TID2008 database [PLZ+09]. In 20a un-
compressed, in 20b compressed using the default Q50 quanti-
zation tables, in 20c using the approach suggested in [JWL11],
and in 20d using our approach.

into account the maximal dynamic range of the image. In the same
setting as above, and with R being the maximal dynamic range of
I1 and I2 (so 255 for 8-bit images), we have

PSNR(I1, I2) = 10 · log10

(
R2

MSE(I1, I2)

)
. (22)

The procedure described above was implemented in a Matlab script,
with calls to the IJG compression implementation [The22]. Functions for
calculating MS-SSIM, MSE, and PSNR are provided by Matlab as mul-

tissim, imse, and psnr. A Matlab script for calculating FSIM was pub-
lished as auxiliary material for the article [ZZMZ11b; ZZMZ11a]. Our
full code and additional material such as the reference images and com-
pressed variants can be found on author’s homepage.5

In Table 5, we consider different quality factors (p = 25, p = 50, and
p = 80, as described in Section 3.3.2), and compare the average of the
images compressed with the standard quantization table with the com-
pressed image obtain from our scheme, and with two images compressed
with quantization tables with just one power of two in all entries, as

5 https://serfurth.dk/research/archive/

https://serfurth.dk/research/archive/
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Table 5: Average results for compressions of the test images from
[PLZ+09] compared to the uncompressed images. We started
from 3 different quality factors for the unmodified compression
(25, 50, and 80), and for each of these we derived the quantiza-
tion table with only powers of two giving the closest size. For
the approach suggested in [JWL11], we include both the closest
smaller and the closest larger variant (the value in the quantiza-
tion tables is indicated in parentheses).

Size MS-SSIM FSIMc MSE PSNR

Q
F2

5

Our tables 16.0 kB 0.960 0.978 77.526 29.749

Unmodified 15.1 kB 0.959 0.978 78.900 29.655

[JWL11] (64) 10.4 kB 0.914 0.936 109.016 28.021

[JWL11] (32) 20.5 kB 0.961 0.976 46.071 31.706

Q
F5

0

Our tables 25.4 kB 0.979 0.991 45.831 32.008

Unmodified 24.4 kB 0.979 0.991 45.910 31.988

[JWL11] (32) 20.5 kB 0.961 0.976 46.071 31.706

[JWL11] (16) 36.5 kB 0.983 0.992 18.451 35.605

Q
F8

0

Our tables 43.9 kB 0.990 0.997 20.256 35.402

Unmodified 43.4 kB 0.991 0.997 20.432 35.364

[JWL11] (16) 36.5 kB 0.983 0.992 18.451 35.605

[JWL11] (8) 60.4 kB 0.993 0.997 7.532 39.439

suggest in [JWL11]. We include two images compressed as suggested
in [JWL11], since this approach allows so little granularity in the quan-
tization tables that it is often hard to get the compressed size even close
to the images compressed with the standard quantization tables. This
also demonstrates one of the major issues with the approach suggested
in [JWL11]; it only allows 8 different quantization tables, leading to very
low granularity. Additionally, as can be seen in Table 5, even when we
choose the quantization tables to be the ones resulting in a substantially
larger file, the FSIMc score is comparable. Presumably, this is due to
all entries in the quantization table having the same value. Thus, this
approach does not use the human bias towards noticing low frequency
changes.

Comparing the results of the unmodified compression and our com-
pression, Table 5 shows that we can get very close to the the same size
and image quality assessment scores (MS-SSIM and FSIMc). In fact, our
compression obtain the same FSIMc score as the unmodified, and the
MS-SSIM is 0.001 better in one case, and 0.001 worse in one case. This
implies that the visual degradation of using our compression is compa-
rable to visual degradation from using the default scheme. The MSE and
PSNR values are also similar, but the differences are slightly larger.
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We also tested the Lenna test image and images from [AG13] and
[Web]. All show essentially the same results.

3.6 future work

This paper extends the theory of digital signatures for images that still
allow some form of compression. We present and analyze the first digital
signature scheme that is first and foremost designed with the goal of al-
lowing this. Additionally, we have suggested applications where this type
of digital signatures could help in a small way towards solving some ma-
jor societal issues. For these issues, additional work investigating if they
would actually help users in a real setting would be a natural next step.

So far, our procedure for generating quantization tables for our com-
pression, has been to fix an image compressed with standard quantiza-
tion tables, and then finding the tables giving our compressed image size
as close to first image as possible. This method is rather inefficient, be-
cause it requires many JPEG compressions, among other reasons. Instead
of this inefficient method, we suggest defining a new set of standard
quantization tables and a function for deriving quantization tables for
different quality factors, similar to how it is currently done, but with the
new standard and derived tables consisting of only powers of two. These
new standard quantization tables should be chosen to preserve the most
image quality over a large set of different images and different quality
factors, evaluated using both real-life tests with users and image quality
assessment measures like the ones used in Section 3.5.

One optimization that could be made to our construction itself, is that
chains of hashes that are always truncated by the same number of bits
could be combined into one, so that only one hash needs to be provided in
the signature for the compressed image. As an example, we refer back to
the standard luminance quantization table in Equation (12), in which we
see that the table has 14 in entries (1,2), (2,0), and (3,0), and hence the
chains of hashes corresponding to these entries will always be truncated
by the same amount in our construction. If new quantization tables con-
taining only powers of two are standardized, this optimization would be
particular effective, since these tables would necessarily have many iden-
tical values. Finally, an efficient prototype should be implemented, and
the efficiency of the prototype evaluated and compared to, for example,
state of the art of zero-knowledge based approaches [DB23].
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abstract Folding schemes are an exciting new primitive, transform-
ing the task of performing multiple zero-knowledge proofs of knowledge
for a relation into performing just one zero-knowledge proof, for the
same relation, and a number of cheap inclusion-proofs. Recently, fold-
ing schemes have been used to amortize the cost associated with prov-
ing different statements to multiple distinct verifiers, which has various
applications. We observe that for these uses, leaking information about
the statements folded together can be problematic, yet this happens with
previous constructions. Towards resolving this issue, we give a natural
definition of privacy preserving folding schemes, and what security they
should offer. To construct privacy preserving folding schemes, we first de-
fine statement hiders, a primitive which might be of independent interest.
In a nutshell, a statement hider hides an instance of a relation as a new in-
stance in the same relation. The new instance is in the relation if and only
if the initial instance is. With this building block, we can utilize exist-
ing folding schemes to construct a privacy preserving folding scheme, by
first hiding each of the statements. Folding schemes allow verifying that
a statement was folded into another statement, while statement hiders
allow verifying that a statement was hidden as another statement.

4.1 introduction

Suppose that N clients outsource some computations to an untrusted
server. This server does the computation (possibly with some additional
secret data or a proprietary algorithm) and then wishes to prove to the
clients that each of their computations was done correctly. One way this
could be done is that for each of the N clients, the server provides a
(non-interactive) zero-knowledge proof that the client’s computation was
done correctly. However, this requires doing N (potentially expensive)
proofs, one for each of the clients. A folding scheme [KST22] allows the
server to combine the N statements into just one statement of the same
size as the initial statements. Additionally, the folding scheme produces
a folding proof, which proves that all the statements were folded into the
final statement. Thus, the server can prove just the final statement, and
distribute the non-interactive zero-knowledge proof of it being correct
together with the folding proof to the clients, and all of them should be
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convinced that their computations were done correctly. We refer to the
server as the prover and to each client as a verifier.

To be more specific, a folding scheme for an NP-language L with rela-
tion

R= {(x,w) | w is a proof that x ∈ L}, (23)

can combine instances (xi ,wi) ∈ R for 1 ≤ i ≤N into one instance (x,w) ∈
R. Intuitively, (x,w) is in R if and only if (xi ,wi) is in R for 1 ≤ i ≤ N .
Additionally, a folding scheme produces a folding proof π, that can be
used to verify that x was produced by folding the xi ’s, even though the
verifiers do not necessarily learn w or any of the wi ’s.

The folding proof proves that all the statements have been folded into
the final statement, and hence, its size is generally Ω(N ). There are two
issues with this: (1) Sending a size Ω(N ) folding proof to every verifier
is wasteful, if each party only needs to verify that their statement was
folded into the final statement. (2) Verifying a folding proof requires
knowledge of all statements folded into the final statement, which in
a multi-verifier setting has obvious privacy concerns. The first issue has
led to the development of folding schemes with selective verification [RZ23].
These folding schemes support generating separate proofs of folding for
each of the N statements folded together. Each proof of folding πi should
be of size o(N ), and need only prove that xi was folded into the final
statement.

However, the folding schemes with selective verification from [RZ23]
do not resolve the second issue. Specifically, any folding proof for a spe-
cific statement includes either the statement before or the statement af-
ter that specific statement. Since each proof of folding is only required
to prove that the corresponding statement was folded into the final state-
ment, it is natural to require the proof of folding to preserve the privacy
of all other statements, ensuring that no verifier learns anything about
the other verifiers’ statements.

In this work, we introduce folding schemes with privacy preserving selec-
tive verification, which resolves both issues (1) and (2). Privacy preserving
should be understood as meaning that if a verifier’s statement is folded
together with other statements, and selective folding proofs are gener-
ated and distributed by the prover, other verifiers might learn that the
statement is in the language (since the final statement is proven to be in
the language), but they will have no idea which statement in the language
it is. In practice, we work with an indistinguishability notion, where an
adversary chooses two distinct indices i and ℓ and the entire input to the
folding scheme, including two potential inputs for the i’th spot. One of
the potential i’th inputs is then chosen at random, folding and proof gen-
eration is done, and the adversary is then given the statement obtained
by folding, and the selective proof of folding for input ℓ. Finally, the ad-
versary has to guess which of the statements was used as the i’th input.
We say that the folding scheme is privacy preserving, if no adversary
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guesses correctly with probability more than 1/2 + negl(λ), where λ is
the security parameter.

Toward constructing folding schemes with privacy preserving selec-
tive verification, we define a new primitive, which we call an NP-
statement hider. This primitive is used by the prover, hiding one instance,
(x,w), as another instance, (x′,w′), and producing a certificate for verify-
ing that x′ is hiding x. Using an NP-statement hider and a folding scheme
with selective verification as building blocks, we present a generic con-
struction of a folding scheme with privacy preserving selective verifica-
tion, and show that it satisfies our definition of being privacy preserving.
Thus, to extend a folding scheme with selective verification to one with
privacy preserving selective verification, it is sufficient to construct a cor-
responding NP-statement hider. To facilitate this, we present a generic
construction of an NP-statement hider, utilizing a folding scheme (which
is not required to be privacy preserving). Essentially, the NP-statement
hider works by folding the statement to be hidden with a randomly sam-
pled statement. There is evidence that not all folding schemes will al-
low the required random sampling, but we demonstrate that there is
one based on an NP-hard problem that does. Security of the constructed
NP-statement hider follows from the security of the underlying folding
scheme, and an additional property, which is essentially that an instance
hiding one instance is equally likely to hide any other instance. Having
this property results in information theoretically hiding NP-statement
hiders. We informally state our results in the following theorem.

Theorem 4.1 Combining Theorems 4.10 and 4.12.
Let L be a language with relation R. If there is a folding scheme for L,
R supports efficient sampling of instances, and for any three instances
(x1,v1), (x2,v2), (x,v) ∈ R there are as many instances that fold (x1,v1)

into (x,v) as there are instances folding (x2,v2) into (x,v), then there
is a folding scheme with privacy preserving selective verification for
L.

We apply our constructions to some example folding schemes for al-
gebraic NP-languages. As a warm-up problem, we consider the language
Inner Product Relation of Committed Values [BCC+16; RZ23]. Then we con-
sider the language Committed Relaxed R1CS [KST22], which is also the
original language used for folding schemes. We show that both these lan-
guages satisfy the conditions of Theorem 4.1.

4.1.1 Organization of paper

In Section 4.1.2 we review related work and in Section 4.1.3 we consider
possible applications for our work. We review folding schemes in Sec-
tions 4.2 and 4.2.1, and folding scheme with selective verification in Sec-
tion 4.2.2. After this, we define privacy preserving selective verification
in Section 4.3 and NP-statement hiders in Section 4.3.1. We construct
a privacy preserving folding scheme using an NP-statement hider in a
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black-box fashion in Section 4.3.2, and a NP-statement hider using a fold-
ing scheme in Section 4.3.3. Finally, in Section 4.4, we apply our construc-
tions to two concrete languages.

4.1.2 Related Work

Folding schemes were introduced by Kothapalli, Setty, and Tzialla at
CRYPTO’22 [KST22], as a tool to realize incrementally verifiable com-
putation (IVC) [Val08]. IVC, as the name hints, is a method to do com-
putations, such that the correctness of the entire computation can be
verified by checking each increment of the computation. Historically,
IVC has been constructed using recursive succinct non-interactive argu-
ments of knowledge (SNARKs) to prove that each increment was computed
correctly. More recently, accumulators have been developed [BGH19;
BCMS20; BDFG21; BCL+21]. Rather than verifying a SNARK at every in-
crement, an accumulator based scheme allows the SNARK check to be ac-
cumulated into the checks from previous increments. At a later time, all
steps can be verified by checking a single SNARK, and that the accumula-
tions has been performed correctly at each step. This can be significantly
more efficient than checking a SNARK for each step, and communicat-
ing the single SNARK and the folding proof requires less communica-
tion than communicating a SNARK for each step. The most efficient type
of accumulation schemes are folding schemes [NDC+24], and allow one
to combine the proofs that each step was computed correctly into one
single proof of the same size. Folding schemes yield IVC constructions
where the recursive proof that folding (accumulation) was done correctly
at each step is dominated by two elliptic curve scalar multiplications, and
where the only needed assumption is the discrete logarithm assumption
in the random oracle model [KST22]. Nova [KST22] introduced the no-
tion of folding schemes. Since then, folding schemes have attracted much
interest for IVC, leading to the development of many folding schemes, for
example SuperNova/HyperNova [KS22; KS24a], Protostar [BC23a], Lat-
ticeFold [BC24], and Mangrove [NDC+24].

Recently, the Reductions of Knowledge framework [KP23; Kot24] was in-
troduced by Kothapalli, one of the authors introducing folding schemes,
and Parno. Reductions of knowledge generalizes many flavors of argu-
ments of knowledge, including folding schemes. Generally, a reduction
of knowledge reduces checking knowledge of a witness for a statement
from one relation, to checking knowledge of a witness for a statement
from another (usually simpler) relation. In this framework, a 2-folding
scheme for a relation R, is a reduction from R × R to R. Specifically,
knowing witnesses (w1,w2) to the instance ((x1,w1), (x2,x2)) ∈ R×R is
reduced to knowing witness w to instance (x,w) ∈ R. While reductions
of knowledge do not have folding proofs like folding schemes do, they
instead have a requirement that the reduction is publicly reducible: given
the initial statement(s) and the transcript, any party can reconstruct the
final statement. We note that for the folding schemes we consider, the
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proof of folding is the first message from the prover, and checking it is
exactly reconstructing the final statement.

Ràfols and Zacharakis [RZ23] considers a novel use of folding schemes,
by modifying them to allow selective verification. Whereas the original ver-
sion of folding schemes only considers a single verifier verifying all the
proofs, and therefore only support verifying that all the statements are
folded into the final statement, folding schemes with selective verifica-
tion instead consider multiple verifiers, where each verifier only needs
to verify that a subset of the statements are folded into the final state-
ment. Folding schemes with selective verification supports this by gener-
ating separate folding proofs for each statement, where each proof only
verifies that the matching statement is folded into the final statement. A
standard requirement is that each of these proofs should have size sub-
linear in the total number of statements. Folding schemes with selective
verification, are particularly useful in situations where folding proofs are
not used as part of incrementally verifiable computations, but rather for
verification of delegated computations. Specifically, if many clients out-
source their distinct-but-similar computations to a server, and the server
has to prove to the clients that it performed the correct computations, it
might be more efficient to fold all the proofs into one, rather than sepa-
rately proving to each client that their computation was done correctly.
In this case, rather than sending every client the full folding proof (and
all other statements that are folded), the server can send each client only
the proof that their statement was folded into the statement that was
proven.

Related to folding schemes with selective verification, and hence
also to our work, the polynomial commitment scheme, hbPolyCommit,
from [YLF+22] uses a Merkle tree structure to amortize the cost of
batch processing multiple inner-product arguments, each correspond-
ing to multiple verifiers. The commitment scheme uses the Merkle tree
when combining multiple protocol transcripts to produce a challenge.
The Merkle tree structure allows each party to verify that their transcript
was considered, at a cost that is logarithmic in the number of transcripts.
Folding schemes with selective verification differs by considering aggre-
gation of multiple statements into one that is then proved, rather than
aggregating multiple proofs together. Similar batch processing of a poly-
nomial commitment scheme is considered in [ZXH+22], but again their
work focuses on modifying the proving process, rather than folding state-
ments together.

4.1.3 Applications

Folding schemes were initially developed for incrementally verifiable
computing, but have since then had multiple other applications. We de-
scribe three applications, where folding schemes with privacy preserving
selective verification might be useful.
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One application, suggested in [RZ23], is for verification in computation
as a service. Consider a case where many clients (verifiers) delegate sim-
ilar computations on different inputs to a server (prover). In a trustless
setting where interaction is very expensive or impossible, a standard so-
lution is for the prover to use SNARKs to convince the verifiers, that their
computations have been performed correctly. The application of folding
schemes is straightforward: it amortizes the cost of proving a statement
out over all the verifiers’ computations, rather than having to prove a
statement for each client. Selective verification reduces the communica-
tion to each verifier; they need only verify the correctness of their own
computations. Privacy preserving selective verification additionally guar-
antees that the folding proofs do not leak information about other veri-
fiers’ computations.

A second application suggested in [RZ23], uses folding proofs with se-
lective verification to share a verifiable database. In a verifiable database,
clients (verifiers) outsource a database to a server (prover) in a trust-
less setting. Typically, the verifiers only store a short digest of the
database, which allows querying and modifying the database. Viewing
the database as a vector, the digest is a homomorphic vector commit-
ment [CF13; CNR+22], querying is simply opening the commitment at
a specific location, and modifying is subtracting the original value from
the commitment and adding the new one. Rather than opening a com-
mitment for every query, the prover might batch up multiple proofs of
opening, fold them together, and then send the SNARK for the folded
statement to each verifier with a query in the batch. Again, privacy pre-
serving selective verification both reduces the communication to each ver-
ifier and also guarantees that each verifier does not learn what data the
other verifiers queried. Privacy preservation would be particularly im-
portant in a setting where verifiers might have different privileges, and
hence be allowed to access different parts of the database.

Finally, a third application relates to mitigating the effects of fake news.
While the traditional approach, has been to attempt to flag fake news
as such, there has recently been a move towards also flagging authentic
content as such. For images, the Adobe lead C2PA initiative [C2P], is cur-
rently starting to gain broader adaptation, with both Google and OpenAI
having recently joined C2PA. Roughly, the solution proposed by C2PA
is to have cameras sign images when they are captured, and then have
C2PA compatible programs sign that the edits done to the image are le-
gitimate. When viewing the image, the last signature can be verified, and,
ideally, a chain of trust guarantees the authenticity of the image. How-
ever, C2PA’s approach requires trusting the tools used to edit the image.
One approach for resolving this issue, is to use image specific signatures
allowing some modifications to be made to the image. However, these sig-
natures come with significant drawbacks, such as supporting only a very
limited number of transformations [Erf24], having significant space over-
heads [JWL11], or only working with rarely used image formats [ZSL04].
Another common approach, is to use zero-knowledge SNARKs to prove
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that only certain edits have been applied to an image [NT16]. While this
approach is more versatile in which edits it allows, imposes minimal
space overhead, and allows efficient verification, it comes with a signifi-
cant performance costs to the prover. Even the most recent construction
takes time on the order of a few minutes to an hour, to generate proofs
for a single image [DCB25; MVVZ25]. Here, folding proofs with privacy
preserving selective verification could be used to combine the proofs cor-
responding to many images together, potentially amortizing the cost of
proving over many images. For example, suppose that a large (untrusted)
social media wishes to support the C2PA approach, but still needs to com-
press the images uploaded to their platform. Rather than separately prov-
ing that each image was compressed by them, they could fold the proofs
of many images uploaded in a small time-slot together, using a folding
scheme. Selective verification would be sensible, since most likely a user
only needs to verify one image at a time. Privacy preservation would be a
necessity, since images that are not posted publicly (for example images
sent in a private chat) should stay private.

We note that very recently, folding schemes have actually been used
to reduce the computation needed to generate a proof that only certain
edits have been applied to an image [DEH25]. However, they focus on
improving the costs associated with one image, whereas folding schemes
with privacy preserving selective verification could be used to amortize
this cost out over many images.

4.1.4 Notation

Generally, we denote single elements a using lowercase normal weight
letters, vectors a using lowercase bold letters, and matrices A using up-
percase normal weight letters. For tuples, we will occasionally be using
notation of the form (x,y,z = (a,b)). This should be understood as the
tuple (x,y,z) where z = (a,b). Similarly, {yi = (ai ,bi)}1≤i≤n should be
understood as the set {yi}1≤i≤n where each yi = (ai ,bi). For arrows, we
use x ←$ X to denote that x is sampled uniformly from the set X, and
x← A(y) to denote that the output of algorithm A on input y is x.

We use additive group notation for cyclic groups, and let gk← G(1λ)

be the description of a group G over a field F sampled by a group gener-
ation algorithm. A description of a group is gk = (G,P ,p), where G is a
finite cyclic group of prime order p and P is a generator of G. For P fixed,
we denote with [x] the element xP , and let this notation extend naturally
to vectors [v] ∈Gn.

4.2 folding schemes

In this section we recall the definition of folding schemes [KST22] and
folding schemes with selective verification [RZ23].

As mentioned in the introduction, folding schemes are schemes that
allow folding two (or more) NP-statements from a language L into one
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statement from L, crucially of the same size. Intuitively, a statement pro-
duced by folding two or more statements, is in L if and only if all the in-
dividual statements are in L. We begin with an informal description of 2-
folding schemes, before moving on to a definition of N -folding schemes.
Given an NP-language L and a corresponding relation

R=
{
(x,w) | w is a witness for x ∈ L

}
, (24)

a folding scheme allows efficiently reducing two instances
(x1,w1), (x2,w2) to one instance (x,w). We say that x is obtained by
folding x1 and x2. The folding scheme is also required to output a folding
proof π that x is the result of folding x1 and x2. This proof, together with
x,x1 and x2, should be a convincing proof that x was formed by folding
x1 and x2. Similar to standard proofs/arguments of knowledge, folding
schemes should essentially have the following properties:

• Completeness: If y1 = (x1,w1) ∈ R and y2 = (x2,w2) ∈ R, and fold-
ing y1 and y2 gives y = (x,w), then (x,w) ∈ R. Additionally, the
folding proof π is accepted.

• Knowledge soundness: If (x,w) is the result of folding (x1,w1) and
(x2,w2), and w is a witness that x ∈ L, then wi is a witness that xi ∈ L
for i ∈ {1,2}.

Following the definition of [RZ23], we formally define N -folding
schemes as follows.

Definition 4.2 N -Folding Scheme.
For security parameter λ ∈ N, NP-language Lp parameterized bya

p ← p(λ), Rp the relation for Lp, and N = poly(λ), an N -folding
scheme FS for the language family

{
Lp

}
p←p(λ)

is a tuple of algorithms

(Fold,FoldVerify) which for n ≤N operates as follows.

• (x,w,π) ← Fold(p, (x1,w1), . . . , (xn,wn)). On input parameters p,
and n instances (xi ,wi) ∈ Rp, Fold outputs an instance (x,w) from
Rp and a folding proof π.

• 0/1 ← FoldVerify(p,x1, . . . ,xn,x,π). On input parameters p, n +

1 statements x1, . . . ,xn and x, and a folding proof π, FoldVerify
outputs 1 if x is the output of folding x1, . . . ,xn, and 0 otherwise.

Additionally, FS must satisfy the following properties:

• Completeness: For all adversaries A

Pr

 {yi}1≤i≤n ⊆Rp ∧
((x,w) <Rp ∨ b = 0)

∣∣∣∣∣∣∣∣∣∣
{yi = (xi ,wi)}1≤i≤n←A(p)
(x,w,π)← Fold(p,y1, . . . ,yn)

b← FoldVerify(p,x1, . . . ,xn,x,π)


≤ negl(λ).

(25)

Note that we allow A to be computationally unbounded.
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• Knowledge soundness: There exists a probabilistic polynomial
time (PPT) extractor Ext, such that for all PPT adversaries A

Pr

 (x,w) <Rp ∨ b = 0 ∨
{(xi ,wi)}1≤i≤n ⊆Rp

∣∣∣∣∣∣∣∣∣∣
({xi}1≤i≤n,x,w,π)←A(p)

b← FoldVerify(p,x1, . . . ,xn,x,π)

{wi}1≤i≤n← ExtA(p)


≥ 1−negl(λ).

(26)

a Here we abuse notation. When writing p(λ) we refer to a (randomized and polynomial
time) algorithm that on input the security parameter outputs parameter p.

4.2.1 Bootstrapping from 2-folding to N -folding

Generally, folding schemes are constructed as 2-folding schemes, and
then turned into N -folding schemes by recursive invocations. Let FS =

(Fold,FoldVerify) be any 2-folding scheme for a language Lp with rela-
tion Rp. As an example, we construct a 3-folding scheme. Given 3 in-
stances (xi ,wi) ∈ R, we fold the three instances into one by first folding
two instances into one, and then folding this new instance and the third
instance to obtain one final instance:

(x′,w′,π′)←Fold(p, (x1,w1), (x2,w2)), (27)

(x,w,π′′)←Fold(p, (x′,w′), (x3,w3)). (28)

Now the fold of all three instances is (x,w,π = (π′,π′′)). Observe that
the folding proof of the 3-folding scheme consists of the folding proofs
from both applications of FS.

The essential property making this construction possible, is that the
statement generated by a folding scheme is in the same language and of
the same size as the original statements. Thus, any 2-folding scheme can
immediately be applied in a bootstrap-like way to create an N -folding
scheme for N = poly(λ). This can be done in many ways, i.e., by chain-
ing the statements together one after the other, or by creating a Merkle
tree-like [Mer80; Mer89] structure, see Figures 21a and 21b. Regardless
of which approach is used, the folding proof from the N -folding scheme
is the accumulated folding proofs from the applications of the 2-folding
scheme. Completeness of the N - folding scheme follows immediately
from the construction, and observing that an adversary only has a negli-
gible chance of cheating at each step and there are a polynomial number
of folds,1 since N = poly(λ). Knowledge soundness takes more care, but
essentially one can construct an extractor by recursively using the extrac-
tor for the scheme being bootstrapped. This method results in quasilinear
overhead over the extractor for the 2-folding scheme, and once again the
probability of extracting valid witnesses is polynomially related to the
probability of the extractor for the 2-folding scheme extracting valid wit-
nesses. In [RZ23], the authors give more details on bootstrapping with

1 Both constructions use exactly N − 1 folds. The Merkle tree approach has an advantage
in that it can naturally be parallelized, both when folding and when verifying
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Figure 21: The chaining and Merkle tree approaches to folding n in-
stances (xi ,wi) into one instance (x,w), using n − 1 applica-
tions of the 2-folding scheme FS= (Fold,FoldVerify).

a Merkle tree-like structure, and show that the bootstrapped N -folding
scheme is both complete and has knowledge soundness.

4.2.2 Selective Verification

The folding scheme verification algorithm from Definition 4.2, takes as
input all the folded statements. However, when the number of folded
statements is large, this can be very costly if one only wishes to confirm
that a single statement xi was folded into the proven statement x. To solve
this issue, [RZ23] introduces folding schemes with selective verification.
Rather than having one folding proof π that verifies that all N statements
x1, . . . ,xN were folded into one statement x, they have N proofs π1, . . . ,πN .
For each i ∈ {1, . . . ,N }, the i’th proof πi together with xi and x proves that
xi was folded into x. Note that the size of the proofs should be sublinear
in N , since otherwise one could just set πi = (π,x1, . . . ,xi−1,xi+1, . . . ,xN ).
Formally, a folding scheme with selective verification is defined as fol-
lows.

Definition 4.3 Folding Scheme with Selective Verification.
For security parameter λ ∈ N, NP-language Lp parameterized by
p← p(λ), Rp the relation for Lp, N = poly(λ), an N -folding scheme
FS = (Fold,FoldVerify) for the language family

{
Lp

}
p←p(λ)

, has selec-

tive verification, if there is a tuple of algorithms (SlctProve,SlctVerify)
which for n ≤N operates as follows.
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• (π1, . . . ,πn) ← SlctProve(p,x1, . . . ,xn,x,π). On input parameters
p, n+1 statements x1, . . . ,xn and x, and folding proof π, SlctProve
outputs proofs π1, . . . ,πn.

• 0/1 ← SlctVerify(p,x, i,xi ,πi). On input parameters p, state-
ments x and xi , integer i ∈ {1, . . . ,n}, and folding proof πi ,
SlctVerify outputs 1 if xi is folded into x.

Additionally, the following properties must be satisfied.

• Selective completeness: For all adversaries A

Pr


{yi}1≤i≤n ⊆Rp

∧ (1 ≤ j ≤ n)

∧ b = 0

∣∣∣∣∣∣∣∣∣∣∣∣∣
({yi = (xi ,wi)}1≤i≤n, j)←A(p)
(x,w,π)← Fold(p,y1, . . . ,yn)

(π1, . . . ,πn)← SlctProve(p,x1, . . . ,xn,x,π)

b← SlctVerify(p,x, j,xj ,πj)


≤ negl(λ).

(29)

• Selective knowledge soundness: There exists a PPT extractor Ext
such that for all PPT adversaries A

Pr

 (x,w) <Rp ∨ b = 0∨
(xi ,wi) ∈ Rp

∣∣∣∣∣∣∣∣∣∣
(i,xi ,πi ,x,w)←A(p)

b← SlctVerify(p,x, i,xi ,πi)

wi ← ExtA(p)


≥ 1−negl(λ).

(30)

• Efficiency: The size of each πi is sublinear in n, i.e., |πi |= o(n).

Remark 4.4

A folding scheme can be equipped with selective verification as fol-
lows. First, the Merkle tree-like bootstrapping construction, illus-
trated in Figure 21b, is used to get an N -folding scheme from a 2-
folding scheme. Each πi consists of the folding proofs for the 2-folding
schemes used on the path between xi and x, together with the state-
ments these 2-folding schemes take as input, that are not already on
the path between xi and x.

For example, either xi−1 or xi+1 will be in πi , since one of these is
input to the 2-folding scheme taking xi as input. However, xi will not
be in πi , since it is on the path between xi and x.

When this approach is used to make a folding scheme satisfying Def-
inition 4.2 selectively verifiable, it follows relatively straightforwardly
that the bootstrapped construction satisfies Definition 4.3. Selective
completeness follows immediately from the construction, and selective
knowledge soundness from an argument similar to the argument for the
bootstrapped construction having knowledge soundness, except that one
now only need to follow one path from the root to xi . Once again, more
details can be found in [RZ23], where full algorithms for SlctProve and
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SlctVerify can also be found. For efficiency, it is easily observed that the
path between xi and x has length O(logn), and that each instance of the
2-folding scheme along the path results in 1 folding proof and requires
1 extra statement. Since both of these are constant sized with respect to
the number of statements folded together, the size of πi is O(logN ), and
hence sublinear in N . The notion of selective verification can be gener-
alized to folding proofs for subsets of {xi , . . . ,xN }. From the Merkle tree
literature [BELN23], it follows that in the case where one allows arbitrary
subsets of the xi , the number of additional statements one needs to pro-
vide might be linear in N , but if one requires the subset to be consecutive
statements, the number of additional statements is still guaranteed to be
logarithmic in N . However, one would still need to provide up to 2N − 1
folding proofs from the underlying 2-folding scheme.

4.3 privacy preserving selective verification

The original definition of folding schemes has no notion of a folding
scheme being “private”, which makes sense since knowledge of all xi ’s
folded into x is required to verify the folding proof for x. Thus, there
is in some sense nothing to be kept private, but the witnesses. However,
for folding schemes with selective verification it seems natural to define
privacy preserving selective verification, which, informally, extends Defini-
tion 4.3 with a guarantee that a folding proof πi for xi does not leak infor-
mation about xj for j , i. It can immediately be observed that the folding
scheme with selective verification described in Remark 4.4 is not privacy
preserving; any πi includes either xi−1 or xi+1. In this section, we first de-
fine folding schemes with privacy preserving selective verification, and then
discuss a general approach to making folding schemes with selective ver-
ification privacy preserving, using a generic mechanism for hiding NP
statements, which we formally define in Definition 4.6. This results in
Construction 4.7 and Theorem 4.10. It is possible to construct hiding
mechanisms for (some) NP-languages from folding schemes, which we
do in Construction 4.11 and Theorem 4.12. In Section 4.4, we give ex-
amples of folding schemes with privacy preserving selective verification,
using the mechanisms from this section.

At the core of our definition of a folding scheme being privacy preserv-
ing, is a notion of indistinguishability under chosen-message attack. In
our definition, we allow an adversary to choose an index j it wishes to
attack, an index ℓ , j for which it will get the proof πℓ, the (valid) inputs
(xi ,wi) for all indices i , j, and two (valid) potential inputs (x0

j ,w0
j ) and

(x1
j ,w1

j ) for j. For random b←$ {0,1}, folding is then done with (xbj ,wb
j ),

and the selective verification folding proofs are generated. Finally, the ad-
versary is given x and πℓ, and has to guess b. For simplicity, we use a pair
of algorithms as the adversary, but allow passing information from the
first algorithm to the second through a state s. A folding scheme has pri-
vacy preserving selective verification if the probability of any adversary
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guessing correctly is only negligibly better than 1
2 . We formally define

this in Definition 4.5.

Definition 4.5 Folding Schemes with Privacy Preserving Selective Veri-
fication.
For security parameter λ ∈N, NP-language Lp parameterized by p←
p(λ),Rp the relation forLp, N = poly(λ), an N -folding scheme with se-
lective verification FS = (Fold,FoldVerify,SlctProve,SlctVerify) for the
language family

{
Lp

}
p←p(λ)

, is said to be a folding scheme with privacy

preserving selective verification if for n ≤ N and all adversaries A con-
sisting of a pair of algorithms A= (A1,A2),

Pr



{yi}1≤i≤n
i,j
⊆Rp ∧

{(x0
j ,w0

j ), (x
1
j ,w1

j )} ⊆ Rp

∧ ℓ , j ∧ b′ = b

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

 ℓ, j, {yi = (xi ,wi)}1≤i≤n
i,j

,

(x0
j ,w0

j ), (x
1
j ,w1

j ),s

←A1(p)

b←$ {0,1}
(x,w,π)← Fold(p,y1, . . . , (xbj ,wb

j ), . . . ,yn)

(π1, . . . ,πn)← SlctProve

 p,x1, . . . ,xbj ,

. . . ,xn,x,π


b′←A2(p,x,ℓ,xℓ,πℓ,s)


≤ 1

2
+ negl(λ).

(31)

4.3.1 NP-statement hider

As previously mentioned, the construction from Remark 4.4 does not
satisfy Definition 4.5. However, we observe that if the prover somehow
“hides” the statements before folding them, we can reuse the construc-
tion. This motivates the following definition of a hiding mechanism,
which on an instance (x,w) ∈ R and randomness r ∈ R “hides” (x,w)
as (x′,w′) ∈ R. The hiding mechanism also outputs a certificate c, which
can be used to verify that x′ is hiding x. This certificate could, for ex-
ample, include the randomness r. With such a mechanism, it is straight-
forward to get a folding scheme with privacy preserving selective verifi-
cation. First, each instance is hidden, then all the hidden instances are
folded, and finally the selective folding proofs πi are updated to also in-
clude ci . Crucially, πi includes neither xi−1 nor xi+1, but rather x′i−1 or
x′i+1, which, assuming the hiding mechanism is secure, do not reveal the
original statements. We formalize this construction in Construction 4.7,
but first formally define hiding mechanisms.

Definition 4.6 NP-Statement Hider.
For security parameter λ ∈ N and NP-language Lp parameterized by
p← p(λ), with relation Rp, an NP-statement hider for Lp is a pair of
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efficient algorithms SH = (Hide,Check) such that for (x,w) ∈ Rp and
random string r ∈R from randomness space R, SH acts as follows:

• (x′,w′,c) ← Hide(p,x,w,r) on input parameters p, instance
(x,w) ∈ Rp and randomness r ∈ R, Hide outputs (x′,w′) ∈ Rp

and certificate c.

• 0/1 ← Check(p,x,x′,c) on input parameters p, statements
{x,x′} ⊆ Lp, and certificate c, Check outputs 1 if the certificate
shows that x′ is hiding x.

Additionally, SH must satisfy the following properties.

• Completeness: For all adversaries A

Pr


(x,w) ∈ Rp ∧

((x′ ,w′) <Rp ∨ b = 0)

∣∣∣∣∣∣∣∣∣∣∣∣∣
(x,w)←A(p)

r←$ R

(x′ ,w′ ,c)← Hide(p,x,w,r)

b← Check(p,x,x′ ,c)


≤ negl(λ).

(32)

• Knowledge soundness: There exists a PPT extractor Ext, such
that for all PPT adversaries A

Pr

 x < Lp ∨ (x′ ,w′) <Rp

∨ b = 0∨ (x,w) ∈ Rp

∣∣∣∣∣∣∣∣∣∣
(x,x′ ,w′ ,c)←A(p)
b← Check(p,x,x′ ,c)

w← ExtA(p)


≥ 1−negl(λ).

(33)

• Hiding: For all adversaries A consisting of a pair of algorithms
A= (A1,A2),

Pr


{(x0,w0), (x1,w1)} ⊆ Rp

∧ b′ = b

∣∣∣∣∣∣∣∣∣∣∣∣∣
(x0,w0,x1,w1,s)←A1(p)

b←$ {0,1},r←$ R

(x′ ,w′ ,c)← Hide(p,xb,wb,r)

b′←A2(x
′ ,w′ ,s)


≤ 1

2
+ negl(λ).

(34)

4.3.2 Privacy preserving folding scheme from an NP-statement hider

In Construction 4.7, we construct a folding scheme with privacy pre-
serving selective verification, using an NP-statement hider and a folding
scheme with selective verification as building blocks. We show that the
construction is secure in Theorem 4.10. At a high level, this construc-
tion does exactly what we previously described: each statement is hid-
den, then the statements hiding the original statements are folded to-
gether, and, finally, all proofs are updated to include some additional
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information, allowing checking that the statements hiding the original
statements do indeed hide the statements they are claimed to be hiding.
Similarly, the verification algorithms both check that the hiding(s) are as
claimed, and that the folding is correct.

Construction 4.7 PrivateFS.
Let SH = (SH.Hide,SH.Check) be an NP-statement hider and FS =

(FS.Fold,FS.FoldVerify,FS.SlctProve,FS.SlctVerify) be a folding scheme
with selective verification. Then

PrivateFS= (Fold,FoldVerify,SlctProve,SlctVerify),

constructed as follows, is a folding scheme with privacy preserving
selective verification.

• Fold(p, (x1,w1), . . . , (xn,wn)):

1. Generate randomness r1, . . . ,rn ∈R.

2. For 1 ≤ i ≤ n : (x′i ,w
′
i ,ci)← SH.Hide(p,xi ,wi ,ri).

3. (x,w,π′)← FS.Fold(p, (x′1,w′i), . . . (x
′
n,w′n)).

4. Output (x,w,π = (π′, (c1,x′1), . . . , (cn,x′n))).

• FoldVerify(p,x1, . . . ,xn,x,π):

1. Parse π as (π′, (c1,x′1), . . . , (cn,x′n)).

2. For 1 ≤ i ≤ n: if SH.Check(p,xi ,x′i ,ci) = 0, output 0 and
abort.

3. If FS.FoldVerify(p,x′1, . . . ,x′n,x,π′) = 0, output 0 and abort.

4. Output 1.

• SlctProve(p,x1, . . . ,xn,x,π):

1. Parse π as (π′, (c1,x′1), . . . , (cn,x′n)).

2. (π′1, . . . ,π′n)← FS.SlctProve(p,x′1, . . . ,x′n,x,π′).

3. Output
(
πi = (π′i ,ci ,x

′
i)
)

1≤i≤n
.

• SlctVerify(p,x, i,xi ,πi):

1. Parse πi as (π′i ,ci ,x
′
i).

2. If SH.Check(p,xi ,x′i ,ci) = 0, output 0 and abort.

3. If FS.SlctVerify(p,x, i,x′i ,π
′
i) = 0, output 0 and abort.

4. Output 1.

Remark 4.8

It is immediate that the modifications in Construction 4.7 do not affect
the asymptotic efficiency of the underlying folding scheme. In particu-
lar, the size of each proof πi only grows by a constant amount in n.

Remark 4.9

Note that if a folding scheme with privacy preserving selective verifi-
cation is used in a situation where it is frequent that a verifier will have
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to verify more than one proof of folding, generating the randomness
r1 to rn with a seed-tree [BKP20] can result in less communication to
each verifier. If a verifier has to verify the folding proofs of multiple
consecutive statements, the randomness included in each of the fold-
ing proofs can often be replaced with fewer seeds from levels closer to
the root of the seed-tree.

Theorem 4.10

If SH is an NP-statement hider satisfying Definition 4.6 and FS is a fold-
ing scheme with selective verification satisfying Definition 4.3, then
PrivateFS from Construction 4.7 is a folding scheme with privacy pre-
serving selective verification, in the sense of Definition 4.5.

Proof. We must show that

PrivateFS= (Fold,FoldVerify,SlctProve,SlctVerify), (35)

as constructed in Construction 4.7, has the properties described in Defi-
nitions 4.2, 4.3 and 4.5. For brevity, we show selective completeness, se-
lective knowledge soundness, and privacy preserving, i.e., the properties
explicitly outlined in Definitions 4.3 and 4.5. Completeness and knowl-
edge soundness (Definition 4.2) follows from very similar arguments.2

Selective completeness follows from showing that an adversary
against PrivateFS’s selective completeness implies an adversary against
either the selective completeness of FS or the completeness of SH. Re-
call from Definition 4.3 that an adversary A against PrivateFS’s selective
completeness chooses a valid input {(xi ,wi)}1≤i≤n to PrivateFS.Fold and
an index j, trying to make b = 0, where b is given by

(x,w,π)←PrivateFS.Fold(p,y1, . . . ,yn) (36)

(π1, . . . ,πn)←PrivateFS.SlctProve(p,x1, . . . ,xn,x,π) (37)

b←PrivateFS.SlctVerify(p,x, j,xj ,πj). (38)

From Construction 4.7, it is clear that if b = 0, then either
SH.Check(p,xi ,x′i ,ci) = 0 or FS.SlctVerify(p,x, i,x′i ,π

′
i) = 0.

Consider first if SH.Check(p,xi ,x′i ,ci) = 0. Since (xi ,wi) ∈ Rp, the
randomness ri ∈ R was chosen at random, and x′i and ci generated
as (x′i ,w

′
i ,ci) ← SH.Hide(p,xi ,wi ,ri), we are in exactly the situation de-

scribed by SH’s completeness definition (Definition 4.6). Thus, in this
case,A being successful implies an adversary against SH being complete.

On the other hand, if FS.SlctVerify(p,x, i,x′i ,π
′
i) = 0, we observe that

each (x′i ,w
′
i) is in Rp (otherwise, we again have an adversary to SH be-

ing complete), and thus we are now in exactly the situation described by

2 The main difference is that for selective completeness and selective knowledge sound-
ness, we look at just one specific index of the input (and the output of hiding it). For com-
pleteness and knowledge soundness, however, we have to look at all inputs (either when
finding an adversary to FS or SH, or when constructing an extractor against PrivateFS).
Since the number of inputs is polynomial in n, the constructed adversaries and extractor
are still polynomial time.
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FS’s selective completeness definition (Definition 4.3), where n instances
(x′i ,w

′
i) are first folded together using FS.Fold, and selective proofs are

then generated using FS.SlctProve. Thus, if FS.SlctVerify(p,x, i,x′i ,π
′
i) =

0, we see that again A implies an adversary to either SH being complete
or to FS being selective complete.

Selective knowledge soundness can be shown by constructing an ex-
tractor Ext for adversaries against PrivateFS’s selective knowledge sound-
ness, using the selective knowledge soundness extractor FS.Ext for FS,
and the knowledge soundness extractor SH.Ext for SH. Essentially, we
first use FS.Ext to extract a witness for x′i , and then SH.Ext to extract a
witness for xi .

Assume that an adversary A against the selective knowledge sound-
ness of PrivateFS outputs (i,xi ,πi ,x,w), where πi can be parsed as πi =

(π′i ,ci ,x
′
i). We construct Ext as follows.

1. To extract w′i such that (x′i ,w
′
i) ∈ Rp, create an adversaryAFS, which

itself queries A, but then outputs (i,x′i ,π
′
i ,x,w). Note that if A

is successful against PrivateFS, then AFS is successful against FS,
since PrivateFS.SlctVerify invokes FS.SlctVerify.

2. Ext invokes FS.Ext with access to AFS, obtaining w′i .

3. To extract wi such that (xi ,wi) ∈ Rp, create an adversaryASH which
queries A, extracts w′i using FS.Ext, and then outputs (xi ,x′i ,w

′
i ,ci).

Similarly to AFS, we see that if A is successful against PrivateFS,
then ASH is successful against SH.

4. Ext invokes SH.Ext with access toASH, obtaining wi , which Ext then
outputs.

Since AFS and ASH are successful if A is successful, both FS.Ext and
SH.Ext are successful with overwhelming probability if A is successful,
and, hence, so is Ext.
Privacy preservation follows from showing that an adversary against

PrivateFS’s privacy preserving property implies an adversary against
SH being hiding, similarly to how selective completeness was shown.
Let A = (A1,A2) be an adversary against PrivateFS’s privacy preserv-
ing property (Definition 4.5). We now construct an adversary SH.A =

(SH.A1,SH.A2) against SH being hiding as follows.

• SH.A1: Run A1 to get (ℓ, j, {(xi ,wi)}1≤i≤n
i,j

, (x0
j ,w0

j ), (x
1
j ,w1

j ),sPrivateFS).

Output (x0
j ,w0

j ,x1
j ,w1

j ,s), where s = (ℓ, j, {(xi ,wi)}1≤i≤n
i,j

,sPrivateFS) is

the state passed on to SH.A2.

• SH.A2: On input (x′,w′,s), hiding either (x0
j ,w0

j ) or (x1
j ,w1

j ), essen-
tially emulate PrivateFS.Fold and PrivateFS.SlctProve, to generate
correct input to A2.
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1. For i , j, hide (xi ,wi) using SH.Hide with randomness ri ←$ R,
obtaining (x′i ,w

′
i ,ci). Then, fold all hidden statements using

FS.Fold with (x′,w′) in the j’th spot;

(x,w,π′)← FS.Fold(p, (x′1,w′1), . . . , (x
′,w′), . . . , (x′n,w′n)). (39)

2. Next, run FS.SlctProve(p,x′1, . . . ,x′j−1,x′,x′j+1, . . . ,x′n,x,π′) to
get (π′1, . . . ,π′n). Generate πℓ by joining π′ℓ and (cℓ,x′ℓ). Since
ℓ , j, these are known.

3. Run A2(p,x,ℓ,xℓ,πℓ,sPrivateFS) to obtain b′. Output b′.

Observe that the input to A2 is exactly the same if A2 is running directly
on PrivateFS, since cj is not part of the input, and is not used for gener-
ating any of the input, besides (x′j ,w

′
j) = (x′,w′), which is still generated

using randomness sampled from R. Thus, (SH.A1,SH.A2) is successful
exactly when (A1,A2) is successful, and hence it follows from the as-
sumption that SH is hiding that PrivateFS is privacy preserving.

Note that this proof also show that the scheme is private against collud-
ing adversaries, i.e., with respect to a stronger version of Definition 4.5,
where A2 is not only given πℓ, but instead all folding proofs except πj .
The only change to the proof would be that SH.A2 queries A2 with n− 1
folding proofs, instead of just πℓ.

4.3.3 NP-statement hider from a folding scheme

At this point, we have a folding scheme with selective verification from
[RZ23], and we know that a folding scheme with selective verification to-
gether with an NP-statement hider is enough to give us a folding scheme
with privacy preserving selective verification. Thus, the next question we
ask is how to construct an NP-statement hider? One straightforward ap-
proach, is to hide an instance (x,w) by folding it with another instance
(x$,w$), using the folding scheme for the language, producing a new in-
stance (x′,w′), which is used as the output of the statement hider. The
certificate c will then be the folding proof of folding (x,w) and (x$,w$),
together with either x$, or the seed used to generate (x$,w$). Then, check-
ing that x′ is hiding x is just verifying that x was folded into x′.

To show that an NP-statement hider for a language, L, with relation,
R, constructed in this fashion is secure, it is roughly sufficient that
two properties hold: Let R′ ⊂ R. We require that for any two instances
(x0,w0), (x1,w1) ∈ R and any (x$,w$) ∈ R′, there exists (x′$,w′$) ∈ R

′ such
that

Fold((x0,w0), (x$,w$)) = (x,w) = Fold((x1,w1), (x
′
$,w′$)), (40)

where we abuse notion and ignore the folding proof. For any (x,w) there
should also be as many ways to hide (x0,w0) as (x,w), as there are ways to
hide (x1,w1) as (x,w). In addition, we require that efficient sampling ran-
dom instances from R′ is possible, and we select (x$,w$) randomly from
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R′. If these properties hold, it is straightforward to see that since (x$,w$)

is sampled from R′, it is equally likely that (x′$,w′$) is sampled. Thus,
(x,w) is just as likely to hide (x1,w1) as (x0,w0), and hence no adver-
sary can do better than random guessing, showing hiding. Completeness
and soundness follow directly from the underlying folding scheme. We
present the construction of an NP-statement hider from a folding scheme
in Construction 4.11, and show that it is secure in Theorem 4.12.

Construction 4.11 NP-statement hider from folding.
Let FS = (Fold,FoldVerify) be a folding scheme for a language L with
relation R, and R′ ⊆ R a subset used as the random space R. That is,
Hide takes a random instance (x$,w$) ∈ R′ as its randomness input.
Then, SH = (Hide,Check), constructed as follows, is an NP-statement
hider.

• Hide(p,x,w, (x$,w$))

1. Fold (x,w) and (x$,w$) together:
(x′,w′,π)← FS.Fold(p, (x,w), (x$,w$)) (41)

2. Output (x′,w′,c) where c = (x$,π).

• Check(p,x,x′,c)

1. Parse c as (x$,π).

2. Output the result of FS.FoldVerify(p,x,x$,x′,π).

Theorem 4.12

Suppose FS satisfies Definition 4.2, R′ allows efficient sampling, and

1. For any two instances (x0,w0), (x1,w1) ∈ R and any (x$,w$) ∈
R′, there exists (x′$,w′$) ∈ R

′ such that the outputs of
Fold((x0,w0), (x$,w$)) and Fold((x1,w1), (x′$,w′$)) agree every-
where, except on the folding proofs.

2. For any (x0,w0), (x1,w1), (x,w) ∈ R, if {Hi}i∈{0,1} are the sets of el-
ements (x$,w$) ∈ R′ such that hiding (xi ,wi) with (x$,w$) results
in (x,w), then |H0|= |H1|.

Then, the cryptographic scheme defined in Construction 4.11 is an NP-
statement hider satisfying Definition 4.6.

Proof. Completeness and knowledge soundness follow from FS satisfy-
ing Definition 4.2 for 2 statements. We give outlines for how they are
argued.

For completeness, an adversary FS.A against FS being complete, in the
sense of Definition 4.2, can be constructed from an adversary A against
Construction 4.11 being complete in the sense of Definition 4.6. FS.A
invokes A to get (x,w) and samples a random instance (x$,w$) ∈ R. It
then outputs ((x,w), (x$,w$)). By inspecting Hide and Check, it can be
confirmed that from this point on, everything is computed the same way
in FS’s completeness definition and in Construction 4.11’s completeness
definition, and FS.A is successful if A is successful.
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For knowledge soundness, the extractor FS.Ext implied by FS having
knowledge soundness can be used to construct an extractor Ext for Con-
struction 4.11’s knowledge soundness. To do this, we create an adversary
FS.A that FS.Ext queries. FS.A runsA to get (x,x′,w′,c) and uses the infor-
mation in c to derive x$, which was used to hide x. Finally, FS.A outputs
(x,x$,x′,w′,π). Now, Ext runs FS.ExtFS.A, to obtain and output w.

For hiding, let A = (A1,A2) be any adversary. Consider the (x0,w0)

and (x1,w1) output fromA1. For b ∈ {0,1} and (x$,w$) ∈R, both sampled
at random, A2 receives (x′,w′) where

(x′,w′,c)← Hide(p,xb,wb, (x$,w$)) = FS.Fold(p, (x,w), (x$,w$)). (42)

The requirements of the theorem imply that there is (x′$,w′$) ∈ R
′ = R

such that

Fold((xb,wb), (x$,w$)) = Fold((x1−b,w1−b), (x
′
$,w′$)), (43)

and therefore, we could obtain the same (x′,w′) from (x1−b,w1−b). Thus,
the only difference in the output of hiding (xb,wb) with (x$,w$) and hid-
ing (x1−b,w1−b) with (x′$,w′$) is the certificate. Further, for (x′,w′), the set
of elements (x$,w$) ∈ R′ such that hiding (xb,wb) with (x$,w$) results in
(x′,w′) has the same size as the set of elements (x′$,w′$) ∈ R

′ such that
hiding (x1−b,w1−b) with (x′$,w′$) results in (x′,w′).

SinceA2 does not receive c and (x$,w$) is chosen randomly,A2 cannot
distinguish between the two possible inputs. Hence, no adversary can do
better than random guessing, showing hiding.

With Theorems 4.10 and 4.12 and the results from Section 4.2, we note
that a folding scheme with privacy preserving selective verification, is
implied by the construction of a 2-folding scheme, and showing the ad-
ditional few properties outlined in Theorem 4.12.

Remark 4.13

A folding scheme with privacy preserving selective verification can be
obtained from the following 1-step transformation. Given a folding
scheme with input N language instances, simply change the scheme
into a scheme with input of length 2N , where every second lan-
guage instance is randomly sampled. Since this construction is essen-
tially identical to Construction 4.7 with Construction 4.11 as the NP-
statement hider, this construction is clearly also privacy preserving.

While the authors have not found any folding scheme where Construc-
tion 4.11 cannot be applied, we observe that in all examples we have in-
vestigated (see Section 4.4), we use the entire relationR for sampling ran-
dom instances in order for Equation (40) to hold. Therefore, it is worth
noting that it is an open question, if all languages in NP allow efficient
sampling of random instances from the entire language. If they do, it
implies that EXPTIME = NEXPTIME, which is not expected [SF90].
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4.4 examples

In this section, we consider concrete examples of NP-languages which
already have folding schemes, and show that they also allow privacy
preserving selective verification. Namely, we consider a folding scheme
for Inner Product Relation of Committed Values from [RZ23] and the
original folding scheme for Committed Relaxed R1CS from [KST22].
In [RZ23], they additionally construct folding schemes for Polynomial
Commitment Openings [KZG10; BCL+21] and for Algebraic Vector Com-
mitment Openings [CF13]. We do not consider either of these folding
schemes, but note that the folding scheme for Algebraic Vector Commit-
ment Openings is a reduction of an instance of Algebraic Vector Commit-
ment Openings to an instance of Inner Product Relation of Committed
Values, and hence our work also implies a folding scheme with privacy
preserving selective verification for Algebraic Vector Commitment Open-
ings.

Recently, other folding schemes have been proposed. Noticeably
amongst them, [BC24] introduces LatticeFold, the first folding scheme
that does not use an additively homomorphic commitment scheme based
on the discrete logarithm problem, but rather Ajtai commitments which
are based on the module SIS problem. Thus, LatticeFold is the first post-
quantum secure folding scheme. LatticeFold is a general purpose scheme,
and it supports folding of both low degree relations and high degree re-
lations. In particular, it supports both R1CS and CCS [STW23].

4.4.1 Inner Product Relation of Committed Values

As a first example, we consider Inner Product Relation of Committed
Values [BCC+16; RZ23], which are used in Bulletproofs [BBB+18].

For this example, we use Pedersen commitments for multiple values.
Usually, a (single value) Pedersen commitment [Ped91] uses public pa-
rameters (or commitment key), G and H randomly sampled group ele-
ments from a group G over a field F, and a commitment to m ∈ F using
randomness r ∈ F is c← rG+mH . The opening of c to m is (m,r). A non-
hiding Pedersen commitment simply does not use the randomness r, and
also removes G from the public parameters. A non-hiding Pedersen com-
mitment for multiple values uses public parameters G1, . . . ,Gn ∈ G, and
a commitment to m = (m1, . . . ,mn) is c←m1G1 +m2G2 + · · ·+mnGn. Al-
though this is called non-hiding, it is information-theoretically hiding for
n ≥ 2. The hiding versions of the Pedersen commitment scheme are per-
fectly hiding for n ≥ 1, and all versions are computationally binding un-
der the discrete logarithm assumption. As in [RZ23], we will work with
the non-hiding version, but everything translates trivially to the hiding
version.

Using our group notation from Section 4.1.4, a commitment key for a
non-hiding Pedersen commitment for multiple values can be denoted as
[r] ∈Gn, and a commitment to m ∈ Fn as [c] := [r]⊤m.
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The language family of Inner Product Relation of Committed Values is
parameterized by a group description gk and two Pedersen commitment
keys [r], [s] ∈ Gn. Statements in the language are two Pedersen commit-
ments [c], [d] and an element z from F, and can be thought of as a claim
of knowing two vectors a,b, satisfying that [c] and [d] are commitments
to a and b, and that the inner product of a and b is z. Thus, the language
is defined as

Lgk,[r],[s] =
{
([c], [d],z) | ∃a,b ∈ Fn s.t. [c] = [r]⊤a, [d] = [s]⊤b,z = a⊤b

}
,

(44)

and the corresponding relation as Rgk,[r],[s]. For i ∈ {1,2} let

yi = (([ci ], [di ],zi), (ai ,bi)), (45)

(supposedly) inRgk,[r],[s] with the witness being (ai ,bi). We now describe
a public coin protocol for folding y1 and y2.

1. The prover sends z1,2 = a⊤1 b2 and z2,1 = a⊤2 b1.
2. The verifier sends ρ←$ F.
3. The prover and verifier each construct a new statement ([c], [d],z)

as
[c] =[c1] + ρ[c2] (46)

[d] =[d1] + ρ2[d2] (47)

z =z1 + ρz2,1 + ρ2z1,2 + ρ3z2, (48)
and the prover also constructs a new witness (a,b) as a = a1 +

ρa2,b = b1 + ρ2b2.

Completeness of the protocol follows from straightforward calcula-
tion; if y1,y2 ∈ Rgk,[r],[s], then (([c], [d],z), (a,b)) ∈ Rgk,[r],[s]. Knowledge
soundness is a little more tricky, but, as outlined in [RZ23], it essentially
follows from noticing that a prover who is able to open commitments
of the form [α1] + ρ[α2] should know openings to [α1] and [α2], since
they are defined before the challenge ρ is given. Additionally, since z1,2
and z2,1 are defined before ρ is given, one could treat the relation that
a⊤b = z as a polynomial in ρ, that is, a(ρ)⊤b(ρ) = z(ρ), and it can be
shown that this implies both a⊤1 b1 = z1 and a⊤2 b2 = z2.

Since this protocol is public coin, the Fiat-Shamir heuristic [FS86]
immediately transforms the protocol into a (non-interactive) 2-folding
scheme for Inner Product Relation of Committed Values, which we de-
scribe in Construction 4.14. The folding proof π is simply the cross terms
z1,2 and z2,1.

Construction 4.14 2-IPRCV.
Let H denote a hash function sampled from a family of cryptographic
hash functions. Construct 2-IPRCV= (Fold,FoldVerify) as follows.

• Fold((gk, [r], [s]), (([c1], [d1],z1), (a1,b1)), (([c2], [d2],z2), (a2,b2)))

1. Compute the cross terms: z1,2 = a1
⊤b2 and z2,1 = a2

⊤b1.
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2. Compute a pseudo random challenge by hashing the param-
eters, public inputs, and cross terms:

ρ = H(gk, [r], [s], [c1], [d1],z1, [c2], [d2],z2,z1,2,z2,1). (49)

3. Construct the folded instance using ρ:
[c] = [c1] + ρ[c2] (50)

[d] = [d1] + ρ2[d2] (51)

z = z1 + ρz2,1 + ρ2z1,2 + ρ3z2 (52)

a = a1 + ρa2 (53)

b = b1 + ρ2b2, (54)

4. Output (([c], [d],z), (a,b), (z1,2,z2,1)).

• FoldVerify((gk, [r], [s]), ([c1], [d1],z1), ([c2], [d2],z2), ([c], [d],z),
(z1,2,z2,1))

1. Compute ρ = H(gk, [r], [s], [c1], [d1],z1, [c2], [d2],z2,z1,2,z2,1).

2. Check that
[c] =[c1] + ρ[c2] (55)

[d] =[d1] + ρ2[d2] (56)

z =z1 + ρz2,1 + ρ2z1,2 + ρ3z2, (57)

3. If so output 1, otherwise output 0.

The following corollary follows from the bootstrap construction in Sec-
tion 4.2.1 and the extension discussed in Remark 4.4. Theorems and
proofs corresponding to the construction and discussion can be found
as Theorems 1 and 2 in [RZ23].

Corollary 4.15 IPRCV.
2-IPRCV being a 2-folding scheme for Inner Product Relation of Com-
mitted Values implies the existence of an N -folding scheme IPRCV with
selective verification for Inner Product Relation of Committed Values.

In order to get a folding scheme that is also privacy preserving, we
show that Construction 4.11 can be applied, and we get an NP-statement
hider by folding with a randomly sampled instance from Rgk,[r],[s]. For
this example, we write out Construction 4.11 for Inner Product Relation
of Committed Values as Construction 4.16. The proof that this construc-
tion satisfies Theorem 4.12 is handled in Theorem 4.17. Note that for this
example, we sample from the entire relation, i.e., R′ =Rgk,[r],[s].

Construction 4.16 IPRCV-SH.
Let 2-IPRCV be constructed as in Construction 4.14 and p= (gk, [r], [s]).
Construct (Hide,Check) as follows.

• Hide(p, ([c1], [d1],z1), (a1,b1), (([c$], [d$],z$), (a$,b$))

1. Fold the two instances together:
(([c], [d],z), (a,b), (z1,2,z2,1))← 2-IPRCV.Fold(p,

(([c1], [d1],z1), (a1,b1)), (([c$], [d$],z$), (a$,b$)))
(58)

2. Output (([c], [d],z), (a,b), (([c$], [d$],z$),z1,2,z2,1))
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• Check(p, ([c1], [d1],z1), ([c], [d],z), (([c$], [d$],z$),z1,2,z2,1))

1. Output the result of
2-IPRCV.FoldVerify(p, ([c1], [d1],z1), ([c$], [d$],z$),

([c], [d],z), (z1,2,z2,1)).
(59)

Theorem 4.17

If 2-IPRCV is a 2-folding scheme for Inner Product Relation of Commit-
ted Values, then IPRCV-SH is an NP-statement hider for Inner Product
Relation of Committed Values, in the sense of Definition 4.6, in the
random oracle model.

Proof. It is sufficient to show that IPRCV-SH satisfies Theorem 4.12. By
assumption 2-IPRCV satisfies Definition 4.2.

To see that Rgk,[r],[s] supports efficient sampling, observe that we can
sample a random instance in Rgk,[r],[s] by sampling two vectors in Fn,
and constructing the rest of the random instance from these, as follows:

a$,b$←$ Fn

[c$] = [r]⊤a$

[d$] = [s]⊤b$

z$ = a⊤$ b$.
(60)

We need to show for any three instances (x0,w0), (x1,w1), and (x$,x$),
there exists an instance (x′$,w′$) such that:

2-IPRCV.Fold(p, (x0,w0), (x$,w$)) = 2-IPRCV.Fold(p, (x1,w1), (x
′
$,w′$)),

(61)

where we abuse notation by ignoring the folding proof. Denoting the out-
put from folding (x0,w0) and (x$,w$) by (x′,w′) and letting α ∈ {0,1,$},
we use the following notation for the instances in consideration.

(xα,wα) = (([cα ], [dα ],zα), (aα,bα)) (62)

(x′$,w′$) = (([c′$], [d
′
$],z

′
$), (a

′
$,b′$)). (63)

(x′,w′) = (([c], [d],z), (a,b)). (64)

We prove the existence of (x′$,w′$) in the random oracle model, where
we replace the hash function H , used to find ρ, with a random oracle.
By doing so, we can use fixed random values ρ and ξ in the folds, and
assume they do not depend on the instances folded. Since the adversary
will learn neither x$ nor x′$, one of which is part of the input to H , it is
justified to model H as a random oracle.

When (x′,w′) is obtained by folding (x0,w0) and (x$,w$), it has the
following form:

a = a0 + ρa$ (65)

b = b0 + ρ2b$ (66)

[c] = [c0] + ρ[c$] = [c0] + ρ[r]⊤a$ (67)

[d] = [d0] + ρ2[d$] = [d0] + ρ2[s]⊤b2 (68)
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z = z0 + ρz$,0 + ρ2z0,$ + ρ3z$

= a⊤0 b0 + ρa⊤$ b0 + ρ2a⊤0 b$ + ρ3a⊤$ b$.
(69)

In Equations (67) to (69), we substitute in how x$ = ([c$], [d$],z$) is de-
rived from w$ = (a$,b$), i.e., Equation (60), and the definition of the
cross terms.

Since the goal is to have (x1,w1) and (x′$,w′$) fold to (([c], [d],z), (a,b)),
it follows from Equations (65) and (66) that we need

a1 + ξa′$ = a = a0 + ρa$ (70)

b1 + ξ2b′$ = b = b0 + ρ2b$, (71)

and therefore we fix a′$ and b′$ such that

ξa′$ = a0 + ρa$ − a1 (72)

ξ2b′$ = b0 + ρ2b$ −b1. (73)

Deriving x′$ from the now fixed w′$ = (a′$,b′$) by the same calculations as
in Equation (60), we obtain the instance (x′$,w′$) ∈ Rgk,[r],[s].

It now suffices to verify that when (x1,w1) is folded with (x′$,w′$) using
randomness ξ, we get (x′,w′). We first verify [c]:

[c1] + ξ[c′$] = [c1] + ξ[r]⊤a′$ = [c1] + [r]⊤(ξa′$) (74)

= [c1] + [r]⊤(a0 + ρa$ − a1) (75)

= [c1] + [r]⊤a0︸︷︷︸
=[c0]

+ρ [r]⊤a$︸︷︷︸
=[c$]

− [r]⊤a1︸︷︷︸
=[c1]

(76)

= [c0] + ρ[c$] = [c]. (77)

A very similar calculation can be done to verify [d]:

[d1] + ξ2[d$] = [d1] + [s]⊤ξ2b′$ (78)

= [d1] + [s]⊤(b0 + ρ2b$ −b1) (79)

= [d1] + [d0] + ρ2[d$]− [d1] (80)

= [d0] + ρ2[d$] = [d]. (81)

Verifying z is done by showing that

z = z1 + ξz$,1 + ξ2z1,$ + ξ3z′$. (82)

As a first step, we expand the four terms in Equation (82) separately.

z1 = a⊤1 b1 (83)

ξz$,1 = ξ(a′$)
⊤b1 = (a0 + ρa$ − a1)

⊤b1

= a⊤0 b1 + ρa⊤$ b1 − a⊤1 b1
(84)

ξ2z1,$ = a⊤1 (ξ
2b′$) = a⊤1 (b0 + ρ2b$ −b1)

= a⊤1 b0 + ρ2a⊤1 b$ − a⊤1 b1
(85)
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ξ3z′$ = (ξa′$)
⊤ξ2b′$ = (a0 + ρa$ − a1)

⊤(b0 + ρ2b$ −b1)

= a⊤0 (b0 + ρ2b$ −b1) + a⊤$ (ρb0 + ρ3b$ − ρb1)

− a⊤1 (b0 + ρ2b$ −b1).

(86)

Inserting Equations (83) to (86) into Equation (82) and factoring out the
a terms, yields

(82) = a⊤1 (b1 −b1 +b0 + ρ2b$ −b1 −b0 − ρ2b$ +b1)

+ (a0)
⊤(b1 +b0 + ρ2b$ −b1)

+ a⊤$ (ρb1 + ρb0 + ρ3b$ − ρb1)

(87)

= a⊤1 0+ a⊤0 (b0 + ρ2b$) + a⊤$ (ρb0 + ρ3b$) (88)

= a⊤0 b0 + ρ2(a0)
⊤b$ + ρa⊤$ b0 + ρ3a⊤$ b$ (89)

= z0 + ρ2z0,$ + ρz$,0 + ρ3z$ = z. (90)

We have now shown that there is a (x′$,w′$) such that Equation (61) holds
in the random oracle model.

Finally, we observe that for a fixed (x′,w′), it follows from Equa-
tions (70) and (71) that there is exactly one instance (x$,w$) folding
(x0,w0) into (x′,w′) for each non-zero randomness ρ, and equivalently
for each ξ, there is one (x′$,w′$) folding (x1,w1) into (x′,w′). Hence,
IPRCV-SH satisfies Theorem 4.12.

Corollary 4.18

There is a folding scheme with privacy preserving selective verification
for Inner Product Relation of Committed Values in the random oracle
model.

4.4.2 Committed Relaxed R1CS

Committed Relaxed R1CS is the language used in the original paper in-
troducing folding schemes [KST22]. The language is a folding amenable
generalization of Rank One Constraint Systems (R1CS) [SBV+13;
GGPR13], and a classical language used for many proof systems [Gro16;
GWC19; BCR+19; KS22]. R1CS is a satisfiability flavored characteriza-
tion of the complexity class NP. Roughly, R1CS works as follows. For the
three parameters, m ×m matrices A,B,C ∈ Fm×m, an instance of R1CS is
x ∈ Fn with n < m for which there is a witness w ∈ Fm−n−1 such that with
z = (w,x,1)⊤ we have

Az ◦Bz = Cz, (91)

where ◦ denotes entry wise multiplication, also called the Hadamard
product.

To make R1CS amenable to folding, the structure is modified to have
u ∈ F, rather than 1, as the last entry in z, and as a scalar in front of Cz.
Additionally, an error term e is introduced. To keep the protocol zero-
knowledge, commitments for w and e are introduced, using an additively
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homomorphic commitment scheme, for example Pedersen commitments.
For notation, we write x← Com(x,rx), meaning that x is a commitment
to x using randomness rx. With this notation, the language Committed
Relaxed R1CS is

LA,B,C =


(u,x,e,w)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣
∃(e,re,w,rw) :

z := (w,x,u)

Az ◦Bz = uCz+ e

e← Com(e,re)

w← Com(w,rw)


, (92)

with a corresponding relation RA,B,C . Note that since R1CS is NP-
complete and included in Committed Relaxed R1CS, Committed Re-
laxed R1CS captures NP. In [KST22], they claim that Committed Re-
laxed R1CS is NP-complete, because it “contains R1CS”, but this de-
pends on the commitment schemes used. In particular, when mapping
an instance of R1CS to an instance of Committed Relaxed R1CS, the
mapping needs to produce a commitment to the witness, without know-
ing the witness. Thus, a commitment scheme that is not information-
theoretically binding must be used for the witness (this could, for exam-
ple, be the information-theoretically hiding Pedersen commitments dis-
cussed in Section 4.4.1). However, for “no”-instances of R1CS, the com-
mitment to the error vector being 0 must be information-theoretically
binding, or else the instance becomes a “yes”-instance of Committed Re-
laxed R1CS, just by using a suitable error vector. Thus, for Committed
Relaxed R1CS to be NP-complete because it “contains R1CS”, one must
be be careful in using the right commitment schemes.

Following [KST22], a public coin protocol for folding two instances of
Committed Relaxed R1CS can be constructed as follows. For i ∈ {0,1},
denote the two instances as

yi = ((ui ,xi ,ei ,wi), (ei ,rei ,wi ,rwi
)) ∈ RA,B,C . (93)

1. The prover sends t← Com(t,rt) where rt←$ F and
t = Az1 ◦Bz2 +Az2 ◦Bz1 −u1Cz2 −u2Cz1. (94)

2. The verifier sends ρ←$ F.
3. Both the prover and verifier construct the folded instance (u,x,e,w)

where3

u = u1 + ρu2

x = x1 + ρx2

e = e1 + ρt+ ρ2e2

w = w1 + ρw2.
(95)

Additionally, the prover constructs a witness (e,re,w,rw) for the
folded instance, where

e = e1 + ρt+ ρ2e2

re = re1
+ ρrt + ρ2re2

w = w1 + ρw2

rw = rw1
+ ρrw2

.
(96)

This protocol can be turned into a (non-interactive) 2-folding scheme
using the Fiat-Shamir heuristic, and the 2-folding scheme can be boot-
strapped using the techniques mentioned in Section 4.2.1 to an N -folding

3 Recall that the verifier knows the values committed to by e and w, and Pedersen commit-
ments allow noninteractively multiplying commitments by scalars and adding commit-
ments.
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scheme with selective verification. Denote this folding scheme CR-R1CS.
The security of CR-R1CS follows from the same type of arguments as the
scheme in Section 4.4.1, and a proof can be found in [KST22]. It follows
from the proof of the bootstrap construction in [RZ23] that CR-R1CS is
selectively verifiable.

In order to get a folding scheme with privacy preserving selective
verification for Committed Relaxed R1CS, we first instantiate Construc-
tion 4.11 with CR-R1CS to get a statement hider SH-CR-R1CS. Similar to
the IPRCV statement hider, we use the entire relation, RA,B,C , as the sam-
ple space. We can then instantiate Construction 4.7 with CR-R1CS and
SH-CR-R1CS to get a folding scheme with privacy preserving selective
verification for Committed Relaxed R1CS. We denote this instantiation
of Construction 4.7 as PP-CR-R1CS. We now show that PP-CR-R1CS is a
folding scheme with privacy preserving selective verification in the ran-
dom oracle model.

Theorem 4.19

Assuming that CR-R1CS is a folding scheme with selective verification,
PP-CR-R1CS, constructed as described in the previous paragraph, is a
folding scheme with privacy preserving selective verification for Com-
mitted Relaxed R1CS, in the random oracle model.

Proof. From Theorems 4.10 and 4.12, it follows that in order to show that
PP-CR-R1CS satisfies Definitions 4.2, 4.3 and 4.5, it is sufficient to show
that CR-R1CS satisfies Definition 4.3 and that Theorem 4.12 applies. By
assumption, CR-R1CS satisfies Definitions 4.2 and 4.3.

Efficient sampling from the entire relation space can be obtained as
follows: First, sample random vectors x ∈ Fn,w ∈ Fm−n−1 and u ∈ F. Then,
with z = (w,x,u)⊤, set

e := Az ◦Bz−uCz, (97)

and generate commitments to w and e with randomness rw,re←$ F:

e← Com(e,re) w← Com(w,rw). (98)

The random instance is now given by ((u,x,e,w), (e,re,w,rw)). It follows
from Equation (97) that the instance by definition is in RA,B,C , and since
z is a random vector in Fm, the instance is chosen randomly from the
entire space.

The next criterion we show is that for any two instances, y1 and y′1,
with

y1 = ((u1,x1,e1,w1), (e1,re1
,w1,rw1

)) (99)

y′1 = ((u′1,x′1,e′1,w′1), (e
′
1,re′1 ,w′1,rw′1)), (100)

and third instance y2 = ((u2,x2,e2,w2), (e2,re2
,w2,rw2

)), there is an in-
stance y′2 = ((u′2,x′2,e′i ,w′2), (e

′
2,re′2 ,w′2,rw′2)), such that the statement and

witness obtained by folding y1 and y2 is the same as the statement and
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witness obtained by folding y′1 and y′2. That is, abusing notation by ignor-
ing the proof of folding, we find y′2 such that

Fold(y1,y2) = Fold(y′1,y′2). (101)

We show this in the random oracle model, and denote the randomness
used for the first fold as ρ and for the second fold as ξ. To satisfy Equa-
tion (101), the following equations must hold:

x1 + ρx2 = x′1 + ξx′2 (102)

u1 + ρu2 = u′1 + ξu′2 (103)

w1 + ρw2 = w′1 + ξw′2 (104)

e1 + ρ · t+ ρ2e2 = e′1 + ξt′ + ξ2e′2, (105)

where t and t′ are the cross terms from Equation (94), corresponding
to Fold(y1,y2) and Fold(y′1,y′2), respectively. Isolating the terms from y′2,
gives us

x′2 = ρ−1(x1 + ρx2 − x′1) (106)

u′2 = ρ−1(u1 + ρu2 −u′1) (107)

w′2 = ρ−1(w1 + ρw2 −w′1) (108)

e′2 = ρ−2(e1 + ρt+ ρ2e2 − e′1 − ρt
′). (109)

Constructing the commitments to w′2 and e′2 (and their randomness)
from their respective parts, we are left with an instance

y′2 = ((u′2,x′2,e′2,w′2), (e
′
2,re′2 ,w′2,rw′2)) (110)

= ((ξ−1(u1 + ρu2 −u′1),ξ
−1(x1 + ρx2 − x′1),

ξ−2(e1 + ρt+ ρ2e2 − e′1 − ξt′),ξ
−1(w1 + ρw2 −w′1)),

(ξ−2(e1 + ρt+ ρ2e2 − e′1 − ξt
′),ξ−2(re1

+ ρrt + ρ2re2
− re′1 − ξrt′ ),

ξ−1(w1 + ρw2 −w′1),ξ
−1(rw1

+ ρrw2
− rw′1))),

(111)

which by construction satisfies Equation (101). We need to verify that the
instance is indeed inRA,B,C . By inspection, the commitments are correct,
so it suffices to verify that

Az′2 ◦Bz′2 = u′2Cz′2 + e′2. (112)

By construction

z′2 :=


w′2
x′2
u′2

=

ξ−1(w1 + ρw2 −w′1)

ξ−1(x1 + ρx2 − x′1)

ξ−1(u1 + ρu2 −u′1)

= ξ−1(z1 + ρz2 − z′1). (113)

We first expand the left side of Equation (112) using the distributive
laws for entry-wise multiplication.

Az′2 ◦Bz′2 = A(ξ−1(z1 + ρz2 − z′1)) ◦B(ξ
−1(z1 + ρz2 − z′1)) (114)
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= ξ−2(Az1 + ρAz2 −Az′1) ◦ (Bz1 + ρBz2 −Bz′1)) (115)

= ξ−2(Az1 ◦Bz1 + ρAz1 ◦Bz2 −Az1 ◦Bz′1
+ ρAz2 ◦Bz1 + ρ2Az2 ◦Bz2 − ρAz2 ◦Bz′1
−Az′1 ◦Bz1 − ρAz′1 ◦Bz2 +Az′1 ◦Bz′1)

(116)

= ρ2ξ−2(Az2 ◦Bz2)

+ ρξ−2(Az1 ◦Bz2 +Az2 ◦Bz1 −Az2 ◦Bz′1 −Az′1 ◦Bz2)

+ ξ−2(Az1 ◦Bz1 −Az1 ◦Bz′1 −Az′1 ◦Bz1 +Az′1 ◦Bz′1)
(117)

= ξ−2(ρ2(u2Cz2 + e2)

+ ρ(Az1 ◦Bz2 +Az2 ◦Bz1 −Az2 ◦Bz′1 −Az′1 ◦Bz2)

+ u1Cz1 + e1 −Az1 ◦Bz′1 −Az′1 ◦Bz1 + u′1Cz′1 + e′1).
(118)

Before we expand the right side of Equation (112), we expand the error
term e′2. This is done by inserting the cross terms t and t′, multiplying
out, inserting u′2 and z′2, and then multiplying out again. We obtain that

e′2 = ξ−2(e1 + ρt+ ρ2e2 − e′1 − ξt
′) (119)

= ξ−2(e1 + ρ(Az1 ◦Bz2 +Az2 ◦Bz1 −u1Cz2 −u2Cz1) + ρ2e2

− e′1 − ξ(Az′1 ◦Bz′2 +Az′2 ◦Bz′1 −u
′
1Cz′2 −u

′
2Cz′1))

(120)

= ξ−2(e1 + ρ(Az1 ◦Bz2 +Az2 ◦Bz1 −u1Cz2 −u2Cz1)

+ ρ2e2 − e′1
− ξ(Az′1 ◦B(ξ

−1(z1 + ρz2 − z′1))

+A(ξ−1(z1 + ρz2 − z′1)) ◦Bz′1
−u′1C(ξ

−1(z1 + ρz2 − z′1))

− ξ−1(u1 + ρu2 −u′1)Cz′1))

(121)

= ξ−2(e1 + ρ(Az1 ◦Bz2 +Az2 ◦Bz1 −u1Cz2 −u2Cz1)

+ ρ2e2 − e′1 −Az′1 ◦Bz1 − ρAz′1 ◦Bz2 +Az′1 ◦Bz′1
−Az1 ◦Bz′1 − ρAz2 ◦Bz′1 +Az′1 ◦Bz′1 + u′1Cz1

+ ρu′1Cz2 −u′1Cz′1 + u1Cz′1 + ρu2Cz′1 −u
′
1Cz′1)

(122)

= ρ2ξ−2e2 + ρξ−2(Az1 ◦Bz2 +Az2 ◦Bz1 −u1Cz2 −u2Cz1

−Az′1 ◦Bz2 −Az2 ◦Bz′1 + u′1Cz2 + u2Cz′1)

+ ξ−2(e1 − e′1 −Az′1 ◦Bz1 +Az′1 ◦Bz′1 −Az1 ◦Bz′1
+Az′1 ◦Bz′1 + u′1Cz1 −u′1Cz′1 + u1Cz′1 −u

′
1Cz′1).

(123)

= ρ2ξ−2e2 + ρξ−2(Az1 ◦Bz2 +Az2 ◦Bz1 −u1Cz2 −u2Cz1

−Az′1 ◦Bz2 −Az2 ◦Bz′1 + u′1Cz2 + u2Cz′1)

+ ξ−2(e1 + e′1 −Az′1 ◦Bz1 −Az1 ◦Bz′1 + u′1Cz1 + u1Cz′1).
(124)
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For Equation (124), we applied that Az′1◦Bz′1 = u′1Cz′1+e′1 twice. We are
now ready to expand the right side of Equation (112). At Equation (128),
we insert Equation (124) in place of e′2, and cancel out where applicable.

u′2Cz′2 + e′2 = ξ−1(u1 + ρu2 −u′1)C(ξ
−1(z1 + ρz2 − z′1)) + e′2 (125)

= ξ−2(u1Cz1 + ρu1Cz2 −u1Cz′1 + ρu2Cz1

+ ρ2u2Cz2 − ρu2Cz′1
−u′1Cz1 − ρu′1Cz2 + u′1Cz′1) + e′2

(126)

= ρ2ξ−2(u2Cz2) + ρξ−2(u1Cz2 + u2Cz1

−u2Cz′1 −u
′
1Cz2)

+ ξ−2(u1Cz1 −u1Cz′1 −u
′
1Cz1 + u′1Cz′1) + e′2

(127)

= ρ2ξ−2(u2Cz2 + e2) + ρξ−2(Az1 ◦Bz2 +Az2 ◦Bz1

−Az′1 ◦Bz2 −Az2 ◦Bz′1)

+ ξ−2(u1Cz1 + e1 + u′1Cz′1+

e′1 −Az′1 ◦Bz1 −Az1 ◦Bz′1).
(128)

Equation (112) can now be verified, simply by comparing Equations (118)
and (128). Thus, we have shown the existence of y′2 ∈ RA,B,C such that
Equation (101) holds.

Finally, it can be observed from Equations (102) to (105) that each
unique pair ρ and y2 hiding y1 as a fixed instance corresponds to a unique
pair ξ and y′2 hiding y′1 as the same instance, showing that the last crite-
rion of Theorem 4.12 is satisfied, and hence finishing the proof of Theo-
rem 4.19.
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com/papers/CJ_DataJConf_2023_paper_17.pdf

abstract Fabricated content falsely attributed to reputable news
sources is one of the significant challenges for journalism today. One of
the manipulation methods is to copy the layout of news websites and
substitute the original text. The manipulated version is then recirculated,
making it hard to assess the reliability and trace the origin of such “infor-
mation.” Offering an exploratory, descriptive, and solution-oriented ap-
proach, we present examples of how this manipulation threatens news
outlets and can escalate to data journalism and other specialized forms
of news reporting. One reason for that is people’s overreliance on num-
bers and data visualizations as cues to assess the trustworthiness of the
content. Then, we suggest that news organizations and social media plat-
forms incorporate a tool to make the digital information environment
safer for users and readers. By presenting quotable signature schemes, a
cryptography-based solution, we claim that the transparency repertoire
in journalism can be improved and extended.

a.1 introduction

In this paper, we argue that using quotable signature schemes can en-
hance and extend the repertoire of transparency strategies in data jour-
nalism to prevent or combat mis- and disinformation spread. Our ap-
proach here is descriptive, exploratory, and solution-based. We start the
study with a theoretical background, present examples of how manipu-
lation impersonates reputable news brands, and offer a solution based on
a cryptographic primitive called quotable signature schemes. Lastly, we
offer a prototype to trace a publication’s provenance when excerpts from
it are shared on social media.

Our research is in line with literature that debates fabricated informa-
tion that often mimics the format of news [LBB+18], relies on numbers as
cues to manipulate readers [GB21; PLS23], and even recirculates journal-
istic products by taking them out of their original context [SR21]. Thus,
our goal is to describe how disinformation spread is currently problem-
atic to news organizations and has the potential to escalate to data jour-
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nalism websites in the future, taking into account that numbers and data
visualizations are potent cues to perceived credibility [PLS23].

This study is part of the Trust and News Authenticity interdisciplinary
project, connected with the Digital Democracy Centre (DDC) at the Uni-
versity of Southern Denmark (SDU). All in all, we suggest that data jour-
nalists use computational tools to make the information environment
safer and more transparent for users and readers. As part of transparency
strategies, quotable signature schemes can be extended to news sources
inside the journalistic articles, which allows one to authenticate informa-
tion’s provenance. In the future, the mechanism can even be extended to
multimedia forms, such as pictures and videos.

a.2 theoretical background

a.2.1 Transparency in data journalism practices

Data journalism has ascended since the late 2000s in Europe and the
United States, mainly due to the advance of Freedom of Information Ac-
cess legislation [Cod15; Rog13]. This data-driven journalism practice en-
compasses investigations that primarily rely on public databases, even
though leaked documents can also be used as sources.

Since its theoretical roots trace back to Precision Journalism [Mey02],
which aimed to posit journalism closer to the scientific method, data
journalism investigations might start with a hypothesis to be tested, fol-
lowed by data analysis, visualization, and communication of the report-
ing method – that is, methodological transparency. One of the most com-
mon requirements of openness is focused on the replicability and/or re-
producibility of the analysis, allowing the audience to verify information
and find the same results as the journalists [Geh22; GM17; Mey02].

In summary, transparency means disclosing reporting practices and be-
ing clear about the origin of news sources and the methodology adopted.
Almost a decade ago, transparency in digital journalism, which includes
data-driven approaches, was seen by scholars as a way to establish cred-
ibility and reduce mistrust among audiences [Cod15; Kar10]. The opti-
mism was mainly connected with the Web allowing the use of hypertext
and, therefore, new layers of information. Recently, though, only a cou-
ple of investigations presented evidence that transparency could increase
perceived credibility [JS21], and some scholars argue that trust is a pre-
requisite for openness to be effective [Kar22].

Despite the limitation of not being data producers, which makes them
use sometimes opaque second-hand government data [Ton23], data jour-
nalists believe that sharing their choices, work methodology, and even
uncertainty with the audience improve information clarity. According to
the perception of 36 Brazilian data journalists, transparency is not only
a way for them to communicate their work method but also a path to es-
tablish a relationship based on honesty with the readership and combat
misinformation [Geh20].
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a.2.2 Data as a cue to perceived credibility in the (dis)information landscape

Numbers, statistics, and data visualizations are potent cues in journal-
ism and are often connected with straightforward communication of the
facts. Fact-checkers also use data when verifying public claims, which
implies that numbers are more accurate than discourse. Activating the
same perception, mis- and disinformation narratives often use numbers
and statistics to claim reliability.

Fabricated content related to the Covid-19 pandemic is an example
of number manipulation as part of a misleading narrative. In a content
analysis to explore 407 texts of false content that circulated during the
first months of the pandemic in Brazil, Gehrke and Benetti identified
that “data” was the third most recurrent category of the corpus analyzed,
making up 19.66% of the cases. With the intent of minimizing the impact
of the pandemic and arguing that the news media was creating terror,
numbers and statistics were employed to construct a narrative that aimed
to “demonstrate” that figures reported by the media were exaggerated.
The examples included over-reported cases and deaths to the disease and
allegedly empty hospitals.

Whereas pictures and videos are primarily adopted as evidence in dis-
information narratives [DPD+21], numbers contained in data visualiza-
tions are part of what Peng, Lu, and Shen, p. 228 calls “visual features
as arguments” when discussing visual features of misinformation posts
that might influence people’s credibility perception.

Given that visual mis- and disinformation has been studied less than
general forms of manipulation, it is hard to estimate the frequency with
which the layout of a news website is copied and converted into false con-
tent. Nevertheless, Peng, Lu, and Shen list that aesthetics usually work as
a heuristic by providing people with hints that suggest (or not) the mes-
sage come from a professional and credible source. Moreover, a previous
study developed in our project found that news brands/logos are a pow-
erful cue for people to assess the news’ reliability [GEdVH24].

To exemplify this problem, we present fact-checked publications clas-
sified as “false” text and images that circulated online in 2022 mainly by
mimicking the layout of news websites and logos of journalistic brands
(see Figures 22 and 23). The content we use here was verified by fact-
checking agencies that are signatories of the International Fact-checking
Network (IFCN), which provides rigorous methodological and trans-
parency premises that must be followed and shared with the audience.

Regarding Figure 22, the logo employed in the fabricated message (A)
aims to attribute credibility to the content, by using the same shape
and color as (B), which is the verified CNN Instagram account. Due
to changes on Twitter (C), CNN’s logo shape and verification batch are
slightly different one year later. Still, a quick comparison between logos
in different social media can easily generate confusion and mislead read-
ers. The image and text (A) were verified and classified as false by the
American fact-checking agency PolitiFact [Cur22].
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Figure 22: An Instagram post (A) with a screenshot of a manipulated
tweet that was allegedly published by the American news or-
ganization CNN (B/C) on April 2022 concerning children’s
support of the Ukraine War.

Figure 23: Another type of manipulation consists of the complete copy
(A) of a news website’s original layout (B). In this example, the
mobile version was adopted.

Figure 23 presents news falsely attributed to Deutsche Welle (DW)
Brasil (A) in November 2022. Comparison it with the actual DW Brasil
website (B), shows that a screenshot of the mobile website version was
manipulated. The false text (A) claimed fraud in the Brazilian presiden-
tial elections and presented made-up statistics about the results. Besides
the numbers, a fabricated news source with a “Ph.D. in Cybersecurity”
was attributed within the text to contest the election results and mimic
reporting procedures used in journalism, such as gathering information
through sources. Brazilian fact-checking organization Agência Lupa clas-
sified the content as false [Sch22].
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a.2.3 Quotable signatures

This section first introduces the technical aspects of quotable signatures,
and then gives a practical description of the prototype, and some related
considerations.

Digital signature schemes are a classical and widely used tool in
modern cryptography [DH76; CMRR23]. In general, a digital signature
scheme is a triple of algorithms KeyGen, Sign, and Verify. The algorithm
KeyGen generates related pairs of a private and a public keys (sk,pk).
The algorithm Sign signs any message m using a private key sk. This pro-
cedure produces a signature s = Signsk(m) for m. The algorithm Verify
verifies a message m and a signature s using the public key pk. Ignoring
technicalities, the verification is successful only if the signature was gener-
ated using m and the private key corresponding to pk, and neither the message
m nor the signature s was altered. We say that s is a signature for m signed
with the private key sk. In other words, a secure signature scheme essen-
tially ensures that only an entity in possession of the private key sk can
produce a signature s for a message m, while the signature can be verified
by anyone in possession of the public key pk.

This construction means that digital signatures ensure that (1) the mes-
sage comes from a party that has a specific private key (identity), (2) the
message has not been altered (integrity), and (3) a signer cannot lie about
not signing a message, while also claiming that their private key remains
private.

A newer concept is quotable signature schemes [KNSS19], which has
been expanded upon by the authors [BELN23]. Summarizing, the main
parts are as follows. A quotable signature scheme can be defined as dig-
ital signature schemes with an additional algorithm Quote. Given a mes-
sage m and a quotable signature s, any third party can use Quote to ex-
tract a second quotable signature s′ for a quote q from m, without know-
ing the secret key used to sign m or interacting with the party that signed
m. This quotable signature s′ is still signed with the private key used to
sign m, and hence authenticates the original signing party as the author
of the quote. In addition to having all the properties of standard digi-
tal signatures, quotable signatures also allow deriving where parts of the
message have been removed relative to the quote. A signature for a quote
is again a quotable signature with respect to sub-quotes of the quote.

In the Trust and News Authenticity project, we have developed a pro-
totype of a tool which aims to mitigate the effect of disinformation by
authenticating quotes from articles using quotable signatures. This au-
thentication is intended to complement the already existing flagging of
problematic content. Since quotable signatures do not verify the truthful-
ness of the content, but rather authenticate its origin and inte)grity, this
approach is different from fact-checking. Essentially, rather than aiming
to prove that the statement is correct, it validates that a statement is ex-
tracted ipsis litteris from its provenance without falsification. Figure 24
illustrates the user journeys when using the prototype.
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Figure 24: The user’s journey when (A) reading and copying part of the
news and (B) sharing the content on social media.

Figure 24 also shows that only the exact part copied and pasted is
turned green (B), indicating that the quote, and only the quote, was au-
thenticated, and that the excerpt comes from the original news media
from which it was retrieved. The text added by the user is not highlighted.
For our prototype, we used Facebook as social media since our project de-
velopment occurred in Denmark, where 72% of the population use this
platform for general purposes and 35% for news [NFR+22]. In addition,
Facebook is browser-friendly, compared to other social media that priori-
tize app use.

The logo before the highlighted text (B) refers to DR, a public broad-
caster highly trusted by the population [NFR+22], from which the quote
originates. We decided to incorporate logos after our first project study
with young Danes which indicated that news brands are, as a whole,
a powerful cue for people to assess if a piece of news is trustworthy
[GEdVH24].

By clicking on authenticated content, a reader can summon a popup
with more information, such as who signed it, when it was signed, an
indication of where text was removed, and a link to the original article.
Additionally, information about what (quotable) signatures are and what
being authenticated means can also be provided bythis popup.

Relating the prototype to the general terms of quotable signatures, the
original source of the quote (for example an article) is the message, and
the author or distributor of the article (a news outlet, for instance) is the
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signing party. The party sharing the quote is the one extracting the sig-
nature for the quote, and the one reading the verified quote performs
the verification. In practice, the act of extracting and including the signa-
ture for the quote, and of verifying the signature, would be completely
automated, and happen in the background, requiring no additional user
interaction.

Our prototype is separated into two parts: a library that can be used
by media companies to sign their articles and a browser extension that
allows users to quote with signatures and to verify signatures for quotes.
The library contains implementations of the relevant algorithms, and it
is intended that media companies can integrate it in their publishing
workflow. The browser extension modifies websites such that both full
articles and quotes with verified signatures are shown to be signed. It
also allows the user to make quotes that include a signature when quot-
ing from signed text. In addition, the browser extension provides more
information for a quote to the user.

For our proposed approach to be effective, it would need to be widely
adopted by news media, social media, and by users sharing and reading
quotes from articles. Notably, if news media and social media integrate
this solution into their websites, our approach can be employed without
any explicit user awareness. With such integration, when a user copies
a quote from a signed article, a signature for the quote is automatically
generated, and an element including both quote and text is put into the
clipboard, together with the plain text quote (in practice, this would be
a text/html element and a text/plain element). When the user then
pastes the quote, a website supporting signatures will use the clipboard
element with a signature [W3C21].

a.3 discussion and conclusion

Adding quotable signature schemes to the data journalism transparency
repertoire might help to reduce mis- and disinformation spread. In this
exploratory and descriptive study, we argue that fabricating content and
falsely attributing it to news websites is a current problem that can mis-
lead readers and, in the end, undermine journalism the perceived credi-
bility .

Even though we have mapped cases in which legacy news media are
mainly the object of manipulation, we argue that the disinformation im-
pact can quickly be extended to highly specialized news coverage web-
sites, such as data journalism. Since this data-driven practice deals with
massive amounts of data, analysis, and visualization, it can quickly be-
come a target of mis- and disinformation narratives once it provides cues
people usually trust, such as statistics. Thus, quotable signature schemes
are particularly promising to data journalism initiatives. Furthermore,
emerging forms such as predictive journalism [Dia22] could go in the
same direction and suffer the consequences of a manipulative informa-
tion environment.
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Besides working as a resource to trace the origin of a text excerpt,
quotable signatures schemes could be extended to validate pictures,
videos, databases, and combinations of different formats. It would mean
that data journalism, and other forms of journalism, could validate the
provenance of different sources (including multimedia content) within
news articles. Available to the readership, it improves and extends the
transparency repertoires. Fact-checking agencies can also benefit from
the same authentication structure by providing quotable signatures in
pieces of verification to their readers. When analyzing claims, these agen-
cies provide evidence of how they have checked them by providing the
original sources used in the verification process. The method performed
is crucial for fact-checking agencies to classify a claim as “false.”

To make a difference in the future, media companies and users on so-
cial media need to adopt these quotable signatures. To have the best ef-
fect, social media platforms and news outlets should directly support
quotable signatures, and the required extension should be natively inte-
grated into browsers. Ultimately, this is also a way for platforms to en-
gage in efforts to combat disinformation and protect democracy actively.

a.4 acknowledgments

We thank our colleague and project member Johanna Eggers for visualiz-
ing the user journey in Figure 24.

a.5 funding

The research project Trust and News Authenticity develops a digital sig-
nature attached to journalistic content and a recognizable label for users
to see if the content is authentic and verified. The project and, therefore,
the present study received financial support from TrygFonden and the
Digital Democracy Centre at the University of Southern Denmark.



B
I M AG E AU T H E N T I C I T Y I N T H E AG E O F A I : D I G I TA L
S I G N AT U R E S A S A D E F E N S E AG A I N S T V I S UA L
D I S I N F O R M AT I O N

Johanna Eggers, Simon Erfurth, and Marília Gehrke. Image authenticity
in the age of AI: digital signatures as a defense against visual disinfor-
mation, 2025. Submitted to Cambrdige Disinformation Summit 2025.

b.1 introduction

With the rise of generative AI technology, it becomes increasingly diffi-
cult to accurately identify real and fake images in the online news envi-
ronment, which leads to a threat to democracy and skepticism about the
authenticity of (real) images [EH23]. By authenticity, we mean (online)
content, which remains fundamentally unaltered and whose provenance
can be traced. We emphasize that content being authentic should not be
confused with content being “truthful”, which is an orthogonal property.
Accordingly, our approach is different from the one employed by fact-
checkers, who assess a claim’s veracity. In this conceptual and solution-
driven paper, we offer the conceptual pillars for a novel approach to the
well-known labeling systems so far used in mis- and disinformation miti-
gation. Our contribution, thus, lies on offering digital signatures to verify
the authenticity of images. In doing so, we combine the knowledge and
expertise gathered in media and journalism studies and cryptography.

Specifically in the context of images, the use of generative AI in the fab-
rication of multimedia content, often called deepfakes [PD19], is proving
to be a particularly concerning type of visual disinformation [WL22]. In
an electoral context, deepfakes include not only images, but also robo-
calls and synthetic videos that “steal” a politician’s voice and/or image.
Due to the concerns about the impact of fabricated content on the Eu-
ropean elections in 2024, the European Union has called on technology
platforms to outline plans to tackle deepfakes [OH24]. Similarly, fact-
checking media organizations have planned joint actions to systematize
claim verifications related to topics such as the European elections and
the climate crisis [EFC24].

A common approach to mitigate the threats of AI generated fake im-
ages is to detect and label the fraudulent ones [KFL23]. This approach of
negative labeling is still being developed and remains a computational
and algorithmic challenge [MSLL21]. Additionally, warning labels poten-
tially lead to backfire effects, e.g., the overall decrease of news credibil-
ity [vdMHO23]. With a focused literature review we map out the status
quo of automated labeling and identify potentials before we introduce a
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novel approach to image signing and positive labeling, e.g., marking au-
thentic content. We argue that this approach benefits individuals and me-
dia publishers, including fact-checking organizations, and is less prone
to technological errors and backfire effects.

Since images have received the status of evidence, those whose aim is
to create and spread misleading information have tried to imitate news
organizations’ website layouts. We argued elsewhere that variations of
digital signature schemes are particularly promising for reducing decep-
tion [GE23], including visual disinformation. Digital signature schemes
are a classical and widely used tool in modern cryptography [DH76;
CMRR23]. Ignoring minor technicalities, a digital signature scheme al-
lows parties to sign documents with a secret key, which can then be veri-
fied by other parties possessing a corresponding public key. The verifica-
tion is successful only if the signature was generated using the claimed
message and the private key corresponds to the public key, and neither
the message nor the signature was altered. We present a variation of digi-
tal signature schemes for images, which allow JPEG compression [Erf24].
Having this additional property allows the same digital signature to fol-
low the image on platforms, such as social media, where it was not previ-
ously possible, due to it being unfeasible to store images uncompressed.
This way, our digital signature scheme is a novel approach to follow im-
ages as they are distributed through the online information environment,
while consistently present provenance and authenticity to users.

b.2 literature review

b.2.1 Democratic lenses on news authenticity

Our work is theoretically embedded in the normative perspective that a
healthy democracy depends on well-informed citizens who will act based
on factual information [PLS23]. Following professional values and ethi-
cal guidelines, journalism verifies and delivers accurate and authentic
information to society through traditional practices and fact-checking.
The latter has been defined as a new style of political news based on
truth-seeking and holding public figures accountable [Gra16], which de-
parts from the underlying assumption that disinformation – i.e., fabri-
cated content that aims to cause deception – and lies can be sorted and
differ from political disagreement [LEC+24].

In line with previous work, we define authenticity as “(...) a social con-
struct and an act of performativity negotiated among actors” [GEdVH24,
p. 4]. When applied to news, this concept refers to genuine content, that
is, multimedia outcomes with their original purpose and set- up pre-
served in all stages from news production to distribution. Within this
multimedia content, journalism has historically employed photography
as evidence – which removes the journalist as a “(...) middleman between
event and reader” [BC23b, p. 35], extrapolating from the use of photog-
raphy as a representation of reality, but as reality itself.
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The materiality of photography and video in journalism and social me-
dia platforms stimulates audiences to initially consider such objects gen-
uine and, therefore, authentic. [BC23b, p. 37] have described authentica-
tion as a “(...) technique that is called to account whenever we encounter
the machinic, the digital (...),” which comes into play when suspicious-
ness over content is raised. A recent study of how a group of young adults
authenticated news in Denmark revealed that participants’ high levels
of trust in the news media made them use national journalistic brands to
authenticate news they encountered on social media [GEdVH24]. That is,
they would check if shared content was at all covered by legacy and pub-
lic service media. Since journalism is not generally expected to deceive,
actors who create and spread disinformation narratives with a deceptive
intent often imitate authentic news websites’ design[BM22]. For instance,
credible news websites usually structure news by employing headlines,
photos, loglines, and full text as part of their layout, which is commonly
replicated in fabricated content[GE23].

Since part of visual manipulation is rooted in replicating the logo and
the design of news websites and modifying its content, compromising
the authenticity of online content, we argue in this paper that digital
signatures are the most suitable approach to avoid deception.

b.2.2 The power of images

A picture is worth a thousand words. This universal saying derives from
the observation that a picture or image can convey complex ideas, emo-
tions, or messages without needing to put the same in written or verbal
form. For example, images play a significant role in conveying news sto-
ries and information-seeking intentions [VHS20]. With the rise of AI im-
age generators, can we still rely on images that rapidly spread online to
convey trustworthy and authentic messages?

Images are not only a complementary part of a narrative and entail
more than visual representations. They are an essential part of under-
standing and passing on knowledge and historical memory [Rüs06]. Im-
ages connect past and present and enable the cultural and historical con-
tinuity of a society [HS10]. The photograph had a special relationship to
history, as it used to serve as proof for a specific event in time [HS10].
Nowadays, this relationship has changed. The role of photographs has
been relativized quite quickly, as they can be staged and taken out of con-
text. Photographs need to be authenticated and fact-checked carefully
in order to keep their role of proving reality. Today, the rapid develop-
ment of AI-generated images not only relativizes the previous role of
photographs but completely transforms it. Photorealistic AI-generated
images are taking advantage of the leap of faith that recipients still at-
tribute to authentic photographs to add emotions to the (false) narrative.
The text-to-image generators make the production of AI images univer-
sally accessible and resource friendly without users needing any special
skill set.
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The image itself is powerful in conveying messages because of
the cognitive processing it evokes as well as the physiological re-
sponse [BPBT06]. Images with e.g. threatening, intense or emotional el-
ements lead to a stronger physiological response that indicates a higher
engagement and relevancy of those images [BPBT06]. High-quality AI-
generated news images have been shown to evoke similar emotions as
human selected images [PBN+23] making them a potential substitute for
traditional images and a strong influence on how the newsworthiness is
evaluated by the recipients.

AI generators are not only used to produce misleading or harmful con-
tent, reputable news sources are using AI images in their editorial pro-
cesses as well [Hau24; TTM24]. The AI image generators pose numer-
ous opportunities and challenges for the news production, while eth-
ical issues such as algorithmic bias are still broadly considered in re-
search [TTM24]. An image in the traditional sense can entail a free in-
terpretation of a message, such as a drawing, painting, or illustration
(analog or digital). It can also be a realistic representation of the same,
describing the concept or event accurately. Both of those versions can be
created by AI and have potential for efficient production of high-quality
and unique news stories. Recent research shows that news users perceive
the usage of AI generated generic images or illustrations for a news ar-
ticle more positively but the usage of photorealistic AI images, if e.g. a
real photograph did not exist, more negatively [FN24]. The bad reputa-
tion and high attention that maliciously created AI images receive seem
to influence the evaluation of AI generated images overall. Still, as we
learned from previous disruptive technological advancements: once in-
vented, they stick around. Therefore, we can expect the perceived au-
thenticity of AI generated images overall to develop over time.

When comparing the current state of AI image editing and creation
in both disinformation entities and reputable sources, we can observe
that news creators are currently still holding back with using images
that were solely produced by AI, except when they are reporting about
AI. Typical current news coverage including AI are comparisons, em-
phasizing the similarity of e.g. photographs and photorealistic AI im-
ages. The following images (Figure 25) were published in Politiken, ti-
tled “Artificial intelligence has made one of these images, but which
one?(. . . )” [Kjæ24].

At first glance, the usage of pure AI images to report on other issues
than AI seems low in news organizations. However, they are using es-
tablished visual media companies and stock suppliers to find illustra-
tions, pictures or videos to attach to their content. Those stock suppli-
ers are increasingly promoting AI generated content. Getty Images, for
example, launched a tool in collaboration with NVIDIA to provide text-
to-image generators that create “commercially safe and legally protected
images” [Ima24]. The creators on those platforms that create and edit
pictures, illustrations and other media content are not subject to strict
regulation or control over how their content is produced. They might
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Figure 25: AI generated image, published by politiken.dk, 8th March
2024.

openly or covertly use AI generators for their content production. Ritzau
is one of the platforms not yet promoting AI-generated content, while
being aware that they don’t have a reliable way to verify if their creators
are using AI editors or generators. For the time being, they are relying on
trust [Thy23].

The first examples show that also pure AI images can already make
their way into news reporting. An AI image of a reconciliation between
Prince William and Prince Harry surfaced prior to the coronation of King
Charles III, see Figure 26. The image was created on Midjourney and
originally published on medium.com while it was clarified that the im-
age was produced by an AI generator and doesn’t show real events. The
creator announced that the purpose of this image was to “envision the
possibility” of a reconciliation [tAI 24]. The image was virally used and
requested by news outlets.

In conclusion, both reputable news sources and fraudulent entities are
increasingly using AI editors and generators to produce images. Both real
and fake images travel fast through online spaces. The issue with both
being present in the information landscape is that it gets progressively
more difficult to distinguish between them as the quality of the output
equalizes with technological advancement. The solution is not only to
identify that an image was AI-generated, but also if it was AI-generated
with intent to harm.

Therefore, an important distinction is to be made, realizing that AI-
generated does not categorically mean fake or bad. Even before the emer-
gence of AI generators, journalistic images and photographs have not
been neutral displays of reality. Press images and photographs can also
become ambiguous by using specific angles, moments or framing narra-
tives [Hau24]. The more important differentiation to make is who pro-
duced the image and news narrative, and highlighting the sources’ au-
thenticity. If a reputable news source uses either traditional or photore-



126 image authenticity in the age of ai

Figure 26: AI generated image created and published by medium.com,
29th April 2023.

alistic AI images, the same intention of informing the public of a certain
concept or event can be assumed. The usage of the AI image does not
take away from the journalistic quality.

b.2.3 Visual mis- and disinformation

Most scholarship related to misinformation and disinformation studies
focuses on textual falsehoods despite the leading rates of visual-oriented
social media [PLS23]. In one of the early examples of visual misinforma-
tion scholarship, Thomson et al. [TAD+20, p. 8] presented a typology of
common operations in visual media, including manipulation techniques
that involve modifying the picture itself—for example, changing the lev-
els of saturation or artificial blurring—and changing the context of the
picture at a source level, which they called “misattribution.”

Research related to visual misinformation started gaining prominence
during the COVID-19 pandemic (i.e., early 2020 onwards). In one of
these studies, Brennen, Simon, and Nielsen [BSN20] analyzed the visual
frames of narratives debunked by fact-checking organizations and found
that, among 96 posts that contained images or videos, the main purpose
of the manipulation (52%) was “serving as evidence” – that is, supporting
untrue claims and narratives.

More recently, a group of scholars has pushed the debate toward vi-
sual misinformation due to changes in the prevalence of Artificial Intelli-
gence (AI) and similar tools that make the fabrication of content cheaper,
easy to believe in, and even easier to distribute. Whereas cheap fakes
use less sophisticated technological advancement (e.g., photoshopping,
lookalikes, speeding and slowing moving images), deepfakes include a
more comprehensive range of audiovisual manipulation, such as face
swapping and voice synthesis [PD19].
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Many scholars are particularly concerned about deepfakes, broadly
defined as synthetically created media. Weikmann, Greber & Niko-
laou [WGN24], for instance, mapped two main reasons for concern: 1)
audiences no longer believe that audio-visuals (broadly speaking) repre-
sent reality, and 2) people no longer trust they can discern between real
and fake. Such outcomes might present challenges for journalism and
democracy, given that “reading” cheap and deepfakes as authentic evi-
dence can justify physical, sexual, and political violence [PD19]. This is
particularly concerning for women and women of color, who are subject
to political violence based on gender and race stereotypes.

In a study that examines the prevalence and characteristics of synthetic
media on social media platform X (formerly known as Twitter) from De-
cember 2022 to September 2023, Corsi, Marino & Wong [CMW24] found
an increase in AI-generated media, with a spike that followed the release
of the fifth version of Midjourney – a generative artificial intelligence
program used to create images first released in mid-2022. They identi-
fied 556 unique tweets containing fabricated images or videos viewed
or watched 1.5 billion times. Quantitatively, most of the synthetic media
found by the authors were non-political and non-malicious. Still, the ex-
istence of political figures as targets, they argue, raises concern about the
potential misuse of this kind of technology.

Moreover, even the (apparently) non-political AI-generated images
might be subject to political use. In the aftermath of the hurricanes that
affected the population of the United States in 2024, “inoffensive” AI-
produced images, such as a puppy and a child being rescued in a boat,
were used as “proof” by conservative politicians who wanted to blame
the Biden administration for not preventing disasters [Ahm24]. A simi-
lar phenomenon occurred in May 2024 after the floods that affected the
South of Brazil. Fact-checking news organization Lupa verified a viral
image of a man crying with a child in his arms (Figure 27). This AI-
generated picture circulated on social media with the message, “May God
take care of all the people of Rio Grande do Sul” [Fag24]. Even though
there is no clear political claim related to this image, the green and yel-
low colors of the national flag – visible in the man’s t-shirt in the picture
– used to be associated with far-right demonstrations led by former pres-
ident Jair Bolsonaro, including the Brazil Congress invasion on January
8th, 2021.

Nonetheless, it does not mean people are misled by deepfakes only or
do not engage with cheap fakes. Because cheap fakes usually have actual
footage as the starting point, they can be persuasive and effective, offer-
ing a “close representation of reality” [HvdMV24]. In a study that ana-
lyzed a sample of 2,500 images that circulated in political public groups
on WhatsApp in India, Garimella & Eckles [GE20] detected that images
taken out of context – thus, cheap fake – represented 34% of the misin-
formation image dataset followed by memes with fake quotes or statistics
(30%).
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Figure 27: AI-generated image of a man wearing the Brazilian national
symbol on his t-shirt was verified by Lupa fact-checking orga-
nization.

One of the frequent forms of cheap fake manipulation is the use of
lookalikes, usually authentic photos or footage that recirculate out of con-
text. At the end of July 2024, the website Snopes labeled as “misleading”
the image that allegedly portrayed United States vice-president Kamala
Harris dancing on an episode of Soul Train (Figure 28), a TV show that
aired from 1971 to 2006 [Lil24]. The video was, in fact, from a 2005 clip
of Mariah Carey’s song “It’s Like That”.

Though it is impossible to reveal what was the intention behind such
a false narrative, the use of lookalikes is one of the well-known strate-
gies adopted by those who want to attack women’s reputations based on
gender and race stereotypes, often suggesting that such behavior is not
adequate for female politicians [Geh23].

b.2.4 How fake images affect news authenticity

Although not inherently malicious, AI generators pose new risks for the
media ecosystem and perceived authenticity of news. The user-friendly
interfaces and intuitive functionalities reduce the skills and resources
needed to create (photorealistic) images. Therefore, many more sources
with intent to harm can produce fraudulent content and spread it online.
Typical techniques for disinformation spreading are simplified and ac-
cessible, such as impersonation of reputable sources. This can happen
by creating fake websites that mimic the original [HP24], or creating
fake social media accounts to resemble authentic accounts of e.g. politi-
cians [ZFC19]. Another technique is the manipulation of authentic pho-
tographs [Ham24], making the depiction of the fake elements even more
difficult. A prominent example of manipulated photographs is a picture
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Figure 28: Footage was taken out of context to place US vice-president
Kamala Harris falsely. This content was verified by Snopes.

from the immediate aftermath of the attempted assassination of Donald
Trump on July 13th, 2024. The picture had been manipulated to show
smiling Secret Service agents [Che24]. This image was then used to prop-
agate conspiracy theories about the attack [Che24].

The visual aspect of images makes any news story more attention grab-
bing [Ham24]. False narratives that are used for propaganda purposes
often rely on sensational and negative stories and images to catch even
more attention from the recipients. The AI generators can now create
fake images that defy the boundaries of what is physically possible or
imaginable and are therefore an ideal accelerator for propaganda pur-
poses [CC18]. This combination of propaganda and vivid, intense im-
agery creates a critical dynamic, as it can manipulate viewers’ percep-
tions and emotions more effectively than before.

The exploitation of the different disinformation tactics used when cre-
ating fake images becomes especially prevalent on social media news
feeds, where sensational and emotionally engaging content is more likely
to be broadly shared [HKS24; PPSS23]. Additionally, more and more
users enter social media via their mobile devices [NFR+24], where the
screen is small, and the attention span is short. As follows from the pe-
ripheral route of the Elaboration Likelihood Model, low cognitive pro-
cessing effort when scrolling through news most likely leads to news
users paying little attention to details of the images and a low probability
to self-initiate authenticity checks [PC86].

The spread of images enhancing disinformation, manipulation and
propaganda can also impair the public trust in reputable news sources
and institutions. When manipulated or fake images are used to display
false narratives, it can lead to skepticism about the authenticity of all me-
dia content, making it difficult for audiences to identify what is real and
what is fake [Ham24]. AI images that intend to harm therefore lead to an
undermining of trust in authentically captured media.
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b.2.5 Label approaches and effects

When acknowledging the importance of images for news narratives and
authenticity, it is also crucial to determine when and how to protect im-
age authenticity, with AI-generated images spreading rapidly in online
environments. The AI images spreading online are not inherently wrong
or bad, but the production and distribution patterns show broad con-
cerns for disinformation and scam production.

The most common approach to directly combat false information that
has already been shared is to identify and flag fraudulent content by
e.g., the usage of warning labels [KFL23]. While this labeling approach is
widely used, it remains a computational and algorithmic challenge. La-
beling all of the false content online is naturally unfeasible and the threat
of censorship occurs with automation approaches [MSLL21]. Warning la-
bels have shown to potentially lead to negative backfire effects, such as
a general distrust in (legitimate) news and deception bias, meaning that
news readers are primed to assume that the information they encounter
is more likely to be false than true [vdMHO23]. The protection of images
attached to online news therefore leads to technological and conceptual
challenges for which a new standard still needs to be created. The protec-
tion of images that represent or are attached to news content therefore
poses not only technological but also conceptual challenges that have not
yet been sufficiently met by negative labeling through fact- checking in-
stances. It is time to develop a new standard that can adequately protect
the integrity and authenticity of images used in digital journalism.

The challenges of automating and strategically counteracting AI gener-
ated images lie in the fact that AI generated images that spread in online
environments are highly scalable [NNY+24]. Disinformation scales up
easily due to effortless access to advanced technologies such as AI gen-
erators and beneficial distribution possibilities on social media, where it
reaches a wide audience quickly [NNY+24].

Recent developments in counteracting AI-generated disinformation in
general are most commonly focused on detecting synthetic media by us-
ing a variety of methods [BPT+24]. The recent systems developed move
away from negative labeling (warning labels) to e.g. specifically detect
and label AI-generated images on social media [PNC24]. By using ap-
proaches such as frequency analysis technologies and machine learning
algorithms, these systems can detect AI images and differentiate them
from non-AI images [PNC24]. While performing an important task and
showing a high level of innovative response to AI images, the problem
of distinguishing AI images with the intention to harm from AI images
used in journalistic manners remains unresolved.

By introducing digital signature schemes that authenticate the real
content when it is shared online, we address this problem by making the
real and fake images distinguishable again. This approach of following
authentic images online and labeling them as such, relies on a technologi-
cally effective, automatable and innovative approach but also on positive
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labels leading to the desired effects. Studies on established consumer la-
bels have shown that negative labels generally have a stronger immediate
effect on the recipient than positive labels [GDB04]. A positive label is ex-
pected to have a smaller direct effect on individual news consumers and
their behavior online, but when applied on a broad scale, its impact can
extend to nearly everyone. Even subtle changes, such as scrolling past
fake content more quickly and spending slightly more time engaging
with real content, can have a significant effect on cognitive processing
and news consumption online.

b.2.6 A Digital Signature Allowing JPEG Compression

b.2.6.1 Digital Signatures

One promising way to add authenticity markers to online con-
tent, is to use the classical cryptographic primitive digital signature
schemes [DH76; CMRR23]. Using digital signatures, content can be
equipped with markers that mathematically guarantee the authenticity
of the content. Before we describe the variation of digital signatures we
propose using, we introduce digital signatures.

In a nutshell, digital signatures allow parties to sign messages in a way
that other parties can verify the signature for the message, and be confi-
dent that the message originates from the claimed party and has not been
modified. In practice, this works by generating a key-pair, consisting of
a private key and a related public key. The private key allows signing
messages, which generates a signature for the message being signed. The
public key can be distributed freely,1 and any party can verify a message
against a signature and a public key, checking that the signature has been
generated for this specific message, using the private key corresponding
to this public key. This procedure guarantees three properties. (1) The
identity of the signer is guaranteed, in the sense that it is impossible
to forge a signature as being signed with a secret key, without actually
possessing that secret key. (2) The integrity of the message is guaranteed,
meaning that the message being verified is bit-for-bit identical to the mes-
sage that the signer signed. And finally, (3) non-repudiation; if a signer
has signed a message, the signature binds the signer to the message, in
the sense that it is impossible for the signer to claim that they did not
create this signature for this specific message (while still claiming their
secret key remains secret).

The three outlined properties, make digital signatures a very strong
tool for attaching authenticity labels to online content. Essentially, qual-
ity content creators can sign their content, and the digital signature can
then follow the content as it is shared online, serving as an authentic-
ity label, which guarantees the origin and integrity of the content. How-

1 Infrastructure for distributing public keys in a way one can be assured of the identity
of the owner of the public key exists, and is widely used. It is referred to as public key
infrastructure [Uni19].
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ever, one issue with using standard digital signatures for this is the strict-
ness of Property (2). This property requires the message being authen-
ticated to be bit-for-bit identical to the message that was signed, which,
in essence, means that articles and images can not be modified in any
way. For example, articles can not be quoted, and images can not be com-
pressed. While this could be somewhat alleviated by having the signer
sign multiple predetermined versions of the content (for example select
quotes or important paragraphs from text, and compressed or cropped
versions of images), such a solution would either be limited in the num-
ber of transformations it support, or incur exponential costs.

To resolve the issue with minimal overhead costs, we developed (some-
what) homomorphic digital signatures, which allow a specific type of
transformation to be performed freely on the message, without invalidat-
ing the signature (both for text and images). For text, a natural transfor-
mation to support is quoting parts of it. We developed digital signatures
that are homomorphic with respect to quoting in [BELN23; GE23].

For images, there is a wider selection of natural transformations that
could be supported, such as cropping, rotating, filtering, compressing,
and many more. We observe, that when an image is uploaded to a social
media, it is compressed, and hence, compression might be the most com-
monly performed image transformation, and we focused on developing a
digital signature scheme for images, which is homomorphic with respect
to (JPEG) compression [Erf24].

b.2.6.2 JPEG Compression

To describe how the signature scheme allowing JPEG compression is con-
structed, we first give a brief introduction to how JPEG compression
works. More details can be found in [Wal91; Erf24]. JPEG compression
uses how the human vision system works, and preserves more of the
details that humans are good at noticing, while discarding more of the
details humans are bad at noticing. Concretely, humans are more sensi-
tive to changes in color than changes in brightness, and humans are more
sensitive to low frequency changes in intensity of colors/brightness than
to high frequency changes in intensity of color/brightness. Hence, JPEG
compression preserves more information about brightness and low fre-
quency changes than it does about color and high frequency changes. In
practice, the compression is done with the following steps:

1. The image is converted from RGB color space to YCbCr color space,
meaning that rather than having three channels representing how
much red (R), green (G), and blue (B), respectively, there is in
each pixel of the image, it has three channels where one (Y) rep-
resent how bright each pixel is, and the other two channels (blue-
difference (Cb) and red-difference (Cr)) represents the color of each
pixel. In later steps, this allows preserving more information for
the brightness channel than for the color channels.

2. An optional down-sampling step, which we do not apply.
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Figure 29: Illustration of how each coefficient goes from representing one
pixel in an 8 × 8 block, to instead representing a DC wave over
the block. Figure originally appeared in [Erf24].

3. The image is split into 8 × 8 pixel blocks, which are processed indi-
vidually for each channel in the next 2 steps.

a) The discrete cosine transformation (DCT) is applied to the
block, such that each pixel in the block now represents how
much of a discrete cosine wave there is in the entire block,
rather than just representing the intensity of the specific pixel.
This is illustrated in Figure 29, where it can be seen that each
pixel in the 8×8 block goes from representing just itself (seen
on the left) to representing a discrete cosine wave over the en-
tire block (the “wave” of each pixel shown on the right). This
step allows the next step to preserve more information about
the low frequency waves (shown in the upper left corner of
the right side of Figure 29), and less information about the
high frequency waves (shown in the lower right corner of the
right side of Figure 29).

b) The block is quantizised, meaning that entry in the block is di-
vided by a value from a quantization table, and then rounded.
A quantization table is an 8×8 table, with values, that specifies
how much information each entry in the block can “keep”. The
larger the value in the quantization table, the less information
is left after rounding. The parameter for a JPEG compression
contains two quantization tables, one for the brightness chan-
nel and one for the color channels. This is the step where more
information is preserved for details the human vision system
is good at noticing. First, the quantization tables contain larger
values in entries corresponding to high frequency discrete co-
sine waves, than in entries corresponding to values represent-
ing low frequency discrete cosine waves. Additionally, the val-
ues in the quantization table used for the color channels are
generally larger than the values in the quantization table used
for the brightness channel.
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4. The entire image is encoded using a (lossless) entropy encoder. This
step does not affect our construction, so we do not provide details.

b.2.6.3 Signature Construction

Returning to the problem of digital signatures requiring a bit-for-bit iden-
tical image, it can be observed that the only step where information is
lost is Step (3b), when rounding is done. Thus, our goal for [Erf24] was
to create a signature scheme that allows providing some extra informa-
tion, which, during verification, can “replace” the information lost dur-
ing compression, and allow the signature to still be verified. We made
the key observation that when the value in the quantization table is a
power of two (1, 2, 4, 8, 16 and so on), dividing and rounding is equiv-
alent to truncating some of the least significant digits. That is, the least
significant digits are removed, but all other digits stay the same.

This observation led to the following idea: to sign an image, first create
a digest related to the entire image, but with the additional property that
it is possible to replace any number of least significant digits with some
other information, and still obtain the same digest. Then, sign the digest,
in place of the image.2 The value that can replace the least significant
digits when computing the digest, can be derived from the digits being
truncated, and, in practical cases, takes up much less space than what is
saved by compressing the image.

Using this idea, compression is done using quantization tables that
contain only powers of two, and the value that can replace the digits
truncated by the compression is added to the signature for the image,
allowing verification to be done.

In order to create the digest, we use what is called a hash function,
which is a special type of function with the following properties. (1) It is
easy to evaluate on any input. (2) Given a random output value, it is infea-
sible to find input mapping to that output. (3) It is also infeasible to find
two inputs mapping to the same output [Dwo15]. The entire process of
creating a digest with the properties we desire is illustrated in Figure 30.
Figure 30 shows how a digest represents the first entry in every 8×8 block
in either the brightness channel or the color channels is created. Essen-
tially, the least significant bit of all entries that are first entries in an 8×8
block are hashed together, then the resulting digest is hashed together
with the second least significant bit of all the entries, and so on, creat-
ing a chain of hashes. The last link in the chain (resulting from hashing
another chain link and all the most significant bits) is called the chain
end. For each entry in the 8× 8 blocks and for both color and brightness,
a chain like the one in Figure 30 is created. As a final step, the ends of
all the chains of hashes are hashed together, and signed using a standard
digital signature scheme.

2 In practice, all digital signatures work by creating a digest of the message, which is then
signed.
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Figure 30: Creating the digest corresponding to one entry in the 8 × 8
blocks. Figure originally appeared in [Erf24].
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When the image is compressed – and all the entries corresponding
to the same entry in the quantization table are truncated by the same
amount – just one link from each of the chains of hashes needs to be
provided. When compressing, these links are calculated, and added to
the signature. With an updated signature, one can now obtain the di-
gest that was signed by recalculating the remaining links of the chains of
hashes, and hashing all the ends together. If the image was compressed
using quantization tables containing only powers of two, and the correct
chain links were added to the signature, this digest is the value that was
signed.

We claim that the signature scheme constructed like this is secure, in
the sense that a signature for an image is never going to be a valid signa-
ture for an image that could not be obtained by compressing the original
image. A formal definition of this notion of unforgeability and a proof of
the security of the scheme can be found in [Erf24].

b.2.6.4 Performance

There are two performance aspects to consider with our signature
scheme. One is if the signature scheme is efficient in terms of how much
computation/storage it requires, and another is if compression done with
powers of two is a good way to do compression, considering how much
it reduces the size of an image versus how much it degrades the visual
fidelity of the image.

To answer the first part, it can be observed that the signature before
compressing has the same size as a standard digital signature, and after
compressing, it additionally contains 2 · 8 · 8 = 128 chain links, each of
which is one hash digest. In [Erf24], we analyse how this lines up with
different approaches, but the essential takeaway is that the overhead is
minimal. For realistic parameters for both image size, hash function and
standard digital signature scheme, an image compressed down to less
than 5% of its original size has an overhead of just over 4%. For compu-
tation, the overhead is just 128 ·8+1 hash function evaluations, which is
fast.

In order to compare the visual fidelity, we first tried simple ocular
comparison, but with this approach, it was not possible to reliably tell
apart images compressed using our approach and images compressed
using standard quantization tables. Instead, we used two image met-
rics, both supposed to reflect how the human vision system perceives
similarity[WSB03; ZZMZ11a]. We detail how the comparison was done
in [Erf24], but in essence, for each image in a database of test im-
ages [PLZ+09], we found a quantization table with only powers of two,
giving a compressed image with a size similar to the image compressed
using a standard quantization table. For multiple different standard
quantization tables, our approach resulted in an average size difference
of less than 1 kB, and an average image quality metrics score difference
of less than 0.1%, see Table 6 and [Erf24, Section 5].
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Table 6: Comparison of compression done with regular compression pa-
rameters and compression done with parameters satisfying our
approach. QF25/QF50/QF80 refers to the quality factor used for
standard compression parameters.

Size MS-SSIM FSIMc

Q
F2

5 Our approach 16.0 kB 0.960 0.978

Unmodified 15.1 kB 0.959 0.978

Q
F5

0 Our approach 25.4 kB 0.979 0.991

Unmodified 24.4 kB 0.979 0.991

Q
F8

0 Our approach 43.9 kB 0.990 0.997

Unmodified 43.4 kB 0.991 0.997

b.3 discussion

In this paper, we presented the conceptual structure of a novel approach
to verifying image authenticity through digital signatures. Our approach
is complementary to fact-checking and other forms of mis- and disinfor-
mation mitigation. We argued that current most established measures
to counteract on disinformation are not sufficient to address the grow-
ing challenges of AI image generators. The rise of AI content, especially
deepfakes and photorealistic images, makes it increasingly difficult for
recipients to distinguish between the good and the bad, as the quality
equalizes. We introduced digital signatures schemes as a robust solution
that is suitable by tracing back the origin of images shared online. Apart
from the suitability we also highlighted the technological viability of this
approach by guiding through the steps necessary to allow JPEG compres-
sion for images while still keeping the digital signature in place, which
ultimately allows authenticated image sharing on social media platforms
and similar intermediaries. The visual intervention of the authentication
process for the images is a digital label attached to the image.

Figure 31 shows a mock example of how the label could be displayed
to news consumers. We see a persona sharing a picture of the attempted
assassination of Donald Trump into a social media news feed. The image
is labeled as “source confirmed” (see the bottom right on the picture),
emphasizing that the origin of the image is authentic and reputable. In
this scenario, the image could have been shared directly from a website
or post or downloaded and uploaded again within an original post.

In the next step, we aim to engage in the discussion of who gets to im-
plement the digital signatures. One potential strand would be networks
that congregate news organizations and/or journalists under the same
ethical guidelines and codes of principle, meaning there is a process of
best practices in the community and an attempt to hold each other ac-
countable (e.g., Reporters Without Borders, the Global Investigative Jour-
nalism Network, and the International Fact-Checking Network).
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Figure 31: Mock Social Media post including the mock content label, pro-
duced by the authors.
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