Image Authenticity:
Slightly Homomorphic Digital Signatures
and Privacy Preserving Folding Schemes

Simon Erfurth

Universitat Rovira i Virgili, 20/2 2025

X simon@serfurth.dk
& www.serfurth.dk

% QOserfurth.dk

sbu<s+ DDC

DEPARTMENT OF MATHEMATICS ..
AND COMPUTER SCIENCE digital democracy centre



Agenda

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 1/31



Agenda

Motivation: Tracing the provenance of
images.

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes  Simon Erfurth 1/31



Agenda

STRENGTHENING AUTHENTICITY
AND MITIGATING MISINFORMATION

Motivation: Tracing the provenance of
images.

SIMON ERFURTH
DECEMBER 2024

sbu<s+ DDC

DEPARTMENT OF MATHEMATICS ..
AND COMPUTER SCIENCE digital democracy centre

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 1/31



Agenda

Motivation: Tracing the provenance of
images.

A solution supporting JPEG
compression.

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes

STRENGTHENING AUTHENTICITY
AND MITIGATING MISINFORMATION

SIMON ERFURTH
DECEMBER 2024

sbu<s+ DDC

DEPARTMENT OF MATHEMATICS ..
AND COMPUTER SCIENCE digital democracy centre

Simon Erfurth

1/31



Agenda

Motivation: Tracing the provenance of
images.

A solution supporting JPEG
compression.

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes

STRENGTHENING AUTHENTICITY
AND MITIGATING MISINFORMATION

SLIGHTLY HOMOMORPHIC DIGITAL SIGNATURES

SIMON ERFURTH
DECEMBER 2024

sbu<s+ DDC

DEPARTMENT OF MATHEMATICS ..
AND COMPUTER SCIENCE digital democracy centre

Simon Erfurth

1/31



Agenda

Motivation: Tracing the provenance of
images.

A solution supporting JPEG
compression.

Towards a general solution from
SNARKsS.

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes

STRENGTHENING AUTHENTICITY
AND MITIGATING MISINFORMATION

SLIGHTLY HOMOMORPHIC DIGITAL SIGNATURES

SIMON ERFURTH
DECEMBER 2024

sbu<s+ DDC

DEPARTMENT OF MATHEMATICS ..
AND COMPUTER SCIENCE digital democracy centre

Simon Erfurth

1/31



Agenda

Motivation: Tracing the provenance of
images.

A solution supporting JPEG
compression.

Towards a general solution from
SNARKsS.

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes

STRENGTHENING AUTHENTICITY
AND MITIGATING MISINFORMATION

SLIGHTLY HOMOMORPHIC DIGITAL SIGNATURES
AND PRIVACY PRESERVING FOLDING SCHEMES

SIMON ERFURTH
DECEMBER 2024

sbu<s+ DDC

DEPARTMENT OF MATHEMATICS ..
AND COMPUTER SCIENCE digital democracy centre

Simon Erfurth

1/31



Part 1

Motivation: Tracing the provenance of images

Strengthening Authenticity and Mitigating Misinformation
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Image Provenance

@ apnews.com/hub/attempted-assassination-of-donald-trump

Attempted assassination of Donald Trump | AP News

m = WORLD US. POLITICS SPORTS ENTERTAINMENT BUSINESS SCIENCE FACTCHECK ODDITIES BEWELL NEWSLETTERS

Super Bowl 2025 highlights Halftime show  Barkley setsNFLrecord  Ecuador elections  Trump tariffs

Trump urges his supporters to deliver victory in his return to
scene of first assassination attempt
October 6,2024
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Image Provanance from Digital Signatures

A straight forward solution?

Picture provider signs a signature for the image.
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Image Provanance from Digital Signatures

A straight forward solution?

Picture provider signs a signature for the image.

But...

[60+Z71d]

Standard digital signatures do not work with (lossy) transformations.
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Part 2

A solution supporting JPEG compression

Slightly Homomorphic Digital Signatures
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Slightly Homomorphic Digital Signatures

P-Homomorphic Signature Scheme
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Slightly Homomorphic Digital Signatures

P-Homomorphic Signature Scheme

For message space M, fix predicate P: M x P(M) — {0, 1}.
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P-Homomorphic Signature Scheme

For message space M, fix predicate P: M x P(M) — {0,1}.
(KeyGen, Sign, Verify) regular signature scheme with additional property that

mIf P(m,{my,...,mj})=1:

m then anyone can extract a signature for m signed with sk from signatures for
my, ..., m; all signed with sk.
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Slightly Homomorphic Digital Signatures

P-Homomorphic Signature Scheme

For message space M, fix predicate P: M x P(M) — {0,1}.
(KeyGen, Sign, Verify) regular signature scheme with additional property that

mIf P(m,{my,...,mj})=1:
m then anyone can extract a signature for m signed with sk from signatures for
my, ..., m; all signed with sk.

For JPEG compression: Predicate P(m’, M) returns 1 if and only if [M| =1 and m’ a
compression of m € M..
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Slightly Homomorphic Digital Signatures

Unforgeability

(pk, sk) « KeyGen()

pk mi, ...

m*,s
—

Adv s (pk) wins

)
' S1,...,5Q

if (Verpk(m*,s*)=1)and (VM C {my,..

EUF-CMA

.,mg}: P(m*,M)=0):
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Slightly Homomorphic Digital Signatures

Unforgeability

(pk, sk) « KeyGen()

Adv s (pk) wins

pk mi,...,m
£
lll' S1,...,5Q
m*, s*
— =
if (Verpx(m*,s*)=1)and (YM C {my,....mq}: P(m",

EUF-CMA
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Towards our construction: JPEG Compression
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Towards our construction: JPEG Compression

RGB to YCbCr color

space
Optional: Down

sample —
Split into 8 x 8

B Discrete cosine
transformation
B Quantization

Encode using
entropy encoder
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Towards our construction: JPEG Compression

step 1

RGB to YCbCr color

space 815-15-10 2 2 3 3 3 50-1-10 0000
. 32044223 00-100000
Optlonal: Down 001 242221 00000000
s 31331031 Step 3b 00000000
Sample 0 -1 2 3 11 1 - 00000000
56 1 -1 4 -1 -1 -3 00000000
Sp||t|nto8x8 212007 31 00000000
00133231 00000000
B Discrete cosine
t f t- 16 11 10 16 24 40 51 61
12 12 14 19 26 58 60 55
rans Orma Ion tep 3 14 13 16 24 40 57 69 56
. . Q= 14 17 22 29 51 8T 80 62
E Quantlzatlon Q=15 22 37 56 68 100 103 77
2035 5 61 81104 113 92
9 61 TS ST 103 121 120 101
1 = 7202 95 98 112 100 103 99
Encode using SEEEORE T
entropyencoder
TP P o aonnonoe
AR nRnnne Boponone
PR S S ) Y R Enpnnone
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Construction: 1 Byte
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Construction: 1 Byte

Observation: Quantization with 2"

is truncation

by be bs bs b3 by by by
23
~ b7 b6 b5 b4 b3 XXX
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by be bs bs b3 by by by
23
~ b7 b6 b5 b4 b3 XXX

Idea: Provide something instead
of xxx?

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes  Simon Erfurth

9/31



Construction: 1 Byte

Observation: Quantization with 2"

is truncation

by be bs bs b3 by by by
23
~ b7 b6 b5 b4 b3 XXX

Idea: Provide something instead
of xxx?

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 9/31



Construction: 1 Byte

Observation: Quantization with 2"

is truncation

b7 bg bs bg b3 by by by )
23 0\\/%
~~ by bg bg bg b3 xxx Y

Idea: Provide something instead
of xxx?
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Construction: 1 Byte

Observation: Quantization with 2"

is truncation

b7 bebs by b3 by by by 5 .
23 sl 5
~ by bg bs bg b3 xxx 76 1Y

Idea: Provide something instead
of xxx?
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Construction: 1 Byte

Observation: Quantization with 2"

is truncation

b7 be bs ba b3 by by bg 5

23
v—>b7 b6 b5 b4b3XXX
Idea: Provide something instead
of xxx?

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes
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Construction: 1 Byte

Observation: Quantization with 2"

is truncation

bz bg bs ba b3 by by bo . i 4 4 4 4 B 4
3 N \\& \\/S’ \\/S« \\,S’ \\& \\,S’ \\6/ N
S 3, %, ) R, %) ) G
~ by b bs by b3 xxx 2 oﬂ 174179 éﬂ 5, 178,1%
Idea: Provide something instead
b= by be bs by b by b bo

of xxx7?
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Construction: 1 Byte

Observation: Quantization with 2"

is truncation

bz bg bs ba b3 by by bo . A S S T T A
23 \\J\ \\’5’ \\’5’ \\’S' \\’5’ \\’5’ \\’5’ \\’5’ 7]
@;ﬁ /%\/H %/17 %/H %/17 %/H %//17 %/17 6%
7.
~~ by bg bg bg b3 xxx % EY) [ 179179 17% [ 3,179 &
Idea: Provide something instead
b= by be b by by by by

of xxx7?
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Construction: 1 Byte

Observation: Quantization with 2"

is truncation

b7 b6b5b4b3b2 b]_ bo - 4 % % % % 4\) 5
23 \\J\ \\’9 \\’5’ \\’S’ \\’5’ \\’S, A 2
&/ %, %, A B RS 5, %
~~ b7 bg bg bg b3 xxx %) /g/[ $174,17,17%¢ [ @] )
Idea: Provide something instead
b= by by by by by b

of xxx7?
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Construction: 1 Byte

Observation: Quantization with 2"

is truncation

b7 b6b5b4b3b2 b]_ bo - 4 % % % % 4\) 5
23 \\J\ \\’9 \\’5’ \\’S’ \\’5’ \\’S, A 2
&/ %, %, A B R 5, %
~~ b7 bg bg bg b3 xxx %) /g/[ $174,17,17%% [ @] )
Idea: Provide something instead
b= by by by by by b

of xxx7?

However...

. it is super inefficient!
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Construction: Images

But...

m ...each of the 64 DCT coefficients are truncated the same in every 8 x 8 block

m and images generally have many pixels/blocks
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Construction: Images

But...

m ...each of the 64 DCT coefficients are truncated the same in every 8 x 8 block

m and images generally have many pixels/blocks

Our solution

m Generate signature by “combining” matching DCT coefficients and then generate
hash chains and hash ends together.

m Compress using quantization table with powers of two and update signature to
include relevant nodes.
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Construction: Images
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Construction: Images
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Construction: Images

N\
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Construction: Images

7
7y s,
°, 7
7%y
97
— B0 = B2 b b2 b)  bY by [BY] [BY
bl = bt bt bt b b} b} |b}| |b
o b2 = b3 b2 b2 b} b3 b3 |b}| |b}
o b3 = b b} b2 b} b} b} |b}| |b
U bO bl
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Construction: Images

y )\\'S' IR VRS T VR N
Y
79797979 7 Y
— B0 = B9 [BQ] [BY] [BQ] [BY] [BY] [P [BS
- bl = b3 |bY| |bi| |b}| |B3| |bY| |b}| |B}
o b2 = b2 |b2| |bZ| |b3| |bZ| |b3| |b}| |b3
el IL IR (AT I A
7[)0 bl
71)2 b3
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Construction: Images

y )\\'S' SIS TN TN TN \\6«%\
""""""""""""" Y R R Ty
o] % %o ] 7o ol o]
— 0= B9 [BQ] [BY] [BQ] [BY] [BY] [P [BS
gt = (bd| (bl |bd| |bl |bd| |b} |Bd| |n}
Lop2 b2 e (b2 k2| (B3| B3| (B3 (R
1 A 1 T T T [ T
7b0 bl
s« Sigek(-+  hgyos ) —|p? b3
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Construction: Images

A 3 % 2
2 Ve N Ve SN
....................... I PO T PP P
70 700 70
R
— = B9 (b [BY] |69
Cel= (b by B
Ho p2 = b2 b2 bé b2
m— b3 = |b3| |8 (B3| |B}
-— bo bl
5<;Sigsk(...‘h50‘u,...) —|p2 b3
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Construction: Summary

Digital signature scheme allowing JPEG compression
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Digital signature scheme allowing JPEG compression

Let H be a cryptographic hash function and DS = (KeyGenP>, SignP3 | VerifyP>) a
standard digital signature scheme.

m sk, pk < KeyGen(1*): Identical to KeyGenPS(1?*).
m s < Signy (i): Compute the chains of hashes, sign the ends using SignP>.

m /', s’ + Compress(i, s, P): Compress i using quantization tables P, compute
chains of hashes and extract relevant ones. Add these to s.
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Construction: Summary

Digital signature scheme allowing JPEG compression

Let H be a cryptographic hash function and DS = (KeyGenP>, SignP3 | VerifyP>) a
standard digital signature scheme.

m sk, pk < KeyGen(1*): Identical to KeyGenPS(1?*).
m s < Signy (i): Compute the chains of hashes, sign the ends using SignP>.

m /', s’ + Compress(i, s, P): Compress i using quantization tables P, compute
chains of hashes and extract relevant ones. Add these to s.

m 0/1 < Verify, (i,s): Use i and hashes in s, if any, to find chain ends. Verify with
VerifyPS.
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Security and Performance Claims
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Security and Performance Claims

Unforgeability

Constructed signature scheme allowing
image compression is EUF-CMA.
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Security and Performance Claims

Unforgeability

Constructed signature scheme allowing
image compression is EUF-CMA.

Performance: Signature Size

200%

-~ Compared to trivial solution
1809

160Y%

. g
Uncompressed image 2 MB &
]

- = - |S| =512 bits.

0%
100%90% 80% 70% 60% 50% 40% 30% 20% 10% 0%
mpression ratio
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Security and Performance Claims

Unforgeability

Constructed signature scheme allowing
image compression is EUF-CMA.

Performance: Signature Size

200%
- Compared to trivial solution
180%|— Compared to no signature
s Using a post-quantum signature
14
9120% ]
. £ i
Uncompressed image 2 MB &
) B0,
- = - |S| =512 bits. 5
4
— |§| =512 bl'ts, i
|H| = 256 bits.
" 20%) .
----- |S| = 36760 bits, . e,
) A
|H| = 256 bits. 100%90% 80% 70% 60% 50% 40% 30% 20% 10% 0%
Compression ratio
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Security and Performance Claims

Visual Fidelity
Unforgeability

Constructed signature scheme allowing
image compression is EUF-CMA.

Performance: Signature Size

200%

-~ Compared to trivial solution
180%| — Compared to no signature

«««+- Using a post-quantum signature
160° g 3 p g
1409

“ B,
Uncompressed image 2 MB &
&

= oo (6] =GR s
60%|
S| = 512 bits,
. 40%
|H| = 256 bits. | .
" 20% S
----- IS| = 36760 bits, . e,
) A
|H| = 256 bits. 100%90% 80% 70% 60% 50% 40% 30% 20% 10% 0%
(e
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Security and Performance Claims

Unforgeability

Constructed signature scheme allowing
image compression is EUF-CMA.

Performance: Signature Size

Visual Fidelity

Uncompressed Classic (QF50) Powers of two

200%
- Compared to trivial solution
180%|— Compared to no signature
s Using a post-quantum signature
14
9120% ]
: % =
Uncompressed image 2 MB &
) B0,
- = - |S| =512 bits. 5
4
— |§| =512 bl'ts, i
|H| = 256 bits.
" 20%) .
------ |S| = 36760 bits, . e,
) A
|H| = 256 bits. 100%90% 80% 70% 60% 50% 40% 30% 20% 10% 0%
Compression ratio
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Security and Performance Claims

Unforgeability

Constructed signature scheme allowing
image compression is EUF-CMA.

Performance: Signature Size

Uncompressed image 2 MB

- - - |S| = 512 bits.

—— |S| = 512 bits,
|H| = 256 bits.

..... |S| = 36760 bits,
|H| = 256 bits.

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes

200%

-~ Compared to trivial solution

180%| — Compared to no signature

160Y%

----- Using a post-quantum signature

%
100%90% 80% 70% 60% 50% 40% 30% 20% 10% 0%
Compression ratio

Visual Fidelity

Uncompressed Classic (QF50) Powers of two

Size MS-SSIM  FSIMc  MSE PSNR

Our tables | 16.0 kB | 0.960 0.978 77.526 29.749

& Unmodified 15.1 kB | 0.959 0.978  78.900  29.655
[T
<}

Our tables 25.4 kB | 0.979 0.991 45831 32.008

R Unmodified | 24.4 kB | 0.979 0.991 45910 31.988
[
<}

Our tables 43.9 kB | 0.990 0.997 20.256  35.402

S Unmodified | 43.4 kB | 0.991 0.997 20432 35.364
[T
<}

Average over all images in [PLZ+09].
Simon Erfurth 13/31



Part 3

Towards a general solution from SNARKSs

Privacy Preserving Folding Schemes
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Image Provenance for Other Transformations

[60+Z1d]
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Image Provenance for Other Transformations

[60+Z1d]
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Image Provenance for Other Transformations

SNARKs to
the rescue

[60+71d]

15/31

Simon Erfurth

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes



Image Provenance from SNARKSs [NT16; DB23; DCB25; DEH25; MVVZ25]

&~

Signek(42)
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Image Provenance from SNARKSs [NT16; DB23; DCB25; DEH25; MVVZ25]

@

o

Signek(42)

_

o = (&)

| know i such that:
1. Signg(a2) is valid for .
“ 2. 4 is result of f(.)
3. Metadata(,:) = Metadata(.:)
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Image Provenance from SNARKSs [NT16; DB23; DCB25; DEH25; MVVZ25]

~l -B-9

| know i such that:
1. Signg(a2) is valid for .
“ 2. 4 is result of f(.)
3. Metadata(,:) = Metadata(.:)

SIgnsk
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Image Provenance from SNARKSs [NT16; DB23; DCB25; DEH25; MVVZ25]

Signek(42)

1. Signg(a:) is valid for .
2. 4 is result of f(.)
3. Metadata(,:) = Metadata(.:)
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Restating the Problem: Computation as a Service
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Restating the Problem: Computation as a Service
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Restating the Problem: Verifiable Computation as a Service

X%JQ Xn f(xn),0n
=

Py P> P,
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Restating the Problem: Verifiable Computation as a Service

X1 f(Xl),O'l Xn f(Xn)70'n
P1 P> Pn

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 17/31



Restating the Problem: Verifiable Computation as a Service
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Motivating Example: Verifiable Computation as a Service

/ ANE)
]

Py P> P,
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Motivating Example: Verifiable Computation as a Service

o « Combine(...) g o combined zk-SNARK

Py P> P,
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Motivating Example: Verifiable Computation as a Service

T1,...,Tn,0 < Combine(...) g

f(x2),0,m

Py P> P,

o combined zk-SNARK
7; cheap inclusion proofs
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Folding Scheme [KST22]

Folding Scheme

For NP-language £ with relation
R ={(x,v) | vis a proof that x € L},
folding scheme FS which
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Folding Scheme [KST22]

Folding Scheme

For NP-language £ with relation
R ={(x,v) | vis a proof that x € L},
folding scheme FS which

m Combines instances:
Fold: ((x1,v1), (x2, v2)) = (x, v, )
(x,v) € R <= (x1,v1), (2, v2) € R
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Folding Scheme [KST22]

Folding Scheme

For NP-language £ with relation
R ={(x,v) | vis a proof that x € L},
folding scheme FS which
m Combines instances:
Fold: ((x1,v1), (x2, v2)) = (x, v, )
(x,v) e R <= (x1,v1),(x2,v0) € R
m Check statement inclusion
FoldVerify: (x1,x2,x,m) — 0/1
1 if 7 is proof that x; and x» were
folded into x
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Folding Scheme

R ={(x,v) | vis a proof that x € L}, For A€ F™ ™, £ = {x | 3v: Av = x}.
folding scheme FS which
m Combines instances:
Fold: ((x1,v1), (x2, v2)) = (x, v, )
(x,v) e R <= (x1,v1),(x2,v0) € R
m Check statement inclusion
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Folding Scheme [KST22]

Folding Scheme

R ={(x,v) | vis a proof that x € L}, For A€ F™ ™, £ = {x | 3v: Av = x}.
folding scheme FS which - (e, ), (b )
m Combines instances: p s F;m = p;

Fold: ((x1, v1), (x2, v2)) = (x, v, 7) X=xi+px2, V=it pva
(x,v) e R <= (x1,v1),(x2,v0) € R
m Check statement inclusion
FoldVerify: (x1,x2,x,m) — 0/1
1 if 7 is proof that x; and x» were
folded into x

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 19/31



Folding Scheme [KST22]

Folding Scheme

R ={(x,v) | vis a proof that x € L}, For A€ F™ ™, £ = {x | 3v: Av = x}.
folding scheme FS which - (e, ), (b )
m Combines instances: p s F;m = p;

Fold: ((x1,v1), (x2, v2)) = (x, v, )

X=X+ pXo; V=VI+pw.
(x,v) ER <= (x1,v1), (x2, ) ER

m FoldVerify(x1, x2, x, 7): check that
m Check statement inclusion
FoldVerify: (x1,x2,x,m) — 0/1
1 if 7 is proof that x; and x» were
folded into x

X = X1 + pX2.
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Folding Scheme

Folding Scheme: Security
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Folding Scheme

Folding Scheme: Security

m Completeness: No Adv. can output
input to Fold in R, which gives output
not in R (or invalid folding proof).
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Folding Scheme

Folding Scheme: Security

m Completeness: No Adv. can output
input to Fold in R, which gives output
not in R (or invalid folding proof).

m Knowledge Soundness: From Adv.
giving x1, x2, x, v, ™ where (x,v) € R
and 7 is accepted, we can extract
witness for xi, xo.
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input to Fold in R, which gives output
not in R (or invalid folding proof).

m Knowledge Soundness: From Adv.
giving x1, x2, x, v, ™ where (x,v) € R
and 7 is accepted, we can extract
witness for xi, xo.
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Folding Scheme

m Completeness: (x,v1),(x2, v2) € R

Folding Scheme: Security then

m Completeness: No Adv. can output Av =A(vi + pv2) = Avi + pAv,

input to Fold in R, which gives output =X1 + px2 = X
not in R (or invalid folding proof).
m Knowledge Soundness: From Adv.
giving x1, x2, x, v, ™ where (x,v) € R
and 7 is accepted, we can extract
witness for xi, xo.
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Folding Scheme

Example

m Completeness: (x,v1),(x2, v2) € R

Folding Scheme: Security then

m Completeness: No Adv. can output Av =A(vi + pv2) = Avi + pAv,

input to Fold in R, which gives output =X1 + px2 = X

not in R (or invalid folding proof). m Knowledge Soundness: Run to get
m Knowledge Soundness: From Adv. x,v,m=pand x',v', 7" = p' for

giving x1, x2, x, v, ™ where (x,v) € R same input.

and 7 is accepted, we can extract v =vi + pw

witness for xq, xo. vV =vi + p'v

= v =(p' —p) (v — )
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Folding Scheme

From 2-folding to 4-folding
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Folding Scheme

From 2-folding to 4-folding

Output of Fold is in R = Bootstrapping

(x,v1)  (x,v2)  (,v3)  (xa,va)
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Folding Scheme

From 2-folding to 4-folding

Output of Fold is in R = Bootstrapping

i

(x,v1)  (Ge,ve)  (xsv3)  (xa,va)
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Folding Scheme

From 2-folding to 4-folding

Output of Fold is in R = Bootstrapping

(X//, V”, 7.‘_/I)

(X', v, 7
/:olé\ ol

(x,v1)  (Ge,ve)  (xsv3)  (xa,va)
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Folding Scheme

From 2-folding to 4-folding

Output of Fold is in R = Bootstrapping

(x,v1)  (eyve)  (6ywv3)  (xa,va)

T = (7_[.17 7.‘_//7 ﬂ_lll)
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Folding Scheme

From 2-folding to 4-folding From 2-folding to n-folding

Output of Fold is in R = Bootstrapping Binary tree with n leaves
(x, v, 7" (x, v, ")
Fold Fold
(x', v/, 7") (x",v", ")

(></’7F :; QW\/) (<", \;’I’ ™) /m& /olé\

(x1,v1, 1) (X2, 3, ) (X3, v3, 3) (Xg, Vi, Tg)

(Xl, Vl) (XQ, V2) (X3, V3) (X4, V4) %ol\ %old\ %o;\ %m&

mT = (7'[' 9 71'”7 71'/") (x1,v1) (R1,01) (x2,v2) (R2,02) (x3,v3) (R3,03) (xa,va) (Ra,0a)
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Folding Scheme with Selective Verification [RZ23]
But...

|| and number of x;'s needed scales
linearly in n.
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Folding Scheme with Selective Verification [RZ23]

But...

|| and number of x;'s needed scales
linearly in n.

Generate n proofs 7;, each containing
O(log n) folding proofs and statements.
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Folding Scheme with Selective Verification [RZ23]

But...

|| and number of x;'s needed scales

linearly in n.
"
(x,v, 7"

fdea Fold\

Generate n proofs 7, each containing

O(log n) folding proofs and statements. (X, v/, 7 (x", v, 7"

X
<
3

Fol ol

(xi,vi)  (x,v2)  (x3,v3)  (xa,va)
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Folding Scheme with Selective Verification [RZ23]

But...

|| and number of x;'s needed scales

linearly in n.
"
(x,v,7")

Fold
Generate n proofs 7, each containing \

O(log n) folding proofs and statements. (<, v/, ) (x", v, 7"

Example Fol ol

o / / 7 n
= {x,x, 7', x" x, 7"} (x1,v1) (x2, v2) (x3,v3) (x4, va)
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Folding Scheme with Selective Verification [RZ23]

But...

|| and number of x;'s needed scales

linearly in n.
"
(x,v, ")

Fold
Generate n proofs 7, each containing \

O(log n) folding proofs and statements. (X, v/, ) (x", v, 7"

Example Fol ol

_ / / /! "
m m = Lo, mt o) Gav)  (avs)  (ava)
m o= {x,x, 7, x" x, 7"}
m 3= {X4,X”, 7 X x, 71"”}
™ 7T4 = {X37X”, 7.(_//,)</,)<7 7T/”}
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Motivating Example: Verifiable Computation as a Service
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Motivating Example: Verifiable Computation as a Service

(x,v,7m1,...,m,) < Fold(...)
o, < zk-SNARK(x, v)

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 23/31



Motivating Example: Verifiable Computation as a Service

(x,v,7m1,...,m) < Fold(...)
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Motivating Example: Verifiable Computation as a Service

(x,v,7m1,...,m) < Fold(...)
o, < zk-SNARK(x, v)
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Privacy Preserving Folding Scheme [BE24]

Folding scheme hiding others’ statements.
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Privacy Preserving Folding Scheme [BE24|

Folding scheme hiding others’ statements.

NP-statement hider

Hide each instance (x, v) as another
instance (x’, v') and generate certificate ¢
that x’ hides x. More on these later
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Privacy Preserving Folding Scheme [BE24|

Folding scheme hiding others’ statements.

NP-statement hider

Hide each instance (x, v) as another
instance (x’, v') and generate certificate ¢
that x’ hides x. More on these later

(xi,vi)  (x,v2)  (x,v3)  (xa,va)
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Privacy Preserving Folding Scheme [BE24|
dea |

Folding scheme hiding others’ statements.

NP-statement hider

Hide each instance (x, v) as another
instance (x’, v') and generate certificate ¢
that x’ hides x. More on these later

(4 vk @) (4,4, @) (4,4, 3) (56, 4 a)

- 771 - {X{7 Cl } HiFe HiFe HiFe HiFe
H 7T = {Xé, () }
m 3 = {x3,C3 } (x1,v1)  (x2,v2)  (x3,v3)  (xa,va)

m = {x;,Ca }
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Privacy Preserving Folding Scheme [BE24|
dea |

. .. , "
Folding scheme hiding others’ statements. (x, v, ")

Fold
NP-statement hider \

Hide each instance (x, v) as another (<, V', )
instance (x’,v’) and generate certificate ¢ P
that x’ hides x. More on these later Fol ol

(v @) (4%, @) (4, €3) (5 v ca)

. / / / / n
m = {xq,c1, x5, x, 7, x, 7"}

(X”7 Vl/7 7_‘Jl)

m = {x}, 0, x1, X', 7' x, 7"}
m w3 = {x}, c3, x5, X", ", x, 7"} (x1,v1) (x2, v2) (x3, v3) (xa, va)
m 7w = {xy, ca, x5, x", 7", x, 7"}
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Privacy Preserving Folding Scheme [BE24]

Security of Privacy Preserving FS

IND-CMA flavor:
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Privacy Preserving Folding Scheme [BE24]

Security of Privacy Preserving FS

IND-CMA flavor:

Adv choose input with 2 options for
entry j
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Privacy Preserving Folding Scheme [BE24]

Security of Privacy Preserving FS

IND-CMA flavor:

Adv choose input with 2 options for
entry j

Entry j chosen at random

(a,vi)  (%v9)  (xs,v3)  (xa,va)
(X217V21)

b 3 {0, 1}
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Privacy Preserving Folding Scheme [BE24]

Security of Privacy Preserving FS

IND-CMA flavor:

Adv choose input with 2 options for
entry j

Entry j chosen at random

(le Vl) (X2b’ V2b) (X37 V3) (X47 V4)

b 3 {0, 1}
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Privacy Preserving Folding Scheme [BE24]

(X, V, 7.[.///)
Security of Privacy Preserving FS
Fold
IND-CMA flavor:
Adv choose input with 2 options for (X’, V! (X", v 7T”)

entry j

Entry j chosen at random /:Olé\ /ols\
Everything is hidden and folded

(Xia Vi? c) (Xé7 Vé? ) (X:/’n Vév c3) (th Vé, cs)

(le Vl) (X2bv V2b) (X37 V3) (X47 V4)

b 3 {0, 1}
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Privacy Preserving Folding Scheme [BE24]

(X, V, 7.[.///)
Security of Privacy Preserving FS
Fold
IND-CMA flavor:
Adv choose input with 2 options for (X’, V! (X", v 7T”)

entry j
Entry j chosen at random /:Olé\ /ols\
Everything is hidden and folded

(Xia Vi? c) (Xé7 Vé? ) (X:/’n Vév c3) (th Vé, cs)

1 (asvi)  (B,vE)  (a,va)  (xa,va)

Adv chooses index £ and receives

Adv

b 3 {0, 1}
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Privacy Preserving Folding Scheme [BE24]

Security of Privacy Preserving FS
Fold

IND-CMA flavor:
Adv choose input with 2 options for

entry j
Entry j chosen at random /:Olé\ /O|§\
Everything is hidden and folded ,

xI vlocr) (X5, Vh o) (X%, Vi, c3) (x4, Vi, G
Adv chooses index ¢ and receives 7, (1, vi, @) (2,2, @2) (05,5, 65) (x4, va, ca)

Guess which (x;, v;) was used HiFe HiFe HiFe HiFe
b Adv m Cavi)  Og,v7)  (aiva) (s va)
Win if b/ = b b+ {0,1}
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (X, v/, ¢)
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (X, v/, ¢)

m Completeness

m Knowledge Soundness
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Privacy Preserving Folding Scheme [BE24]
NP-statement hider
(x,v) —— Hide — (X, v/, ¢)
m Completeness

m Knowledge Soundness
m Hiding (IND-CMA)
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (X, v/, ¢)

m Completeness
m Knowledge Soundness
m Hiding (IND-CMA)

(%05 v0)
(x1,v1)
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (X, v/, ¢)

m Completeness
m Knowledge Soundness
m Hiding (IND-CMA)

(%05 v0)
(x1,v1)
b s {0, ].}
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (X, v/, ¢)

m Completeness
m Knowledge Soundness
m Hiding (IND-CMA)

(Xbs Vi)
b s {0, ].}
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (X, v/, ¢)

m Completeness
m Knowledge Soundness
m Hiding (IND-CMA)
(X, vb) —— Hide —> (X, v/, ¢)

b s {0, ].}
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (X, v/, ¢)

m Completeness
m Knowledge Soundness
m Hiding (IND-CMA)

(X, vb) —— Hide —> (X, v/, ¢)

b s {0, ].}

(X', V') = Adv
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (X, v/, ¢)

m Completeness
m Knowledge Soundness
m Hiding (IND-CMA)

(X, vb) —— Hide —> (X, v/, ¢)

b s {0, ].}

(X',v) > Adv — b/
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Privacy Preserving Folding Scheme [BE24]

NP-statement hider

(x,v) —— Hide — (¥, V/, ¢)

= Completeness

= Knowledge Soundness Composing a Folding Scheme with an
m Hiding (IND-CMA) NP-statement hider gives a Privacy
Preserving Folding Scheme.

(X, vb) —— Hide —> (X, v/, ¢)
b s {0, ].}

(X',v) > Adv — b/
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NP-statement hider: Example

To hide (x, v):
Generate random instance (x, v;).
Fold:
(x', V', 1) + Fold((x, v), (Xr, v+))
Output (X', v/, c = (7, x,)).
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NP-statement hider: Example

Folding with random instance

10 2 (65 17

Generate random instance (x;, v;).
Fold:

(X', v/, m) « Fold((x, v), (xr, v))
Output (X', v/, c = (7, x,)).

La={x]|3v: Av =x}

Fold((x1,v1), (X2, v2)): p <¢ F;m = p;
X = X1 + pXo; V=vi+ pw.
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NP-statement hider: Example

Folding with random instance

10 2 (65 17

Generate random instance (x;, v;).
Fold:

(X', v/, m) « Fold((x, v), (xr, v))
Output (X', v/, c = (7, x,)).

Recall

La={x]|3v: Av =x}

Generate random instance in R as

Fold((x1,v1), (X2, v2)): p <¢ F;m = p;
X = X1 + pXo; V=vi+ pw.
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NP-statement hider: Example

Folding with random instance
UDbiER )

Generate random instance (x;, v;).
Fold:

(X', v/, m) « Fold((x, v), (xr, v))
Output (X', v/, c = (7, x,)).

Generate random instance in R as
v < F'; Xy = Av,.
Hide by folding
Hide((x, v), (xr, v/)):
+—g F
s
X = X1 + pXr
La={x|3v: Av=x} vVi=wv1 +pv,.

Fold((x1,v1), (X2, v2)): p <¢ F;m = p;
X = X1 + pXo; V=vi+ pw.
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NP-statement hider: Example

Folding with random instance
UDbiER )

Generate random instance (x;, v;).
Fold:

(X', v/, m) « Fold((x, v), (xr, v))
Output (X', v/, c = (7, x,)).

Generate random instance in R as
v < F'; Xy = Av,.
Hide by folding
Hide((x, v), (xr, v/)):
+—g F
s
X = X1 + pXr
La={x|3v: Av=x} vVi=wv1 +pv,.

Output (X', v/, c = (p, x/)).
Fold((x1,v1), (X2, v2)): p <¢ F;m = p; put { (p: xr))

X = X1 + pXo; V=vi+ pw.
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NP-statement hider: Example

Example is secure

Can Adv distinguish if (x, v)
hides (x1, v1) or (x2,v2)?
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NP-statement hider: Example

Example is secure

Can Adv distinguish if (x, v)
hides (x1, v1) or (x2,v2)?

Assume (x, v) hides (x1, v1) using
(Xr, vir):
X = X1 + pXr

V=V + pv,.
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NP-statement hider: Example

(x,v) is equally likely to hide (x2, v2) if there is
() R s o
Can Adv distinguish if (x, v) X2+ p'xp = x1+ pxr
hides (x1, v1) or (x2,v2)? va+ o'V, = vi + pv,.

Assume (x, v) hides (x1, v1) using
(Xr, vir):
X = X1 + pXr

V=V + pv,.
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NP-statement hider: Example

Example is secure

Can Adv distinguish if (x, v)
hides (x1, v1) or (x2,v2)?

Assume (x, v) hides (x1, v1) using
(Xr, vir):
X = X1 + pXr

V=V + pv,.

(x, v) is equally likely to hide (x2, v2) if there is

(x!,v]) € Ra such that:
X2 + P/X; = X1 + pXr
va+ o'V, = vi + pv,.
So we must have
/

= ()7 0a + pxr — x2)
vi = ()" (v + pvr — v2)
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NP-statement hider: Example

(x v) is equally likely to hide (xo, v2) if there is
Can Adv distinguish if (x, v) X2+ p'xp = x1+ pxr
hides (x1,v1) or (x2, v2)? vo + o'V, = vi + pv,.
So we must have
= ()7 0a + pxr — x2)
vi = (p) v+ pvr — v2)
But is this in R4?

Assume (x, v) hides (x1, v1) using
(Xr, vr):
X = X1 + pXr

V=V + pv,.
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NP-statement hider: Example

Example is secure

Can Adv distinguish if (x, v)
hides (x1, v1) or (x2,v2)?

Assume (x,

(Xr, vr):

v) hides (x1, v1) using

X = X1 + pXr

V=V + pv,.

(x v) is equally likely to hide (x2, v2) if there is

(x!,v]) € Ra such that:
X2 + p'x; = x1+ px;
vo + p'v) = vi 4 pv;.
So we must have
X1 = () o+ pxr — x2)
vi=(p) " vi+ pvr — 2)
But is this in RA?
Av, = A(p) v + pvr — v2)
= () H(Av1 + pAv, — Avy)
=(p)"

:Xr

Hoxapxe — xe)
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NP-statement hider: Example

Example is secure

Can Adv distinguish if (x, v)
hides (x1, v1) or (x2,v2)?

Assume (x,

(Xr, vr):

v) hides (x1, v1) using

X = X1 + pXr

V=V + pv,.

There is a privacy preserving
folding scheme for L4 = Im(A).

(x v) is equally likely to hide (x2, v2) if there is

(x!,v]) € Ra such that:
X2 + p'x; = x1+ px;
va+ 0V = vi + pv,.
So we must have

x; = ()7 0a + pxr — x2)
vi = () v+ pvr — w2)
But is this in Ra7?
AV, = A(p') M + pvr — v2)
= ()" (Avl + pAv, — Avy)
= (p") M Oapx — x2)
g Xr
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In general...

NP-statement hider

If there is a folding scheme for £, R supports efficient random sampling, and for any
three instances (x1, v1), (x2, v2), (X, v) € R there are equally many ways to fold (x1, v1)
into (x, v) as there is to fold (x2, v2) into (x, v), then there is an NP-statement hider

for L.

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 29/31



In general...

NP-statement hider

If there is a folding scheme for £, R supports efficient random sampling, and for any
three instances (x1, v1), (x2, v2), (X, v) € R there are equally many ways to fold (x1, v1)
into (x, v) as there is to fold (x2, v2) into (x, v), then there is an NP-statement hider
for L.

Privacy Preserving Folding Scheme

As above: There is a Privacy Preserving Folding Scheme for L.
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Returning to Images

.

o = fla)

E
| know i such that:

1. Signg (&) is valid for .
“ 2. 4 is result of f(.)
3. Metadata( ) = Metadata(,:)

Vv

Signe ‘,)
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Returning to Images

PlE

PzE =

+

., B
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Returning to Images

B3 a ~ f(a)

(x,v,m.,...,m.) < PP-Fold(...)

r. B4 o < zk-SNARK(x, v)
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Returning to Images

(x,v,m.,...,m.) < PP-Fold(...)

P E o + zk-SNARK(x, v) E C.
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Thank you for listening.

Questions?
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Privacy Preserving Folding Scheme [BE24]

(1, vis a1) (g, va, @2) (0,3, ¢3) (33,2, )

(xi,vi)  (v2)  (a,v3)  (xa,va)
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Privacy Preserving Folding Scheme [BE24]

(x,v, ") (x,v,7")
Fold Fold
(X', V', 1) (X" V", 7" (X, V' (X" V", 7"
/N /N /o /N
(x1,v1, 1) (35, va, @2) (x5, v3, 3) (x4, v4, €a) (x1,v1, 1) (X2, va, m3) (X3, v3, 73) (Xg, Vi, T3)
HiFe HiFe HiFe HiFe /old\ /:old\ %old\ /old\
(X17 Vl) (XZ, VQ) (X3, V3) (X4, V4) (x1,v1) (%1,71) (x2,v2) (X2,¥2) (x3,v3) (X3,03) (x4,v4) (Ra,V4)
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Image Signature Scheme Computation

Computation Time Signature Size
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Image Signature Scheme Computation

Computation Time Signature Size
Key generation | Same as KeyGenP> —
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Image Signature Scheme Computation

Computation Time Signature Size
Key generation | Same as KeyGenP> —
Signing 1025 hashes and |S]|

time of SignPS
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Image Signature Scheme Computation

Computation Time

Signature Size

Key generation

Same as KeyGenP>

Signing 1025 hashes and |S]|
time of SignPS
Compression 1025 hashes 128|H| + |S]|
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Image Signature Scheme Computation

Computation Time Signature Size
Key generation | Same as KeyGenP> —

Signing 1025 hashes and |S]|
time of SignPS

Compression 1025 hashes 128|H| + |S]|

Verification 1025 hashes and —

time of VerifyPS

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 31/31



Image Signature Scheme Final Construction Step
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Image Signature Scheme Final Construction Step

Luminance
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Image Signature Scheme Final Construction Step

Luminance Color
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Image Signature Scheme Final Construction Step

» hroot ¢, :

Luminance Color
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Image Signature Scheme Final Construction Step

Sigsk (hroot)

» hroot ¢, :

Luminance Color
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Proof of Security
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Proof of Security

If Vk: i*'s hroor is different from ii's h,oor: Forgery against DS.
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Proof of Security

Else let k be such that /* and i, have the same h,o0t.
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Proof of Security

Else let k be such that /* and i, have the same h,o0t.

Sigsk (hroot)

o root

Luminance Color
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Proof of Security

Else let k be such that /* and i, have the same h,o0t.

Sigsk (hroot)

A hroot £

Luminance Color
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Proof of Security

Else let k be such that /* and i, have the same h,o0t.

Sigsk (hroot)

A hroot £

Luminance Color
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Proof of Security

Else let k be such that /* and i, have the same h,o0t.

Sigsk (hroot)

A hroot £

If hg,, is different for /* and ik: Collision for H:
k
H(- By ) = hroot = H(-+ b ).
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Proof of Security

Else let k be such that /* and i, have the same h,o0t.

Sigsk (hroot)

A hroot £

Luminance Color
If hg,, is different for /* and ik: Collision for H:

" k
H( , Boyov"')_hroot_ H( 7hBo,o"")'
Else move on.

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes ~ Simon Erfurth 31/31



Proof of Security

Else let k be such that /* and i, have the same h,o0t.

Sigsk (hroot)

A hroot £

Luminance Color
If hg,, is different for /* and ik: Collision for H:

" k
H( , Boyov"')_hroot_ H( 7hBo,o"")'
Else move on.
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Proof of Security

Else let k be such that /* and i, have the same h,o0t.

Sigsk (hroot)

A hroot £

Luminance Color
If hg,, is different for /* and ik: Collision for H:

" k
H( , Boyov"')_hroot_ H( 7hBo,o"")'
Else move on.
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Proof of Security

Else let k be such that /* and i, have the same h,o0t.

Sigsk (hroot)

A hroot #

Luminance Color
If hg,, is different for /* and ik: Collision for H:

" k
H( , Boyov"')_hroot_ H( 7hBo,o"")'
Else move on.
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Proof of Security

Either we have found h*‘,‘;ij % h’éij and a collision to H.
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Proof of Security

Or we go one level deeper for each hg, ;.

4 %

2 N N N \\& \\& \\6’ X < ’é\\
S S S S e e S
y °y %/ 7 v/ ~7 7 °y )

2 2 2 R R

B — B [0 (K] 6] (B3] [B] [69] [8

bl — S O N S S B - S S

B2 — | 2| B | |’ |8 |2 | R

b3 — B B B | b B BB

Slightly Homomorphic Digital Signatures and Privacy Preserving Folding Schemes

Simon Erfurth

31/31



Proof of Security

Or we go one level deeper for each hg, ;.

i d. A 4 %
P ‘§>$/ Qb<$’ \§>$/ ‘%;g/ Q§/$, A\
S > OO S C S S
y Sy S/ ¥ vy S/
AR
B0 — bg bg bg bg bg
B2 = bs b b b b3
2 1T 1T I I
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Proof of Security

Or we go one level deeper for each hg, ;.

4 3 % 3 3, 3
3 R A A A S
® g Ty g — Ty — Ty — Uy -
y 5y Sy ¥ v/ 7 /

V<> V<> V<> T/O T/O 0

B — b9 bg b2 b3 b3
bl = bl b b b} b3
b2 = b2 b2 b2 b b3
b3 b3 bE b2 b3 b3

Since i* ¢ CSpan(ik, sx) we are guaranteed tho eventually find a difference
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Proof of Security

Or we go one level deeper for each hg, ;.

4 3 % 3 3, 3
3 R A A A S
® g Ty g — Ty — Ty — Uy -
y 5y Sy ¥ v/ 7 /

V<> V<> V<> T/O T/O 0

B — b9 bg b2 b3 b3
bl = bl b b b} b3
b2 = b2 b2 b2 b b3
b3 b3 bE b2 b3 b3

Since i* ¢ CSpan(ik, sx) we are guaranteed tho eventually find a difference, and hence

a collision for H. O
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